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AnjgaTna

Ocbl  TUIIIOMABIK K00ajga aOOHEHTTIK KOJDKETIMALIIK MyJIbTUCEPBUCTI
eniaepi moni 6oibiHIa Windows 2008 Server onepanusuibiK KYHECIHIH HET131H1e
TEPMUHAIIBI CEPBEP KYPY YCHIHBUIATBIH BHUPTYAIABl 3€pTXAHAIBIK JKYMBICTAP
JKUBIHTBIFBI OepiireH. Tipmiuiik Kayinciz3airi OediMIHIE CTYACHTTEPIH KaJbIIIThI
JKYMBIC ICTEyl VIINIH KaKeT arjanWjgap — TaOWFU >KapblK JKOHE KOHJIUIIHSIIAY
ecernrTepl JKYprizuiil. ODKOHOMHUKAJBIK O6iMIHIE 3epTXaHalbIK >XYMBICTAPIIbIH
CHT13y11H SKOHOMHUKAIBIK THIMIUTIT1 €CETTEI/I.

AHHOTALUA

B 1maHHOM JHMIDIOMHOM TIPOEKTE IPEJACTaBICH KOMIUIEKC BUPTYaIbHBIX
7a00paTOpHBIX paboT Mo mnpeaMery MyIbTHCEPBUCHBIE ceTH aOOHEHTCKOTO
J0CTyTa, TJie Ha O0a3e ornepanronHoi cuctembl Windows 2008 Server mpemiaraercs
CO3JIaHME TEPMUHAIBHOTO cepBepa. B rimaBe «be3onacHOCTh KU3HEACITEITBHOCTI
MPOU3BOJUTCS pPacdeT €CTECTBEHHOTO OCBCUICHUS M KOHIWIIMOHWPOBAHHS —
YCIIOBUH, KOTOpBIE TpeOYIOTCS I HOPMaJIbHOH paboThl CTyAeHTOB. B
OKOHOMHUYECKOW  YacTH  PaCCUMTHIBACTCS  DKOHOMHUYECKas  3(PPEKTUBHOCTH
BHEJIpEHUS 1abOpaTOPHBIX PaboT.

Abstract

The diploma project represents a complex of virtual laboratory works on
Multiservice Subscriber Access Networks discipline, where the organization of
terminal server on the basis of Windows Server 2008 is offered. In the Life activity
safety section the calculation of natural lightening and air exchange system is
calculated, which are the conditions for normal students’ work. The economy
section includes the economic efficiency of laboratory works’ introduction.
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Introduction

Optimization of expenses for modernization of equipment, increasing the
speed of the system, reliable protection of information are priority tasks that must
be addressed to the head of a successfully developing business enterprise. A lot of
companies pick the group of IT infrastructure by using terminal access as a solution
to these problems.

The system of terminal access involves building a computer network in such
a way that all the information that employees work with is actually concentrated in
a single place - the terminal server, the primary computer of big computing power.

Information processing (modification, addition, deletion and other operations)
is performed only on the main server. At the employee's workplace, only a
broadcast of his actions is graphically displayed on the monitor, so instead of the
usual system unit, a special compact device (thin client) is installed, the function of
which is to organize access to the server using a special program. Advantages of the
terminal access system are economy, safety, simple operation.

The use of terminal access as an effective IT solution is suitable, first of all,
for dynamically growing organizations, where the constantly increasing number of
jobs requires more rational use of the resources available in the company.

In order to deploy such a service on personal computer it is necessary to have
a special operating system. For this project we will use OS Windows Server 2008
installed on virtual computer, so it will be something like a real server [1].

The relevance of this diploma project is to reduce economic costs. The refusal
of the overall physical equipment allowing students to acquire skills in handling
network equipment having at their disposal only a computer.

The purpose of the project is the development of a complex of virtual
laboratory works on the subject of MSAN with a terminal server.

To achieve the purpose the following tasks are set:

1. Consider the technology of virtualization and terminal access;

2. Study the operation of the terminal server;

3. Familiarize with the functionality of the VM VirtualBox software and learn
how to create virtual machines on its basis, perform all the necessary settings for the
connection of a real computer with a virtual;

4. Deploy a terminal server based on Windows Server 2008.

Also, the diploma project includes the calculations of server load.

Some of the main requirements under which the regulatory working
conditions are provided - correct lighting of the student's place, fresh air, the
observed temperature, corresponding to the standards. All the points are considered
in this diploma project.

The calculation of costs for the introduction of the laboratory works, as well
as the period of its payback is performed .



1 Theoretical part

1.2 Virtualization

A virtual computer is a rational representation of a computer in software. By
decoupling the actual physical hardware coming from the operating system,
virtualization offers much more operational flexibility and also raises the utilization
speed of the basic actual physical hardware. Even though virtualization is
implemented largely in software, many contemporary microprocessors right now
incorporate hardware options explicitly created to enhance the effectiveness of the
virtualization activity.

In a traditional physical computer, one example of the operating system
supports one or even more program programs. In a virtualization atmosphere, a
single actual physical PC runs program which abstracts the actual physical
computer's materials to ensure that they could be discussed between a number of
"virtual computers.” Each virtual computer might be operating a unique operating
system from all the various other virtual devices on the physical device. A crash or
any other application error on any of the virtual models leaves all of the various
other virtual devices unaffected.

Types of virtualization:

- Desktop virtualization;

- Server virtualization;

- Application virtualization;

- Network virtualization;

- OS — level virtualization;

- Storage virtualization.

In this work we will consider the concept of Server Virtualization. Server
virtualization enables an actual server to be divided to run two separate safe virtual
servers. This generates a chance to consolidate the actual physical servers, therefore
helping to bring down the computer acquisition as well as control expenses by
eliminating "infrastructure sprawl™ at the server amount.

If the source needs of one of the server based items, running in a virtual
server expands, due to increased use for. This improved resilience leads to more
effective use of present bodily server resources, reduced power usage and greater
general reliability [2].

1.1 Terminal Services concept

A terminal server is a powerful computer and a server operating system that
allows you to perform tasks for multiple users. Terminal clients are low-power
computers that can perform only one function - to connect to the terminal server
using the RDP protocol. All applications run on the server, and the user only sees
the transmitted image with the help of the terminal client.



The server operating system, in addition to the terminal server role, on the
same hardware allows the implementation of other services: a file server with a
fault-tolerant disk array, a print server, a backup server, etc.

The terminal access server has hardware and software that can significantly
improve data security and management flexibility, which is difficult and expensive
to achieve when working on conventional computers.

Authorization of users for access and protection with firewall from attacks
over the Internet can protect data consolidated on one server, easier and cheaper,
providing a high level of information security. In the network of ordinary office
computers, this can not be achieved.

The effect of the appearance of the terminal server in the organization can be
compared with the appearance of a local network: computers that were integrated
once into the network allowed users to exchange files without the help of floppy
disks, use e-mail and access the Internet, print documents from the same place to
the common printer. Terminal server provides a new level of work with information
technology: not just store files on the hard drive, but manage information flows on
an organization's scale as easily as files on a separate computer.

So, let us list the tasks that terminal access solves:

- improving the performance of client-server applications (for example, 1C)
by running them in the data center. For this purpose there is a special term -
"proximity to data", the better the connection between the client part of the program
and the server, the faster the tasks are executed.

- transfer users from PC to thin clients. Instead of a computer with data user is
installed a miniature device that allows you to connect to the terminal session. The
thin client does not require maintenance, does not make noise, does not get warm,
consumes little electricity. Allows you to minimize technical support in the
workplace.

- saving traffic in WAN networks, and as a result, reducing the width and cost
of the channel. In the case of terminal access, traffic that used to pass between client
stations and servers is replaced with traffic of the remote screen image.

- centralized management of licenses and software, allows you to bring all
categories of jobs to a unified form. One administrator can manage thousands of
jobs. The terminal server farm allows you to quickly deliver the necessary
enterprise applications, centrally install updates, manage employee data.

- for the user: the speed of work with corporate programs is increased,
stability is improved, and cases of contacting technical support are reduced.

- for the administrator: the transition to the terminal access system allows you
to automate many routine tasks of the system administrator associated with the
deployment, updating and maintenance of user workstations. But to get all of the
above pluses, it is critical not to make mistakes during the selection, configuration
and operation of the terminal farm. Often there are cases when incorrect
administration of even the most simple terminal server turns the work of the
administrator and users into a nightmare [3].
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Terminal Services consists of four components: the Windows Server 2008
multi user kernel, the Remote Desktop client, the Terminal Services Licensing
service, and Session Directory Services.

Multi-user kernel. The multi user kernel extension, created for Windows NT
4.0 Server, Terminal Server Edition, have been extended and completely
incorporated as a regular part of the Windows Server 2008 family kernel. These are
resident on the server at all of times, no matter if Terminal Services is enabled or
not.

Remote Desktop client. The client software is the application which installs
and supports connection between the client and the server computer on which
services of terminals are started.

Terminal Services Licensing service. This method allows terminal servers to
receive also terminal server client access license (TS CAL) for the equipment and
the users who are connected to the server of terminals.

Session Directory Services. The session directory (SD) will contain the report
of sessions, indexed on a user name and also allows the user to be connected
repeatedly to the terminal server on which there is disconnected user's session and
also to resume a session.

Session 0 Session 1...04
Terminal Server WinLogon.exe CSRES exe
Service SMS5.exe —— .
(termsery.exe) [ winotify,dll ] LWmSEI{SW.dII |
User
kernel
Mouse
Terminal Server - GOLLUSER

Stack Instance | reyboard o  WiN3ZK.sys

(Terrndd .sys)

{1...M) Video Remote Display
-] Driver
Rermote RdApDD.sys
Winstation
Driver

(RApWD sys)

| TdPipe.dll |

[ TdTcp.sws |

Systern Space Session Space

Figure 1.1 - Terminal Services Architecture

The following table describes the Terminal Services architecture components.
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Table 1.1 - Terminal Services Components

Component Description

CSRSS.exe The Client-Server Runtime Subsystem is the process and thread
manager for all logon sessions.

RdpDD.sys Captures the Windows user interface, transforms it into a form that
Is converted by RDPWD into the RDP protocol.

RdpWD.sys Unwraps the multi-channel data, transfers it to the appropriate
session.

SMSS.exe Session Manager creates and manages all sessions.

Termsrv.exe

Manages client connects, initiates creation and shutdown of
connection contexts.

Termdd.sys The RDP protocol, which listens for RDP client connections on a
TCP port.

Tdtcp.sys Packages the RDP protocol onto the underlying network protocol,
TCP/IP.

Winotify.dll Runs in the session’s WinLogon process to create processes in the
user session.

Win32Kk.sys Manages the Windows GUI environment taking the mouse and

keyboard inputs and sending them to the appropriate application.

WinLogon.exe

Handles user logons and logoffs and processes the special
Windows key combination Ctrl-Alt-Delete.

As the Windows Server 2008 Terminal Server loads the core operating
system, the Terminal Server service (termsrv.exe) is started and begins waiting for
session connections. Each connection has a unique session identifier or “SessionID”
to represent an individual session to the Terminal Server, and each process created
within a session is “tagged” with the associated SessionID to separate its name
space from other session name spaces.

The console session (Terminal Server keyboard, mouse and video) is always
loaded first, treated as a client connection for special case, and is assigned
SessionID 0. The console session starts off as a normal Windows Server 2008
session with configured Windows display, mouse and keyboard drivers loaded.
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Then, after creating the console session the Terminal Server service calls the
Windows Session Manager (SMSS.EXE) to create two idle client sessions which
then wait client connections. To create the idle sessions, the Session Manager starts
the Client-Server Run-time Subsystem (CSRSS.EXE) and a new SessionID is
assigned to that process. The CSRSS process also invokes the WinLogon process
(WINLOGON.EXE) and the Windows Manager and GDI kernel module
(Win32k.sys) under the newly connected Session ID (Appendix A).

The Windows image loader recognizes this Win32k.sys as a Session Space
loadable image by a previously defined bit set in the image header. It then relocates
the code portion of the image into physical memory with pointers from the virtual
kernel address space for that session if Win32k.sys has not already been loaded. By
design, it always attaches to a previously loaded image’s code (Win32k.sys) if one
already exists in memory (that is, from any active application or session). The data
(or non-shared) section of this image is then allocated to the new session from a
newly created SessionSpace page able kernel memory section.

Unlike the console session, Terminal Server client sessions are configured to
load separate drivers for the display, keyboard, and mouse. The display driver is the
Remote Desktop Protocol (RDP) display device driver (rdpdd.dll), and the mouse
and keyboard drivers are replaced with the RDP driver Rdpwad.sys. These drivers
allow the RDP client session to be both available and interactive, remotely. Finally,
Terminal Server also invokes a connection listener thread for the RDP protocol
(Termdd.sys), which listens for RDP client connections on a TCP port.

At this point, the CSRSS process exists under its own SessionlD namespace,
with its data instantiated per process as necessary. Any processes created from
within this SessionID will execute within the SessionSpace of the CSRSS process
automatically. This prevents processes with different SessionlDs from accessing
another sessions data [4].

1.2 Terminal services physical structure (components)

The service of terminals provides remote access to Windows desktop through
the software of "the thin client”, allowing the client computer to serve as the
terminal emulator. He provides an effective and reliable way of distribution of
programs on the basis of Windows, providing a uniform point of installation with
several users having access to a desktop of the Windows Server 2008 operating
system where they can start programs save files and use network resources as
though they were sitting on this computer. For computers under control of the
Windows Server 2008 operating systems the client program of services of terminals
(connection to a remote desktop) is already installed. The Windows Server 2008
operating systems also include the software of the client of services of terminals for
computers with 16-and 32-bit operating systems. A Terminal Services client can
exist in the most different forms. Hardware devices of the thin client which start the
built-in Windows OS can start the client software of terminals services for on which
services of terminals are started. Windows, Macintosh or UNIX computers can start
the client software of services of terminals for connection to the server of services

13



of terminals for display of applications on the basis of Windows. This combination
of clients of services of terminals provides access to applications on the basis of
Windows practically from any operating system.

Windows Server 2008 Windows Server 2008 Windows Server 2008
+ Terrminal Server + Terrminal Server Darmain
Directory Service Licensing Service Controller

S

Windows Server 2008 Terrninal Services Cluster
using MLE for Load Balancing. Terminal Services
n Application Mode on each Server and Configured

to use Session Directory

L 55558888

Load Balancin Windows cornputers running
Solution - NLE E,r- Remote Desktop Connection,
Third Party Remote Desktop Connection or
Windows CE based Terrminals

PEEELBEE

Figure 1.2 — TS physical structure

Terminal Server Licensing. The server of licenses is a computer on which
licensing of the server of terminals is established. The server of licenses stores all
tokens of licenses of the licenses TS CAL which have been established for group of
servers of terminals, and traces the given license markers. One server of licenses
can serve many servers of terminals at the same time. The terminal server has to
have an opportunity to be connected to the activated server of licenses that on client
devices constant tokens licenses were granted. The server of licenses which was
installed, but isn't activated, will give only temporary tokens of the license.

The family of the Windows Server 2008 operating systems provides the
control system of licenses of clients known as licensing of the server of terminals.
This system allows servers of terminals to receive and operate tokens of the license
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of client access of the client terminal (TS CAL) for the devices and users who are
connected to the server of terminals. Licensing of the server of terminals is a
component service Windows Server 2008, Standard Edition; Windows Server 2008,
Enterprise Edition; and Windows Server 2008, Datacenter Edition. He can operate
the licenses of clients and licenses of clients and also supports the servers of
terminals working under control of Windows Server 2008 and also the Windows
2000 Server operating system. It considerably simplifies a task of management of
licenses for the system administrator, minimizing insufficient or excessive purchase
of licenses for the organization. Licensing of the server of terminals is used only
with the server of terminals, but not with a remote desktop for administration.

Microsoft Certificate

authority & License
Clearinghouse —— Infrastructure

Microsoft

MicrosoftfUser
Windows Server 2008

Tgar'rninal Server
License Server
windows Server 2008 — Product
and windows 2010
Terminal Servers
Clients @

Figure 1.3 - Terminal Server Licensing

() «

The server of terminals for Windows Server 2008 (known as the application
server mode in Windows 2000 Server) provides expansion and management of
applications for users on different devices through the application server mode.
Each device or the user who initiates a session on the final server under control of
Windows Server 2008, has to have the license for one of the following actions:

1. Windows Server 2008 Terminal Server Device Client Access License;

2. Windows Server 2008 Terminal Server User Client Access License;

3. Windows Server 2008 Terminal Server External Connector.

Note that additional licenses, such as licenses of Microsoft or other
applications, operating system and client access can be required. Licenses in the
previous list are required even if other superstructures are used over Windows
Server 2008.
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The service of licensing of services of terminals is connected only with
licensing for the client of the server of terminals. He isn't used for licensing of any
other applications or services and doesn't replace or doesn't interact with the license
for any other component or doesn't change your rights and obligations for End User
License Agreement (EULA). The service of licensing of the server of terminals isn't
replacement for purchase of the client license TS.

The signs TS CAL represent electronic submissions of real licenses, but they
aren't the actual licenses. Therefore if the token of the license is lost, it doesn't mean
that you have lost the actual license. If you have a documentation confirming that
you have bought the actual license the token of the license can be republished. To
the contrary, only because you have a license token, it doesn't mean that it is surely
compared with the actual legal license.

Licensing of services of terminals is intended for management of these tokens
of the license to allow the administrator to estimate more precisely requirements to
licensing of the organization. However there are several situations when the token
of the license isn't compared with the actual license. The administrator has to define
whether really it so, and if necessary to acquire additional licenses (but not to
establish the corresponding tokens of the license) for accounting of this discrepancy

[5].

All communication during process of licensing happens between the client
and the terminal server and also between the terminal server and the server of
licenses. The client of the server of terminals never contacts directly the server of
licenses.

When the client device tries to be connected to the terminal server in the On
the Device mode, the server of terminals defines whether the client has a license
marker. Clients of the server of terminals store license tokens in the following
section of the register:

HKEY_ LOCAL_MACHINE\Software\MicrosofttMSL.icensing

If the client has no license token, the server of terminals tries to contact the
server of licenses from the list of the found servers of licenses. If the contact isn't
made, the server of terminals restarts detection process. If the server of licenses
doesn't answer, the device can't be connected to the server of terminals if it doesn't
work during the grace period of the server of terminals (Appendix B).

When the server of licenses responds, the server of terminals requests a
temporary token for the device as it is the first time when the device was connected
to the server of terminals. Then the server of terminals places this temporary token
in the device. After the user has provided the valid registration data that has led to
successful login, the server of terminals specifies to the server of licenses to note the
given temporary token as checked.

Next time, when the user will try to be connected to the terminal server in the
On the Device mode from this device, the server of terminals requests CAL token
for Windows Server 2008 TS for this device. If on the server of licenses tokens of
CAL TS Device are available, the server of licenses deletes one token from an
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available pool, marks it as given out to the device, registers a device name, a user
name of the device and date of issue, and then pushes this token of the CAL device
on the device.

If on the server of licenses there are no tokens of the TS CAL device, it will
look for at first any other server of licenses in the domain, the working group or the
website. Servers of licenses support information on where there are other available
servers of licenses and if they have license markers. If other server of licenses
which has stock is available, the first server of licenses requests a license token
from the second server of licenses and brings him to the server of terminals which
then transfers a token to the client device. If there are no available tokens of the
CAL TS device, the device will continue to be connected to a temporary token.

Temporary tokens allow to connect devices within 90 days, and then to
expire. The client licenses TS Device Device providing termless licenses expire in
52-89 days from the date of their delivery. The terminal server always tries to
update these tokens in 7 days prior to the expiration of their action. The purpose of
this system is restoration of tokens of TS CAL which are lost because of such
events as equipment failure or reinstallation of an operating system.

Client License Distribution Per User. When the server of terminals is adjusted
in the User mode, the server of terminals has to have an opportunity to find the
server of licenses after the expiration of a grace period. In spite of the fact that on
the server of licenses it is possible to establish CAL tokens on the user for each
user, there is now no way to appoint CAL token for each user to a certain account of
the user.

Client License Distribution for External Connector. There is currently no
support in Terminal Server Licensing or the Microsoft Clearinghouse for the
External Connector. In order to use an External Connector license, you will need to
configure your terminal server in Per User mode.

Session Directory. In the computing environment on the terminal server all
implementation of applications and data processing happen on the server. In the
balanced loading servers of terminals are grouped in farms, and each farm is
represented on client computers as one name of the computer with one IP address.
The device which is carrying out balancing of loading redirects the entering session
connections on each car of a farm according to her algorithm of balancing of
loading. Use of the solution of balancing of loading with the server of terminals
distributes sessions on farm servers for increase in productivity. The Session
Directory of services of terminals available in Windows Server 2003, Enterprise
Edition, works with your solution of balancing of loading.

The Session Directory is a function of balancing of loading which allows
users to be connected easily to the disconnected session on a farm of servers on
which services of terminals are started. The Session Directory is a database which
traces the user's sessions which work on balancing with loading servers of
terminals. He provides information when the user is repeatedly connected (after
shutdown intentionally or because of failure of network) to provide repeated
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connection of the user besides to a session, but not to begin a new session. The
Session Directory which can support several thousands of sessions also supports a
cluster. Management of sessions of services of terminals of services works with
service of balancing of loading for ensuring transparent connection of users to the
initial server on which their disconnected session of the server of terminals is
placed.

The components of Terminal Services Session Directory are:

- A network load-balancing solution;

- Two or more Terminal Servers logically grouped into a Terminal Server
cluster;

- A Session Directory server.

Load Balancing
Solution + Session
Directary

Front-end L&MN )
- - n Terrninal
= = - Servers

Metwarl
Infrastructurs

File Servers,
Database Servers,
etc,

iZontraller

Figure 1.4 - Terminal Services Session Directory

Balancing of network loading, the technology of a clustering included in
Windows Server 2008, Enterprise Edition and Windows Server 2008, Data Center
Edition allows servers to provide high efficiency and protection against failures.
Balancing of network loading distributes IP traffic on several copies (or copies)
services TCP/IP, such as Terminal Server or IIS, each of which works at a separate
host in a cluster. Clients get access to a cluster with use of one or several virtual IP
addresses; from there NLB cluster evenly breaks client inquiries between hosts.
From the point of view of clients the cluster is represented the only server. In
process of increase in traffic of the enterprise network administrators can just add
the additional server and include it in a cluster.

In the environment with balancing of loading each cluster of services of
terminals is represented to client computers as one name of the computer with one
IP address. The device or the service which is carrying out balancing of loading
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redirects connections to separate servers (knots) in a cluster according to his
algorithm of balancing of loading.

Balancing of loading unites resources of processing of several servers with
use of the network TCP/IP protocol whereas Session Directory traces the
disconnected sessions in a cluster and provides repeated connection of users to the
same sessions.

Members of a Session Directory can consist only of servers of Enterprise and
Datacenter terminals. The computers working under control of Windows Server
2008, Standard Edition cannot join the Session Directory as they lack the required
technology of a clustering; however the computer under control of Windows Server
2008 Standard Edition can work as the server of catalogs of sessions.

1. The entering connection with a cluster balances load of one knot which
provides the invitation for login.

2. When the user enters a cluster of the server of terminals, the server of
terminals receiving initial request for login sends a user name to the server of the
catalog of sessions.

3. The server of the Session Directory checks a user name for the database
and sends result to the requesting server. The database of the Session Directory is
the jet database containing the list of sessions, indexed on a user name.

4. If the user has no disconnected sessions, process of registration continues
on the server on which initial connection is placed.

5. If at the user the session on other server is disconnected, the initial server
of a hosting sends the client information necessary for the client for continuation of
authentication on the server on which the disconnected session is placed. Transition
from one server to another is transparent for the user.

6. When the user enters the disconnected session, the Session Directory is
updated. The database of the Session Directory of the server of terminals is updated
and requested by servers of terminals at each login, leaving the system or
disconnection from a session.

Advantages of use of Session Directory:

- It allows users to be connected to the disconnected sessions repeatedly;

- Allows to apply single-user user politicians;

- Shortcomings of use of Session Directory;

- The Windows 2008 Enterprise-version is required at least;

- The external balancer of loading is required.

The Session Directory is the simple service Windows and the small database
working on the server of terminals in your environment. When the server of
terminals is adjusted for participation in the catalog of a session, record is created in
this central database at each start of a session. These records are requested or
updated by servers of terminals in a cluster at each login, leaving the system or
shutdown of their session. Users can quickly be connected to already existing
disconnected sessions even if the client doesn't know to what server they have been
connected. The service of the catalog of a session (the database) is easy (from the
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point of view of the required resources), and one server of the session server can
process several clusters of Terminal Server [6].

Remote desktop for administration. You can use Remote Desktop for
administration for remote management of network, using the configuration similar
to the configuration shown in the following drawing.

The remote desktop for administration provides remote access to a server
desktop by means of the protocol of remote access of services of terminals (RDP)
on port 3389. RDP transfers the user interface to the client's session and also
transfers clicks and clicks of a mouse from the client to the server. You can create
up to two simultaneous remote connections. Each session which you enter doesn't
depend on other sessions of the client and also a server console session. In effect,
you can use Remote Desktop for Administration for an entrance on the server far
off as though you have been registered locally [7].

If you need to be connected to a server console session far off (for example,
for access to applications which direct only the user interface to the console), either
use the Remote Desktops equipment, or use "Connection to a remote desktop” from
a command line. When you try to be connected to a console session, far off or
locally, you will be notified if one more user is already connected to a session of the
console. The message of the notice will be displayed after confirmation of your
registration data of an entrance and will contain information on the user who has
logged in on a console session, including a user name, location of an entrance (local
or remote) and a condition of a session (in use, blocking or idle time).

Client .
comnputers SEFvEr running Rermote computer
Windows Server 2008 running Remote
/j Desktop Connection
Server
L =

i

Remote Desktop Protoco
(LAN, WAN, or

Client dial-up connection)
computers

Client
computers

Figure 1.5 - Remote Desktop

Connection to a remote desktop for administration uses TCP/IP either on the
existing network connection, or through remote access. The server of remote access
on which one of Windows Server 2008 of family of operating systems works
provides two different types of connection to remote access:

- Network and remote connections;

- Virtual private networks.
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Protocol of a remote desktop (RDP). The protocol of a remote desktop (RDP)
is the protocol of the protected network communication intended for remote
management and also for remote access to virtual desktops, applications and the
terminal RDP server. RDP allows network administrators to diagnose and fix
remotely problems which certain subscribers face. RDP is available to the majority
of versions of the Windows operating system. RDP for Mac OS Apple is also an
option. The version with an open source code is also available.

Remarkable RDP properties include enciphering, authentication of smart
cards, reduction of bandwidth, sharing of resources, a possibility of use of several
displays and a possibility of temporary shutdown without leaving the system. RDP
also allows to redirect such functions as audio and the press.

RDP can support up to 64 000 independent channels for data transmission.
Data can be ciphered with use of 128-bit keys, and function of reduction of
bandwidth optimizes data transmission speed in low-speed connections.

The RDP protocol is intended for ensuring remote access through port 3389.
The application or packages of support of RDP transfer data which have to be
transferred, and the communication service of Microsoft sends data to RDP channel.
From there the operating system ciphers data of RDP and adds them to a frame that
he could be given.

The Redirector driver for the server of terminals operates all operations of the
RDP protocol. This driver consists of subcomponents, such as RDP (Wdtshare.sys)
driver which processes the user interfaces, transfers, enciphering, compression and
framing. The transport driver (Tdtcp.sys) is responsible for packing of the protocol
so that he could be sent through TCP/IP network.

Newer versions of RDP are much safer. Later Windows operating systems
contain the mechanism of definition of to what users access to system through RDP
session is allowed. There is also an opportunity to forbid any remote access to
system if they don't use authentication at the network level.

It is usually recommended that administrators and end users used only RDP
when it is absolutely necessary and that they start it with the minimum level of
privileges [8].

1.4 Modern usage

"The terminal server" is used in many ways, but from the main sense if the
user has a consecutive device, and they need to move data on local network, it is
that product which they need.

1. Connection with Raw TCP socket: the raw connection of sockets of TCP
which can be initiated from the server of terminals or from a remote host / server. It
can be a point-to-point or the general where consecutive devices (for example,
readers of cards, scanners, readers of bar codes, scales, etc.). Can be shared by
several devices. Sessions of TCP can be initiated from application of the TCP server
or from the server of terminals.
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Figure 1.6 — Remote Desktop Protocol

2. Raw UDP connection of sockets: for use with applications on the basis of
UDP servers of terminals can transform data of the consecutive equipment for
transport through UDP software packages to the principle "point-to-point™ or share
on several devices.

3. Control of the console - the return Telnet, the return SSH: in terminology
of control of the console users can use the return Telnet or SSH for connection to
the consecutive device. They start Telnet or SSH on the client (personal computer)
and are connected to the server of terminals, and then connected to the consecutive
device. In this application servers of terminals are also called console servers as
they are used for connection to console ports which can be found on such products
as routers, UATS, switchboards and servers (Linux or Sun). The idea consists in
getting access to these devices through their console port.

4. Connect consecutive applications with the driver of COM/TTY port: for
contact with devices which are directly connected to consecutive COM ports of the
server, many software applications have been written (robotic assembly cars,
scanners, readers of cards, sensors, blood analyzers, etc.). The companies can want
to connect these applications because devices which have been directly connected to
COM ports of the server have to be moved to location at some distance from the
application server. As the initial application is intended for direct communication
with concrete COM port, for ensuring communication through IP network the
decision, seamless both for the application, and for the device has to be realized.

5. Consecutive tunneling between two consecutive devices: consecutive
tunneling allows users to establish connection through Ethernet with a serial port on
other server of terminals.

6. Backup: this application is intended for a solution with connection. For
example, the user needs to replace a wire of RS-232, RS-422 or RS-485 and to
execute their data through Ethernet without any changes on the server or the final
consecutive device, the user wants to replace the parallel rented line of the modem
with their parallel network Ethernet, or someone has a car for the choice and
placement which places IC on boards, and they want to move the server to the back
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room where the equipment will be in safety from damages. This application is ideal
where there is a device with the application written for collection of information
from this device (the general with sensors). This application allows them to
eliminate conducting.

7. Virtual modem: the virtual modem is one more example of use of the
return application. He can be used for replacement of modems, but at the same time
a set of the AT teams is used. The IP address is entered into a set of the AT teams
instead of a phone number of the consecutive device [9].

2 Laboratory works

2.1 Laboratory work #1

Purpose: study the concept of server virtualization, creation of virtual
machine on the basis of Oracle Virtual Box software.

2.1.1 Preliminary preparation

A virtual computer is a logical representation of a computer in software. By
decoupling the physical hardware from the operating system, virtualization provides
more operational flexibility and increases the utilization rate of the underlying
physical hardware.

In a traditional physical computer, one instance of the operating system
supports one or more application programs. In a virtualization environment, a single
physical computer runs software that abstracts the physical computer’s resources so
that they may be shared between multiple “virtual computers.” Each virtual
computer may be running a different operating system from all of the other virtual
machines on the physical machine. A crash or other program error on any of the
virtual machines leaves all of the other virtual machines unaffected.

Server virtualization allows a physical server to be partitioned to run multiple
secure virtual servers (Figure 2.1). This creates an opportunity to consolidate
physical servers, thus helping to reduce hardware acquisition and management costs
by eliminating “infrastructure sprawl” at the server level. If the resource
requirements of one of the server-based products running in a virtual server grows,
because of increased usage for example, moving that virtual server to a different
physical server with more available resources is as simple as copying a file.

This ease of replication of virtual servers also means that it’s simple to
maintain snapshots of virtual servers as file back-ups and quickly restore complex
systems to operation in the event of physical server hardware failures. This
increased resilience results in more efficient use of existing physical server
resources, lower operating costs, reduced power consumption and greater overall
reliability [2].
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Figure 2.1 — Virtual server model

Oracle VM VirtualBox is a free, open source, cross-platform application for
creating, managing and running virtual machines (Figure 2.2). Virtual machines are
computers the hardware components of which are imitated by the host computer.
Oracle VirtualBox allows you to set up one or more virtual machines on a single
physical computer and use them simultaneously. Each virtual machine can perform
its own operating system, including versions of Microsoft Windows, Linux, BSD,
and MS-DOS. You can install and run as many virtual machines as you like — the
only practical limits are disk space and memory [10].

2.1.2 Work assignment

2.1.2.1 To become acquainted with Oracle VM VirtualBox Software
functions

2.1.2.2 Create a client virtual machine

2.1.2.3 Make necessary settings for connection of real computer and client
machine

2.1.2.4 Settings export and import

2.1.2.5 Review questions

2.1.3 Methodological instructions for the execution of the work

Open the Oracle VM VirtualBox Manager. The interface of the program
when you turn on VB is on Figure 2.3. VirtualBox has a fairly clear, easy-to-use
interface
and functional.

2.1.3.1 Addition and setting of virtual client machine.

There are several steps to create the virtual machine. Add the client machine,
as shown in Figure 2.4.

Name it, select the required operating system and its version — Windows 2008
(64-Dbit), for example.
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Figure 2.4 — Creation of VM

The VirtualBox program recommends the minimum amount of RAM for a
given virtual machine (Figure 2.5). You can select the required amount of memory
by yourself. Here it is necessary to adhere to this recommendation: you can not
exceed the size of the allocated memory, which is marked on the scale in green, so
as a result, do not have problems with the work of the virtual machine being
created.

<« Create Virtual Machine

Memory size

Select the amount of memaory (RAM) in megabytes to be
gllocated to the virtual machine.

The recommended memory size is 2048 MEB.

' 20453

4 MB 8192 MB

it

MB

Figure 2.5 — RAM settings
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Virtual memory is part of the physical memory of your computer that will be
used in a virtual machine. Virtual memory is allocated from the instruction of the
main (host) operating system for the operation of the guest operating system on the
virtual machine. The allocated RAM will be used only when this virtual machine is
running.

You can select your RAM size by moving the cursor on the scale, or enter the
memory size in the digital value in MB. In the future, if necessary, you can change
the amount of allocated RAM in the settings of this virtual machine.

The next step is to create a virtual hard disk, because the virtual machine can
not work without such a hard disk (Figure 2.6). A virtual hard disk is a file of a
special type that is stored in the file system of the operating system of your
computer.

In this window (Figure 2.6), you can choose from three options:

- Do not connect a virtual hard disk - you can connect a virtual hard disk after
creating a virtual machine;

- Create a new hard disk - a new virtual hard disk will be created;

- Use an existing virtual hard disk - the virtual machine will be connected to
the previously created virtual hard disk.

To create a new virtual disk, click the "Create" button. The program
VirtualBox itself recommends the amount of hard disk for a particular operating
system.

In the next window you will need to select the type of virtual hard disk
(Figure 2.7). You can select the following disk formats (virtual containers):

- VDI (VirtualBox Disk Image) - VirtualBox drive format;

- VMDK (Virtual Machine Disk) - VMware disk format;

- VHD (Virtual Hard Disk) - Microsoft disk format.

If you are going to use only VirtualBox to create and run virtual machines,
then you can leave the default selection: VDI format. Disks of this format will be
opened in the program Virtual Box.

Next you will need to choose the storage format: dynamic or fixed.

The dynamic hard disk file will take up a small space on the physical hard
drive of your computer. As the data is filled, it will increase in size to the limit.

The file of the fixed hard disk will immediately take up the whole volume of
the virtual hard disk.

After making all the settings a virtual machine is created. A client virtual
machine with the name specified during the configuration should appear in the left
window of the program as it is shown in Figure 2.8.

In the right part of the window you can see some parameters of the virtual
machine.
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In the "Storage" section you will need to select a virtual disk. The virtual disk
file is already displayed here, but it's almost empty, since the operating system has
not yet been installed. Therefore, to install the system, you will need to select the
.1so image file with the operating system.

Click on "Empty", in the right part of the window opposite the item "Optical
drive" click on the button with the image of the disk, and then in the context menu
select the item "Select the image of the optical disk ...". Using File Explorer locate
the desired operating system image on your computer.

2.1.3.3 Export and import appliance

The configuration of the existing VB virtual machine is exported to the .ova
file (Figure 2.9). The file ".ova" (Open Virtual Appliance) is a universal virtual
machine data storage file that can be used in various programs for virtualization of
operating systems. The virtual machine that is exported to this file can then be
imported (Figure 2.10) as a VirtualBox program, or as a VMware Workstation or
Microsoft Hyper-V within the supported guest systems.
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