






7 
 

ң  

 

ү і  ұ   ң    . ұ  
  ү і  і і і і,  ң  

 ұ   ә і   ү і  ө  ү і ү  
 . ұ    ұ  і DDoS-  

ғ  ү і  і і  ғ  і ің  . і і 
  ғ  ә і і  ғ  і    ө  

ү і ің   і і , ң і і 
ң  ү і  ғ   . 

.  



8 
 

 
  

       
.      , 

            
     .     
        

  DDoS- .       
        
 ,      

   . 
  

  



9 
 

Abstract  

 

Today, you can see the rapid development of cloud computing environments. At 
the same time, computing systems are rapidly improving, so with their development, 
hackers have more and more different types to carry out successful attacks on cloud 
hosts. This diploma project describes the architecture of an array of binary trees to 
protect cloud hosting from DDoS-attacks. After analyzing the currently available 
methods of protection, it was decided to use the theory of Queuing systems, the 
specifics of which are well suited to determine this type of attack. 
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   ,        .  
  CC  ,  ,  , 

    ,   .   
     (CC   ). 

 ,    ,   , ,  
    .  
  ,      3,  ,  
       ,  

" "  .        
 ,       
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 ,    ,    
   inittcpconnesttimechecker:  

 
//  ,       

 - >  overduednodeindex =  - >   / 
 - > ;  

 
  ,        

    ,    .  
,       

,           : 
 

3.7.2    Tcpsynfloodprevention  

  ,        
          

    . ,  
,     ,     

,     ,    
   ,      
       ,    

         
(  )  .  ,   , 

       (  , 
  ),         

.  ,     
    Nort Wood district,  

  naco,        
.  ,     , 
     .  

     ,  
   3:  

-   .      
    ;  

   .     
   DAT  ;  

    .   ,   
     ,   

    postie.   ,  , 
  ,        , 

   .  
  ,  "  "   

    ,     
   p  .   
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 -  ,    ,    , 
"  " . ,  ,   

     .   ,    
  ,  ,     
 , ,       , 

 ,     .      
  ,    ,   ,   

   ,   ,   ,  
     -     

 

 
 

 
 3.7 –   ,  

TcpConnEstTimeChecker. 
 
 
// the index of the first node with overdued connections 
checker->firstOverduedNodeIndex = checker->overdueTime / checker-

>checkPeriod; 
 

   ,     RST  
    ,    . 

         
      : 
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; 
 

 3.8 –   TcpConnEstTimeChecker 
 
3.7.2   TcpSynFloodPreventionModule 

 

 
 

 3.9 –        
   Snort.    

  : 
 

          
.        ACK 

.     ,     . 
 

 
 

 3.10 –   ,     
: 
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Э     : 
 
- Node –      Snort. Э  

     , . .     
  . 

- ttl –  TTL   
- ipSrc –  IP   
- counter –   ACK ,    

 IP  ipSrc   TTL=ttl. 
        , 

       ,    
 : 

 
5.3.3  TcpConnEstTimeChecker   

 

      ,  
    tcp_syn_flood: 

 

 
 

 3.11–   TcpConnEstTimeChecker 
Tcpsynfloodpreventionmodule   tcp_syn_flood 

 

           
TcpConnEstTimeChecker  TcpSynFloodPreventionModulePtr  

 workingMode,     . 
Sweetheart    ,    
sp_tcp_syn_flood. : 

 
/ * * * *    ***/ 
#  TCP_SYN_FLOOD_DETECTION1 
#  TCP_SYN_FLOOD_PREVENTION2 
 

,        
,   tcp_syn_flood.     
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,      TcpSynFloodInit.  
    TcpSynFloodRuleParseFunction, 

  ,   . ,  
  Snort TCP SYN attack   workingMode  

  TCP_SYN_FLOOD_DETECTION. 
     TcpSynFloodCheckFunction   

    .       
 .  ,   

: 
 
/ * * * *    ***/ 
#  PACKET_TYPE_UNSUPPORTED 0 
#  PACKET_TYPE_SYN_ACK 1 
#  PACKET_TYPE_ACK 2 
#  PACKET_TYPE_RST_FROM_SERVER 3 
#  PACKET_TYPE_RST_FROM_CLIENT 4 
#  PACKET_TYPE_SYN 5 
 

     ,     
         

  SYN, ACK  RST,      – 
SYN+ACK  RST.        , 

   , .    
 : 

 
(packetType){ 

case PACKET_TYPE_ACK: 
findNodeData - >SeqAckNumber = p - >tcph - >th_ack-1; 

; 
 PACKET_TYPE_RST_FROM_SERVER: 

findNodeData - >SeqAckNumber = p - >tcph - >th_ack-1; 
; 

 PACKET_TYPE_SYN_ACK: 
findNodeData - >SeqAckNumber = p - >tcph - >th_seq-1; 

; 
} 
 

 ,    , -    
   TcpConnEstTimeChecker,  

TcpConnEstTimeChecker_ProcessPacket       
      .    
  2  : 
 
/ * * * * *   ***/ 
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#  SYN_ATACK_IS_NOT_PRESENT 1 
#  SYN_ATACK_IS_PRESENT 2 
 

    ,      
      . Э   

  : 
 
if (checkerResult = = SYN_ATACK_IS_PRESENT){ 
//  ,     

 (tcpSynFloodData - >workingMode = = 
TCP_SYN_FLOOD_DETECTION){ 

//     Atack 
GenerateSnortEvent( NULL, GENERATOR_TCP_SYN_FLOOD, 0,0,0,3, 

SYNFLOOD_STARTED); 
//   
tcpSynFloodData - >workingMode = TCP_SYN_FLOOD_PREVENTION; 
} 
} 

{ 
//  ,     

 (tcpSynFloodData - >workingMode = = 
TCP_SYN_FLOOD_PREVENTION){ 

// generam information " ATACK " 
GenerateSnortEvent( NULL, GENERATOR_TCP_SYN_FLOOD, 0,0,0,3, 

SYNFLOOD_FINISHED); 
//   
tcpSynFloodData - >workingMode = TCP_SYN_FLOOD_DETECTION; 
} 
} 
 

      ,     
   .   ,   

    ,    -    
       ,     

 ,    -       
    . 

 
if (preventionResult = = PREVENTION_PACKET_IS_BAD){ 

 (InlineMode()){ 
InlineDrop(); 
} 
} 
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  " "       
,    .        

,   ,     ,     
  .      

        
   .     
          
 . 

 

 
 

 3.12 –    TCP IP 
 

 
 

 3.13 –    TCP IP 
 

 
 

 3.14 –  IP    
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4 Э   

 

    ,  
      .  

       , 
:  .     

    ,    .  
 -   -    

 ,   , 
  .  

 
4.1        
 

     ,  
  . Э       
.   4.1       

    . 
 4.1.1 – Э    

Э  
 

 

  , . . 

Э  1   10 
Э  2      

  
20 

Э  3     
 

15 

Э  4    
   

10 

Э  5   
  

5 

Э  6   
   

15 

Э  7    
  

25 

Э  8   50 
Э  9   20 

       Э  10  55 
:    

 
225 

 
    8 .    

    28  
.(225/8=28,12) 
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4.2      

 
        

 ,    : 
  ; 
    ; 
  ; 
   ; 
  . 

        
 ,        . 

     ,    
4.2. 

 
 4.2 –     

 
 

 . 
  

  
.  

 

 
 

 

  
 

Svetocop
y 

 3 1 400 4200  

 (96 
) 

 -
Э  

 2 500 1000 

 Basic  2 260 520 
 BPS-GP   2 225 450 

  
Steel 
Series  

 1 7000 7000 

:  13170,00 
 

      Samsung 
Ativ book 9.    

 ,     ( З )  
   : 

 З =  ∑ 𝑃𝑖 ∗  𝑖 ,                                             (4.1) 
 

 𝑃𝑖 -  i-    ,  ;  
      𝑖 -    i-    , ; 
       i -   ; 
       n -    . 

 
        
  ,    4.3. 
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 4.3 –      ,   
 

 
 

 . 
  

  
.  

 
  

 

 Samsung Ativ 
book 9 

 1 440000 440000 

 Canon  1 60000 60000 
 Ericsson 

T073G 
 1 14 000 14 000 

 ddos.kz  1 3 338 3 338 
:  517 338,

00 
 

 = 13170 + 517338 = 530 508 ( ) 
 

       
 530 508 . 
 
4.3      
 

         
 ,       

. 
  4.1     

  225 ,     
,      225 .   
   13 ,      

.  
 Э =  З . . . +  З . .,                                (4.2)  

 
 З . . . –    ; 

      З . . –     . 
 ,     
   : 

 З . . . = ∑ 𝑊 ∗ К ∗ ∗ ,                               (4.3) 

 
 W –  , ; К  –   (К  = 0,7..0,9); 

 –  ; 
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S –  (1 /  = 23,85 ). 
      

   4.4. 
 

 4.4 –    

  
 

, 
 

 
 

 
 

,  

 
ЭЭ 

/  

, 
. 

 0,7 0,8 225 23,85 3000,10 
 0,08 0,9 225 23,85 386,40 

 0,6 0,9 13 23,85 167,50 
 0,9 0,9 180 23,85 3477,30 

 0,3 0,7 225 23,85 1 127,00 
:  8158,30 

 З . . . = ,   

 
       

    5%    : 
 З . = % ∗ З . . .,                               (4.4) 

 
       

(4.4): 
 З . = . ∗ , = ,   
 

   ,     
: 

Э=407,9+8158,3=8566,2 
 

4.4      

 

   ,   , 
  : 

-   –   ,  
 , ,   ; 

-  –  ,   . 
         

: 
 З = ∑ 𝑖 ∗ 𝑖                                              (4.5) 
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 𝑖 -   i-  , ; 

       𝑖  -   , .× ; i -  
; 

       n -  ,   . 
        , 
          

  . 
       : 

 𝑖 = З 𝑖Ф В𝑖                                                  (4.6)  
 З 𝑖 -    i-  , ; 

     Ф В𝑖  -     i-  , . 
 

     200 000   
     150 000 .  

      (4.6): 
 =  ∗ =  ,  /  =  ∗ = ,  /  
  
 З =  ,  ∗ + , ∗ =  +  , =  ,   

        (4.5). 
 

 4.5. –    
 
 

  
 

, . 

 
, 

/  

, 
. 

  
 

100 ,   ,00 

  225 ,   ,  
:   , 0 
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4.5      

 

       
 9,5%    .     

  : 
 = Ф − ∗ ,                                         (5.7) 

 
  -    ,   10%  .   =   , ∗ , =  ,   = (  , −  ,  ) ∗ , =  ,  

 
     (5,6): 

 
 4.6 –    

 
  

 

 
,  

 
, 

 

 
,  

 1   11 961 9712,47 
 1  ,  19 177 16 396, 10 

:    26108,50 
 

4.6       

 
        

  .       
: 

 𝐴 = ∗
                                                     (5.6) 

 

, C –  ; 
        –   (   = 25); 

 (4.8)      
     : 

 𝐴 = ∗ =    
 

       : 
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𝐴 =  ∗ = ,    
 

 4.7 –   
 

  
 

 

  ,  

  
, 

% 

 

  
,  

 
 

  
, 

 

 440000 25 110 000 ,  
 60000 25 15 000 123,96 

 14 000 20 2 800 172,60 
:  127 800 8735,06  

 
    . 

        
     ,     (4.8). 

 
 4.8 –      

  ,  , % 

  
   

517 338 59% 
 

  
  

13170 1,4% 

     ,  35% 

    26108,5 2,8% 
  

 
8566,2 0,9% 

  
 

8735,06 0,9% 

  : 873 321,26 100% 
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 1 -      

4.7   ( )   

 

       
 ,      

.  Д       
 : 

 

Д = З ( + 𝑃 ),                                         .  

 
 –     , ; 

      P –    , (%).   
  25%. 

 

Д =  , ( + ) =  , ∗ +  , ∗ ,=   , +   , =   ,   
 

       , 
    .  2019    

 12%.        
 : 

 = + ∗ Д ,                                       .  
 =   ,  +   , ∗ , =   , +  ,  =   ,    
          : 
                . 
             873 321,26 
            218 330,31 
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5  
 
   
 
 
 
 
: ; 

  (  x  x ), : 12x8x4; 
  : -  3 .; 

 , /  = 0,5; 
 η = 0,95; 

  . :  N . ., / 2 = 60; 
 . .:  ; 

 ,  :  = 1,  = 1; 
: -  2; 

 1 , 2 = 0.5; 
: ; 

:   -  . ,  ; 
  , .: 12-13; 

  , 0 :  23,  21; 
  :  . 

 
          

.      
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.         

 : 
1)     ; 
2)     ; 
3)  -       

     ; 
4)        

      ; 
5)       

   . 
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5.   : 

5.1     :   
. 

      
     ,    

 ,          
   . 

  . 
    : 

–        
     , , ,   . 

–          
,           

;   –       
  ; 

–       ; 
      ; 

–   . 
          

   .     
      1.1: 

 (1.1),   
V . –  , 3 : 
V = 12∙8∙4=384 3; 
Xo –   , / 3 0 : 

; 
t  –   (  ).    –  

     13 ,    – 
      13 . 

t  –  ,       
 ,    . 

   : 
t  = 29,4  0  
t  = 26  0  
Q .= 384∙0,42∙3,4=548,4  

    
t  = -9  0  
t  = 19  0  
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Q .= 384∙0,42∙|-28| = 4515,84  
         

  90%   ,   . 
       

,      .  
    ,     . 

      
   1.2: 

 (1.2),   
qI, qII –        , / 2 ; 
FI

o, FII
o –   ,      

 , 3; 
. . –  : 
. . = 0.15 

    ,   . .  
   ,       

  FI
o  = Fo;  FII

o = 0, (1.3): 

 (1.3),  
Q  ; q  –      , / 2.   
 440     11-12 .   : 

Q  = 73 / 2 ; q  = 77 / 2 ; 
Fo = nSo = 2∙0.5=1 2 –    (n –  ; So – 

 1 ); 
K1 –     (KC

1 –   
): 

KC
1 = 0.72; 

2 –   : 
2 = 0.9. 

: 
Qp=(73+77)*0,72*0,9*0,15*1=14.6 . 

   440     11-12 .   : 
Q  = 214 / 2; q  = 79 / 2 ; 
Fo = nSo = 3∙0.5=1.5 2 –    (n –  ; So – 

 1 ); 
: 

Qp=(214+79)*0,72*0,9*0,15*1 =28,5 . 
         : 

Qp=14,6+28,5=43 . 
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  . 
   ,      

      : 
–  ; 
–    ,  ; 
–  ,  , 

  .; 
Q  = 61*1+61*1*0,85=116,85 . 

   : 
Q  = 61*1+61*1*0,85=116,85 . 

  20 0       82 ,   – 
82 .   85%     . 

      : 
Q  = 82*1+82*1*0,85=151,7 . 

   : 
Q =82*1+82*1*0,85=151,7 . 

   ,   
   .    

   (1.4): 

 (1.4),   
η –       (  

  η=0.5-0.6); 
N  –    (N=60 / 2 ); 
F  –  :  
F =12∙8=96 

: 
Q =0,5∙60∙96= 2880  

,   ,   
: 

  
Q =1,8*103*3*0,95= 5130 . 

,     , –  30% 
 : 

Q  = 1,8*103*3*0,3= 1620 . 
 

5.2   ,     
. 

       
 : 

: Q  = 64,6 + 116,85 + 2880 + 5130 + 1620 + 548,4 = 10359,8  
: Q  = 64,6 + 303,4 + 2880 + 5130 + 1620 + 4515,84 =14513,8  
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         ,  
 -    : 

  
 

Q =
.  ∙  = ,  /    

 

 >20 / 3 , = 8 °C. 
  ,     

: 

  

L= .   ∙ ,  ∙  ∙ ,  ∙ 4 = ,   

 
,  

=0,24 /(  °C) –  , 
=1,206 / 3 –    . 

  : 
N=

,   = .  -1 

 

5.3       
  . 

   ,   -  
 . 

 

5.4     . 
 •• –     
  BALLU BCFB/OUT- 48HN1 

Э . 

/  

. 
 

, 
 

. 
 

, 
 

 
,  

.  
,  

 
( . 

)  
 

 
, 

3 /  

 
( . 

) 
 

380/3/50 14,07 5,376 9,2 15,24 L 1167 
H 900 
B 340 

1500 L 945 
H 660 
B 205 

 

5.5        
  . 
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   ,      
 ,  / ,      BALLU 

BCFB/OUT- 48HN1,      . 

 
 •• –      
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,          
      

         
.           

     .     
          ,  

,   , ,     , 
   ,      

   ,    .  
          

  .        Cookies, ,  
 ,  , ,   , 

      TCB/S  
 ,    Chris -   

      .   , 
  TCB color      .  

         
,         .   

   ,  -    
      TCP. 
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1. О щие е ия: 
   : 
      DDoS     
  : 

     DDoS ; 
   . 
      

 ; 
   ip,    ; 

      (   
): 

 Cisco snort  
   (   ). 

   : 
 - . 

     : 
 C 
 C# 

     ,   
   200 . 

2. Тех иче кие е ия: 
    : 

     ;  
     ; 
       . 

    : 
    ; 
       

    ; 
    :; 

      DDoS ; 
    . 

4. Эк иче кие е ия: 
        

 (  ): 
 c    2 000 000 ; 
 c   1 000 000 . 

. 
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( ) 
 

  
 

      IPS Snort_inline 
 http {    limit_conn_zone $binary_remote_addr zone=download_c:10m;   limit_req_zone $binary_remote_addr zone=search_r:10m \       rate=1r/s; 

 
  server { 
    location /download/ { 
      limit_conn download_c 1; 
      #   location 
    } 
 
       location /search/ { 
          limit_req zone=search_r burst=5; 
          #   location 
       } 
 
  } 
} 

sysctl -w net.core.rmem_max=8388608 
sysctl -w net.core.wmem_max=8388608 
sysctl -w net.ipv4.tcp_rmem='4096 87380 8388608' 
sysctl -w net.ipv4.tcp_wmem='4096 65536 8388608' 
sysctl -w net.ipv4.tcp_fin_timeout=10 

net.isr.direct=1 kern.ipc.nmbclusters=400000 net.inet.tcp.nolocaltimewait=1 
net.inet.tcp.recvspace=16384 net.inet.tcp.sendspace=32768 net.inet.tcp.msl=5000 
net.inet.tcp.blackhole=1 net.inet.ip.intr_queue_maxlen=3000 
net.inet.tcp.blackhole=2 net.inet.udp.blackhole=1 net.inet.icmp.log_redirect=1 
net.inet.ip.redirect=0 net.inet.icmp.maskrepl=1 net.inet.tcp.syncookies_only=1 
net.route.netisr_maxqlen=4096 kern.ipc.maxsockbuf=83886080 
net.inet.ip.intr_queue_maxlen=10240 

 

netstat -n | grep SYN_RECV | wc -l 
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  5 , ,  syn . 

1)   iptables : 

iptables -N syn_flood 

iptables -A INPUT -p tcp --syn -j syn_flood 

iptables -A syn_flood -m limit --limit 30/s --limit-burst 100 -j RETURN 

iptables -A syn_flood -j DROP 

*        , . .,  -  
,    

2)    /etc/sysctl.conf: 

net.ipv4.tcp_max_syn_backlog = 40000 

net.ipv4.tcp_synack_retries = 1 

net.ipv4.tcp_syn_retries = 1 

net.ipv4.tcp_syncookies = 1 

net.core.somaxconn = 60000 

net.ipv4.tcp_fin_timeout = 15 

net.ipv4.tcp_keepalive_probes = 5 

net.ipv4.tcp_keepalive_intvl = 15 

net.ipv4.tcp_keepalive_time = 15 

net.core.netdev_max_backlog = 40000 

net.ipv4.ip_local_port_range = 1024 65535 

net.ipv4.conf.default.rp_filter = 1 
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net.ipv4.tcp_max_syn_backlog = 4096 

 

net.ipv4.tcp_window_scaling = 0 

net.ipv4.tcp_sack = 0 

net.ipv4.tcp_timestamps = 0 

net.ipv4.tcp_tw_recycle = 1 

net.ipv4.tcp_tw_reuse = 1 

 

net.netfilter.nf_conntrack_max=400000 

net.netfilter.nf_conntrack_tcp_timeout_close = 5 

net.netfilter.nf_conntrack_tcp_timeout_time_wait = 5 

net.netfilter.nf_conntrack_tcp_timeout_last_ack = 1 

net.netfilter.nf_conntrack_tcp_timeout_close_wait = 5 

net.netfilter.nf_conntrack_tcp_timeout_fin_wait = 1 

net.netfilter.nf_conntrack_tcp_timeout_established = 30 

net.netfilter.nf_conntrack_tcp_timeout_syn_recv = 1 

net.netfilter.nf_conntrack_tcp_timeout_syn_sent = 1 

net.netfilter.nf_conntrack_tcp_loose = 0 

/var/log/nginx/*.log  
{ daily size 20M  
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missingok rotate 150  
compress delaycompress notifempty  
create 640 root adm sharedscripts  
postrotate [ ! -f /var/run/nginx.pid ] ||  
kill -USR1 `cat /var/run/nginx.pid` endscript } 
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