AHaaTna

Ocbl MarucTpiaik auccepramus Mu@PIiK alropuTMACPIHIH KpUNTOTpadUsIIbIK
TYPAKTBUIBIFBIH KOTEPY 9AICTEPIH 3€PTTEYIe apHaIaIbl.

3epTTyAiH ©3eKTUIIr - Kynus IU@pAiH KYHeCiHIH Te3 JaMyblH, COHIai-ak,
oJlapZibl OY3y OpEKEeTIHIH KaTap JaMybl aca >KOFaphl KpUIITOOYPAKTHUIBIFBI Oap jKaHa
KYHEH1 Kypy/ibl Tajar eTei.

3eprrey kymbichiHa RSA  anroputmbl - anmbiaFaH  okoHe  Cryptool 2
OarmapiaMaliblK  ©OHIMHIH KOMETIMEH JKacajabl, COHJAh-aK, opTYpJi OIicTep
OOMBIHIIIA MTA0YBLT KY3€Te abIPBLIIBI.

3epTTey KYMBICTAPBIHBIH HOTEXKECI OOWBIHINA KeJeCl TYXKBIPHIM Kacalabl —
XEeHI-KbI3METIH KOJIJJaHy apKbUIbl aJTOPUTMIAEP/l CEHIMII, COHAal-aK, Kynus
murdpiiap KUITIHIH eJIIIeMIepiH KoOeuTy Tanan eTimMii.

AHHOTaALUA

JlaHHasi Marucrepckasi JIUCCEepTalMs IOCBSIIEHA WCCIEIOBAHUI0 METOIO0B
MOBBINICHUS KPUNITOIPAPUIECKON CTOWKOCTH alrOPUTMOB MIKU(DPOBAHMUSL.

AKTYaJIbHOCTBIO MCCIICJIOBAaHUSI 3aKJIOUAETCS B TOM, YTO OBICTPOE pa3BUTHE
cucteM MU(POBaHUS, a TaK >X€ COMYTCTBYIOIIEE PA3BUTHE HX B3JIOMa BEIET K
CO3/IaHUIO0 HOBBIX CUCTEM C 00JIee BHICOKON KPUIITOCTONKOCTHIO.

Jlnst  wccnenoBaHwss Obul  BBIOpaH amroput™  RSA  u  mpousBeneHo
MOJICJTMPOBAHHUE €ro aJITOPUTMa C MOMOIIBIO MporpaMmmHoro npoaykra Cryptool 2, a
TaK K€ OCYIIECTBJICHA aTaKa Mo Pa3InYHbIM METOaM.

[To pe3ynbraTaM HCCIEAOBAaHUS MOXHO CHI€JIaThb BBIBOJI, 4YTO HaAECKHEE
WCIIOJIb30BaTh AJTOPUTMBI C NMPUMEHEHHUEM Xeml-(DYHKIMH, a TaK *Ke YBEIUYHTH
napameTpbl Kiitoue mudpoBaHusl.

Annotation

This master's dissertation is devoted to research methods for improving the
cryptographic strength of encryption algorithms.

Relevance of the study is that the rapid development of encryption systems, as
well as the concomitant development of their breaking leads to the creation of new
systems with higher cryptographic strength.

The RSA algorithm was selected for the study. This algorithm was modeled
using software Cryptool 2, also it was carried out attacks on various methods.

According to the study it can be concluded that it is more reliable to use
algorithms with hash functions, as well as increasing the options of the encryption
keys.



