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AHaaTna

by nuccepranusga pesenik KOpFaHBICHIHBIH >KOHE aBTOMAaTUKaHbIH, Sepam-
80 T87 xone Sepam-80 T87 TtepMHHAIIApbIMEH OKY YpIICIHE 3€pTXaHAJIBIK
CTEHJATI €HT13y MakKcaTblHAA JJIEKTPOHIbl HMHTEIUICKTYaJIbl-KYPbUIFbLIapIbIH
apaceigmarel MOK 61850 08-1  xarramackl OOHBIHIIIA CTaHCAJBIK ITHHAMEH
CUTHAJIIAP/IbI TApaTyAbl 3epTTEY KapacThIpbLIFaH.

3epTTey KYMBICHI OKY YP/ICIHE €HT131JITeH.

AHHOTALIUA

BB nanHOM MarucTepckou AuccepTaluy MPOBEAEHBI UCCIEN0BAHUS NIEPEAAUN
CUTHAJIOB MO CTaHIMOHHOM mmMHE 1o mnpoTokony MOK 61850 08-1 mexmy
WHTEIUIEKTYallbHO — DJJICKTPOHHBIMM YCTPOMCTBAaMHU PENEHHON  3alllUThl U
aBTomMaTuku, TepmuHaiamu Sepam-80 T87 u Sepam-80 T87, ¢ nenbio BHenpeHus
71a00paTOPHOTO CTEHAA B y4eOHBIH MpoLecc.

Bbbu1 BHEPEH AKCIIEpUMEHTAIbHBIA KOMIUIEKC B Y4eOHBIH mpoiiecc.

Annotation

In this master dissertation is described the signaling which have been
researched by the station stripe on the protocol IEC 61850 08-1 GOOSE between
intellectually — electronic devices of relay protection and automatic equipment
Sepam-80 T87 and Sepam-80 T87 terminals, for the purpose of the laboratory stand
implementation to educational process.

The experimental complex was introduced in educational process.
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Beenenue

[Iporpecc MHHOBAIMM JIEKTPUUYECKONU YHEPTEeTUKH HAMPABICHO HAa CO3/IaHUE
WHTEJUIEKTYallbHOM CHCTEMBbl DJIEKTPOIHEPTreTUKU C AaKTUBHOM M aJanTHUBHOM
ceTbio. K OCHOBHBIM 3JIeMEHTaM aKTUBHOW W aJalTUBHOW CETU MOXKHO OTHECTH
MOJICTAHIIMM, KOTOPbIE OCHOBBIBAIOTCS Ha MHTETPUPOBAHHBIE U(PPOBBIC CUCTEMbI
U3MEPEHUs  TapamMeTpoB AIEKTPUUYECKOM SHEPTHUH, KOHTPOJMPOBAHUE
BBICOKOBOJIbTHBIMUA OOOPY/IOBAHMSIMHM, YCTPOMCTBA PEIEHMHON 3alUThl, CPEACTBA
aBTOMATH3allMk [0 MPOTUBOABAPUMHBIM  CIIy4yasM, pPEryJSTOPbl  CUCTEMBI
aBTOMATHKU IO YIPAaBJICHHUIO TEXHOJOTHMYECKUMH MpOlleCCaMH, CHUCTEMa Y4YETOB
KOMMEPIIMU U YIPaBJICHUE KAYECTBOM dJIEKTpuueckoi sHepruu. [lo Bcemy mMupy
MOJTHAST peaiu3anusl MOCTAHOBICHUE TPYIIBl «IIU(POBON TOJCTAHIIUNAY, KOTOpas
OCHOBBIBaeTcs no crangaptam cepun MOK 61850, ocyiiecTBisieTcs TEXHOJIOTHS
YIPABJICHUS «UHTEJUICKTYaJIbHON CEThIO», 3TO U OOBACHSET aKTyaJbHOCTh BbIOOpA
JTAaHHOM TEMBI.

[lepexntoueHre Ha nepegayy CUTHAJIOB B YMCIOBOM BHUJE CUTHAJIOB 10 BCEM
YPOBHSIM YIIPABJICHUSI HAa BCEX YPOBHSAX YNOPABICHUS MOACTAHIUEH J1aeT
BO3MOXKHOCTh TproOpecTn Oojiee 4eM JOCTaTOYHBbIE MPEUMYIIECTBA, K TOMY JKE:
3HAUUTEIPHO YMEHBIIUTh 3HAYCHHS 3aTpaT Ha KaOENbHYIO BTOPUYHYIO IICTIb,
TaKKe KaHaJibl MPOBOJIOK, YMEHBIIIAsI PACCTOSTHUE UCTOYHUKOB IU(PPOBBIX CUTHAJIOB
K TEPBUYHBIM  OOOPYIOBAHUSIM;  YBEJIWYUTh  AJICKTPUYECKH  MATHUTHYIO
COYETAEMOCTh  COBPEMEHHBIX  BTOPHUYHBIX  OOOPYIOBaHMM —  yCTpOMCTBa
MUKPOTIPOIIECCOP, TAKKE BTOPUUHBIX IIETIEH, BCIIECICTBUE MTEPEX0/ia Ha ONTUYECKYIO
CBSI3b; YIOPSAOYUTH, B PE3YJbTaT€  YMEHBIIUTh CTOUMOCTh KOHCTPYKIIMMA
MUKPOTPOIIECCOPHOTO MHTEJJIEKTYaJIbHOTO 3JIEKTPOHHOTO yCTpOMCTBa
MOCPEACTBOM  YCTpaHEHHMs] IyTe€d BBOJAOB CHUTHajla aHAJIOrOBOTO  THIIA,
CTaHJIApTU3UPOBaTh B3auMojieicTBuil yctpoiictB |ED, 3HaumtensHO 00s€r4uTh
B3aMMO3aMEHSIEMOCTh YCTPOWCTB.

B mactosimee BpeMs, B CBSI3M C OOJBIIMMH OObeMaMH HHGOPMAIUHM PO
DHEPreTUYECKYI0 CHCTEMY, UTO peryisipHo oOpabateiBaercs Ha [IK, cymectByet
oTpejieNieHHasl mpobjieMa — OrpOMHOE 3HAYEHHE MPOTOKOJIOB TEpelayd JIaHHbBIX
Cpeld  HMHTEIUICKTYaJIbHO-2JICKTPOHHBIX ~ YCTPOMCTB,  OOBIYHO  SIBIIAETCS
crienupuYecKuM JJisl ONpeIeNIEHHbIX peruoHoB. [Iputom, npeoOpazoBaHus OAHOTO
IpoTOKONa B HMHOM 0e3 UH(GOPMAIMOHHOM TOTepU COOCTBEHHO OCTAETCs
HEBO3MOKHBIM MO MPUYHMHE PA3HOCTU B croco0ax MHPOPMALMOHHON 00pabOTKH B
KOKJIOM TMPOTOKOJE. ITO TNPUBEIO K Hayady HECKOJbKUX TMPOEKTOB IO
CTaHJapTU3AIMU MEKIyHAPOIHOIO Kjlacca.

Crangapt MOK 61580 BO3MOXHOCTH CO31aTh MOJICTAHIIMM HOBOTO MOKOJICHUS
— mu¢pPOBOro THUMA, YTO MOTYT OBITh KOMIIOHEHTAMU YMHOW CETH, KOHKpPETHEE,
«UHTEJJICKTYaJIbHOU B3JIEKTPUYECKOM DHEPrOCHUCTEMBI C AKTUBHOM W aJalTUBHOMU
ceteto». Baemenne MOK 61850 co3mam BO3MOXHOCTH  CBSA3BIBAHHUSI BCEX
TEXHOJIOTUYECKNX O0OpYJIOBaHUMN TOJCTaHIIUU OOIeld WH(GOPMAIIMOHHON CEThIO,



IJIe JaeTCsi HE TOJNBKO JaHHBIE OT YCTPOWCTB W3MEPEHHUS K TEPMHHAJIAM
aBTOMAaTHU3UpOBaHHOU P3, K TOMY e U yIpaBJIeHUsI CUTHAJIaMU.

3HaunMa CTaHIAPTH3UPOBATH CTPYKTYPY XpaHEHHs M Ha3BaHUE JAHHBIX, Tak,
KaK C MOMOIIBI0 3TOT0 MOYKHO JIOCTUYh COYETAEMOCTh BO BpEeMsi OOMEHa JaHHBIX
bupM PON3BOAUTENICH, K TOMY XK€ MPH PETYIUPOBAHUU MEePEIadl JAHHBIX MEKTY
YCTPOMCTBAMH C TIOMOMIBIO TPOTPAMMHOTO OOECIEUCHHs, YTO CO3MAFOTCS
HE3aBHCHUMBIMH pa3paboTIHKaMH.

PaboTa mo nccnenoBanuio mepeaadnd CUTHAIOB 1o mpoTokory MOK 61850-8-1
(GOOSE) mpoBommiack MeXIy yCTPOMCTBAMHM aBTOMATH3UPOBAHHOW pelCHHON
sammthl Sepam-80 T87 u Sepam-80 T87 (tepmunanb muddepeHInaIbHON 3auUThI
TpaHc(OPMATOPOB) ¢ MOPTAMHU JJISi ONTHYECKOTO MPHUCOCIUHEHHSI, MOIYJb CBSI3U
Schneider Electric ACE850FO, xommyTarop komnannu SIEMENS OSM TP62 mo
TOTIOJIOTUU — «3Be3/a». VcciiemoBaHusl MPOBOAMINCH Ha 0Oa3ze pa3pabOTaHHBIX
creanoB kadeapoit OIIIl (3mekTpocHAOKEHHE MPOMBIIIIICHHBIX TPEITPUSATHIA)
HAO «Anmarunckuii YuuBepcuteT OJHepretuku U CBsizu» B J1abopaTtopuu
peneiinoit 3ammthl. [locie mpuoOpeTeHHss W MOHTa)xa OOOpYyIOBaHUS Ha paHee
pa3paboranHoM cTeHzae kommanuu Schneider Electric, mosBuaach BO3MOXXHOCTH
peayM30BaTh MHOTHE MPEUMYIIECTBA IU(POBOM MOJICTAHITUH, 3aMEHSIST BCE ME/THBIC
Ka0enu Ha 3HAYUTEIIFHO MEHBIIEe KOJIMYECTBO ONTOBOJIOKOHHBIX KaOese s
WCCJICJIOBAHMSI TEepPeIaydl CHTHAJIOB MEXIy TEpMHUHAJIAMH 10 IIMHE Ipollecca H
CTAHIIMOHHOM IITHHE.



1 AHaJIM3 MMPOBOIi TEHIEHIMH B PAa3BUTHHM HM(PPOBOH MOJACTAHIUH
1.1 OcHOBHBIE TEXHOJIOTHYECCKHE PeLICHUS

CoBpeMeHHbIE TTPOU3BOICTBEHHBIE TEXHOJIOTMH MOJIEPHU30BAHHON CHCTEMBbI
VIOPABJICHUS TMEPEKIIOYMIIUCh M3 CTalud HAy4YHBIX HCCIENIOBATENbCKUX U
HKCIIEPUMEHTAJILHBIX Pab0T B MEPHUOJ] UCIOJIb30BaHUs Ha mnpakTtuke. Co3naiTcs u
BBOJISITCSI TEKYILIKE MOKA3aTeIu CTaHAAPTOB MO0 KOMMYHUKALIUK UH()OPMALIMOHHOTO
oOMeHa wuH(poOpmanmen. ABTOMATUYECKHME M 3alIUTHBIC YCTpOHCTBa LU(POBOTO
TUIIAa MacIITabHO HCTONB3YyIOTCs. B cuctemax ympapnenus Bo3HUKIH. [Iponsonuio
3HAYUTEIBHOE PA3BUTHUE CPEJCTB ammnapara M NpOrpaMM CHUCTEM YIpPaBJICHHS.
BO3HUKHOBEHHE HOBBIX CTAaHAAPTOB MEXAYHAPOJHOIO THUIIA M  Pa3BUTHE
COBPEMEHHBIX HWH(GOPMAIMOHHBIX TEXHOJOTHH Jal0T BO3MOXKHOCTH HOBEWIIUX
MOJIXO/IOB K PEHICHUIO BOMPOCOB aBTOMATU3AIMM U YNPABICHUS YHEPTreTUYECKUMHU
O0BEKTaMHU, YTO IMO3BOJIIET CO3AaBaThb HOBBIE MOJACTAHUUU — MOJCTaHIUU
muppoBoro tuma (LIIC). 3namenarenpubiMu mnapameTpamu LIIC sBastorcs:
HaJIM4KMe BCTPOCHHBIX B MEPBUYHBIE 000PY/I0BaHUS YCTPONUCTB MHTEILIEKTYaIbHOTO
MUKPOIPOILIECCOPHOTO  TUIA, HCIOJBb30BAHUE JIOKAIBHBIX  BBIUYMCIUTEIBHBIX
KOMMYHMKAIIMOHHBIX CEeTel, MPPOBOM METOJ K MH()OPMALMOHHOMY JOCTYIy, €€
TPAHCIUPOBAHUE U OTHEJIKH, OCYILIECTBIEHUE aBTOMATU3UPOBAHHONW pabOThHI
MOJACTAaHIMUA W TporeccoB yrpasieHus. bynymuocts LIIC ocraercss kiro4eBbIM
9JIEMEHTOM HMHTEJUIEKTyallbHOM cetn (Smart Grid).

[lo ceil neHp pa3Hble CHEUUANUCTBI B c(epe CUCTEM aBTOMATU3ALMH U
YIOPABJICHHS Pa3IMYHO TPAKTyeT 0003HaueHus TepMuHa «L{uppoBoi moacTaHIum».
YroOsl pazoOpaThCs B TEXHOJIOTMHM U cTaHaapTsl otHocsaTcs Kk LIIIC, paccmoTpum
UCTOPUIO  COBEpPLICHCTBOBAHHMA  CHCTEM  aBTOMATHYECKOIO  YIPABJICHHS
texHosornueckumu mporeccamu (ACY TII) u P3, Takke aBromatuku (P3A).
Havano BBeneHMsI aBTOMATU3UPOBAHHBIX CHUCTEM B3SUIOCH B CBSI3U C TOSIBJICHUEM
TENIEMEXaHUYEeCKUX cucTeM. Tenemexanuueckue yctpoiictBa (TM) mno3Bommim
coOpaTh CHUrHajbl aHAJIOrOBOIO M JHUCKPETHOTO THUIOB, TEM CAMbIM HCIOIb3Ys
MoOAyiu ycTpoiicTBa cBsi3u ¢ obObektamu (YCO), Takke mnpeoOpaszoBareneit
n3MepeHus. Ha ocHOBe TeneMeXaHHnYeCKOl CUCTEMBI COBEPLIEHCTBOBAIMCH IIEPBBIE
ACY TII snexrponoactaniuii u asnexrpuueckux cranmuii. ACY TII mo3Bonuam He
TOJIBKO TMOAOHpaTh WH(MOpPMAILMIO, HO TaKXe COBEpUIaTh OTHENIKY, K TOMY e
NpeACTaBIsId HHGOpMaIUIO B KOM(POpTHOM UHTepdatice A mosb3oBarenen. [Ipu
MOSIBJIEHUM TMEPBOM PEIECUHON 3allUThl MHUKPOIPOLECCOPHOTO THMA, MOSBUIACH
BO3MOYKHOCTb JIJI1 UHTETPUPOBAaHUS UHPOPMALIMU OT JAHHBIX YCTPOMCTB B CUCTEMBI
ACY TII. Co BpemMeHEM  4YHUCIO YCTPOMCTB ¢ 1U(POBBIM HHTEphercoM
MOBBICHJIOCH (ITPOTHBOABApUIHAS aBTOMAaTHKA, CUCTEMbl MOHUTOPUHIA CHUJIOBBIX
000py1I0BaHUM, CUCTEMbl MOHMTOPHUHIA LIUTAa MOCTOSHHOTO TOKAa U COOCTBEHHBIX
HY)KI ¥ T.1.). Bce naHHele wuHQOpMalnud OT YCTPOMCTB HMXKHEIO YPOBHS
nepenaBammch B ACY TII o uaTepdeiicam mudpoBoro tura.

Hes3upas Ha mupokoe HCIONb30BaHHE TEXHOJIOTUN IUGPOBOTrO THUIMA IJIs
dbopMHUpOBaHUS aBTOMATU3UPOBAHHBIX CHCTEM, TaKOTO THWIIA TIOJACTAHIIMH HE
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CUMTAIOTCSl TIOJHOIICHHBIMUA ITM(GPOBBIMH, TIOCKOJIBKY HCXOJHAs WHGOpMAIIHS,
COCTOSIHUE OJOKHMPYIOIIMX KOHTAKTOB, HANpPsDKEHUE U TOK, MHTETPUPYIOTCS Kak
aHAJIOrOBBIE CUTHAJIBI OT PACHpelyCTPOMCTB B OMEPATUBHBIX MyHKTaX yIPaBIICHUS.
B sTtom Mecte u ouudpoBbIBaHHE KaXKIOTO YCTPOMCTBA YTO BXOJIUT B HIKHHM
ypoBeHb. K mpumepy, M3BECTHO 4YTO BCE YCTPOMCTBA YTO BXOAUT B HIKHHIMA
YpOBEHb TPaHCHOPMHUPYIOT OJHO M TOXE HaNpspKEHUWE B IUGPOBOW BU, Jajee
nepenator B ACY TII. Pa3Hble MOJACUCTEMBI MPUMEHSIOT pa3HbIE CTaHAAPTHI
(TPOTOKOJIbI) KOMMYHHUKAIIMH, TakKXe MOJenu HWH(OpPMAIMU Ha TOJCTaHIIAIX
TpaaumuoHHOTO THHAa. [IpemycmarpuBaeTcsi  BBIMOJTHEHHE  B3aUMOJCHCTBHUE
WHIUBUIYAIbHBIX ~ M3MEPUTEIBHBIX W HWHPOPMAIMOHHBIX  CHUCTEM  JJIA
GYHKIIMOHUPOBAHUS 3alllUT, U3MEPEHUH, y4eT, KOHTPOJS KadyecTBa, TaK KaK 3TO
NPUBOAUT K  3HAYUTEIHPHOMY  YBEIMYCHHIO  CJIOKHOCTH  OCYIIECTBIICHUS
aBTOMATHU3HPOBAHHON CUCTEMBI U €€ MOKa3aTelb CTOMMOCTH.

K mnepexony Ha KauecTBEHHbIE HOBBIE ABTOMATHU3UPOBAHHBIE CUCTEMBI U
CUCTEM YIpaBIICHUs, TJI€ €CTh BO3MOXKHOCThH HMCIOJB30BaHUS MPOTOKOJIOB, TAKKE
texHosoruu LIIC, kK 3 TOMy MOXHO OTHECTH:

1. Crangaptet MOK 61850:

- THII MOJICJIA JAHHBIX YCTPOMNCTB;

- YHUGUIIUPOBAHHOE TEPUHUIUS TTOICTAHIINH;

- BHJBI MPOTOKOJIOB: BepTUKaIbHBIX (MMS) u ropusontamsHbix (GOOSE)

oOMeH;

- CTAHIaPTHI TIepeIadll MOMEHTAIBHBIX 3HAYCHHUH ToKa U HanpsokeHus (SV);

2. TpanchopMaTopbl TOKAa M HAIMpPSDKEHUs HUQPPOBOro TUMa (ONTUYECKUE U
AIIEKTPOHHBIE);

3. MyabTHILIeKCOpBI aHaioroBoro tuma (Merging Units);

4. Monaynu BetHOCHOTO THIa Y CO (MicroR7U);

5. HTemekTyanbHble B 3JIeKTPOHHBIE ycTpoiicTBa (DY).

PernamenTupoBanure BOMpPOCOB MO mepefaadye HHGOPMAIMKH MEXITY Pa3HBIMU
YCTpOMCTBAMH, Takke (QopMupoBaHUS AEHUHUIIUA CXEM - TIOJICTAHIIUN, 3aIlUT,
aBTOMATUKU, U3MEPEHUIN U KOHPUTYpAIIH YCTPONCTB ABJISETCS OAHUM U3 TJIABHBIX
ocobeHHocte u ornuumii ctanaaproB MOK 61850 "Cetu u cucTembl CBSI3M Ha
noacTaniusx"'. BO3MOXHOCTh HCHOJIB30BAHMS HOBEHIIMX YCTPONCTB W3MEPECHUS
U(POBOTO THIA, HCKIIOYACT HCIOJB30BAHUE AHAJIOTOBBIX HW3MEPHUTEIbHBIM
YCTPOMCTB, K TpUMepy TpaHchOpMaTophl TOKa W HampsokeHus. DopMupoBaHUE
WH(OOPMAITMOHHBIX TEXHOJIOTHH IO3BOJIACT MPUMEHSATh aBTOMATH3HPOBAHHOE
npoektupoBanne  [III, koTopeie  ympaBisAOT  cHCTeMaMu  ITU(HPOBOTO
WHTETPUPOBAHHOTO THMAa. Bce mMHGOpPMAIMOHHBIE CBS3M Ha TAKUX IOJCTAHITUSIX
BBITIOJIHAIOTCS LM(PPOBBIMU, O00pa3yOIIMMH E€IUHYI0 IIMHY Ipolecca. Takou
croco0 JaeT BO3MOXHOCTb MTHOBEHHOM MpsIMOM mepenaud MH(pOpManuum MExXIy
pa3HBIMU BUJAMU YCTPOWCTB, YTO, B 3aKIIOYEHUHU, JAET BO3MOXKHOCTh YMEHBIITUTh
KOJIMYECTBO MEIHBIX KaOENbHBIX CBs3€H, TAaKKe KOJMYECTBO YCTPOWCTB, U OoJiee
MJIOTHOTO JIOKQJTU3AIUH.

Hemu dopmupoBanus LI1:

- YandunupoBanue HHOOPMAIIMOHHBIX CTaHIAPTOB 11 0OMEHA JaHHBIX;
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- Ocy1IeCTBIEHHE BO3MOKHOCTH B3aUMOJIEHCTBUS YCTPOMCTB.
- YMeHblIeHHE yIpaBIeHUs KabeneM.

- CHaOxeHue

yIPaBJICHHUS.

0030pHOCTH

C60pHBIX KaHaJIOB,

TPAHCIUPOBAHHC

- YMEHBIIECHUE TTOTEPh B METPOJIOTMH BO BTOPUYHBIX I[ETISX.
- 00JieTYeHe CIOCOO0B PEIIMKALUY TEPBUYHON MHPOPMALIUU.
- 00JIeTYeHNE MEXAaHU3MOB KOHTPOJISI YCTPOUCTB.

- HCIIOJIb30BAHUE
00ecCeYeHUSIMH.

YCTPOWCTB

C

0OHOBJISIEMBIMH

- YHUPHUIIMPOBAHUE MEXAaHU3MOB KOH(PUTYPALIUU TTOICTAHITUH.

- ¢dopMHpOBaHWE E€IUHOW JTUATHOCTHYECKOW CHCTEMBI.

yIaJleHHON ()YHKIIMOHATBLHOW TNAarHOCTHKE.

- obecnieueHre MHPOPMAITMOHHOMN 0€30MaCHOCTH YHEPTETUYECKOTO 0OBEKTA.

- IICPCXOa Ha HGO6CJIY)KI/IB&€MBIG IMoACTaHIINHU.

Cnenyer paccMOTpeTh MoApoOHYI0 KoHCTpykiuto LI, koTopasi BBIIOJIHEHO
coryacHo crangaptam MOK 61850 (pucynoxk 1.1).

™
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WNunoBanronHasi KOHLENUUs (OPMUPOBAHUSA DIIEKTPUUECKOW HHEPreTUKH
paccuuThiBaeT  (QopMUpOBaHME ~ MOJCTAHIMHA, 4YTO  OCHOBBIBA€TCA  Ha
WHTETPUPOBAHHBIX IHU(PPOBBIX CHUCTEMaX HM3MEPEHUS! MApaMETPOB AJIEKTPUUECKOM
SHEPIUH, YIPABJICHHUS BBICOKOBOJBTHBIM oOopymoBanueM u P3 [2-5]. Takue
MOJICTAHIIMM HA3bIBAIOTCS HU(PPOBHIMHU.

CornacHo cragmapty mexnayHapogHoro tuma IEC 61850 IIIT umeer 3
CTETICHU YINPaBJIEHUs, KOTOPhIX MOXHO YBUJIETh Ha pucyHke 1.1:

1. IloneBast cTeneHb, BKIOYAET B ceOsI BHICOKOBOJIBTHBIE 000pyAOBaHUA (K
npUMepy, CHIOBOM TpaHCc(OpPMATOp, BBIKIIOUATENb, PA3bEIAUHUTENb U T.I.) C
YCTaHOBJICHHBIMU  MHKPOIPOIECCOPHBIMUA  JMATHOCTUYECKUMHU  CHCTEMaMH,
TpaHchoOpMaTOpsl M3MEPEHUS TOKA W HAIMPSIKEHHS, YCTPOWCTBA COMPSDKEHUS C
MIMHOM mporecca (ycTpoicTBa 1isi oobequHeHus uan Merging Unit) u muHO#M
cranuuu (Moynu BeiHOCHOTO THa Y CO), mMHBI poliecca U WHble 000pyI0BaHMUS,
npenacrasieHHbie Ha pucyHke 1.1. [loa mumHO#M mporecca noapasymMmeBaeTcs: oOmias
UHPOpMAIlMOHHASL C€Th, KOTOpas COEAMHSET NEPBUYHBIE H3MEPUTEIIbHBIC
0o0Opy/lOBaHUSl TMOJCTAaHIMM M TOACTAHLMOHHBIE CHUCTEMBbl aBTOMAaTH3ALUH.
HNudpopmanimonHas nepenaya mno IIMHE MPOLECcca MPOU3BOAUTHCS B COOTBETCTBUU
co cragmaptom I[EC 61850. Ilo mumHe mpoiecca HEMPEpPHIBHO TEpeaaeTcs
uHpopMalus, KOTopasi ONUChIBaeT (pOpMy M BHIbI KPUBBIX TOKAa U HAIPSIKEHUS
Pa3HbIX IPUCOEANHEHNN B HACTOAILEM BPEMEHHU.

2. CremeHb TPHCOCAWHEHUS, YTO BKIIOYAIOT TepMUHAIBI P3 u
aBTOMATH3aIM{, TPOTUBOABAPUNHYIO aBTOMATH3AIIUIO, YCTPOMCTBA OIMpEIeICHHUS
KayecTBa DJEKTPUUECKONM DHEPIHM, KOMMEPUYECKUH y4YeT dJICKTPOIHEPTHUH,
TEJIeMEXaHUKH, JETEPMUHUPOBAHUE MECT TOBPEXKIACHUN M WHBIC BUIBI YCTPOHCTB
MOJICTAaHITMOHHBIX CUCTEM aBTOMAaTH3aIUH.

3. YpoBeHb MOACTAHIMHU, YTO BKIIOYAIOT CHUCTEMY aBTOMATU3MPOBAHHOTO
yIpaBJICHUS TEXHOJIOTMUECKUMH MPOIECCAMM, TAKXKE IIMHY CTaHUMU. J[aHHBIE O
JOKallMM KOMMYTAIIMOHHBIX 000pY10BaHUII , COCTOSTHUU MOJICTAaHIIMOHHBIX
0o0OpyIOBaHMH, WX TapaMeTpbl H YHPABISIOMUE KOMaHIbl (TUCKpeTHas
uHpopmanus) otnpasisiorcs ¢ nomoinblo  GOOSE-yBenomieHuid MO  IIMHE
cTaHiuu B cooTBeTcTBUU co ctanaaptoM [EC 61850-8.1. /luckpernas unpopmanus
0 (YHKIIMOHUPOBAHUHM OOOPYJOBAaHUN TMOAOMpPAETCS C TIOMOIIBI0 MOIYJIEH
BbiHOCHOTO THMa Y CO, KOTOpBIE YCTaHABIUBAIOTCSA B HEMTOCPEICTBEHHON OJIM30CTH
OT BBICOKOBOJBTHBIX 000pynoBanuil. Takxke wmoaynmu YCO BBIHOCHOTO THMA
UCTIONB3YIOTCS /111 YTOOBI BHIMOJIHEHNE YIIPABICHHSI KOMMYTAI[MOHHBIX allapaToB.
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Packpoem 3Hauenus ob6o3nauenuit Ha pucynke 1.2: YCO — ycTpoiicTBa cBs3H
c oOwektamu; MOY — wusmepurenbHble o0beauHsIONME ycTpoiictBa; OV —
obbenunstomue ycrporictea; CM — MoHuUTOpHHTOBBIE cUCTeMbl; P3A — perneitHas
3amuTa U aBTomatuka; [IA — mpotuBoaBapuiiHas aBTtomatuka, KKD — KOHTpOJb
kauecTBa snekrpudeckont sHeprun; ACKYD —cuctembl aBTOMaTH3aInuu Jjist
KOMMEpYECKUX Y4eTOB 3JiekTpuueckor sneprun; PAC — peructpanus aBapuilHbIX
coopiTuii; TM — tenemexanuka; CMIIP — cucteMa MOHMTOpPUHIa IEPEXOJTHOTO
pexxuma; OMII — ompenenenne Mect noBpexaeHusi; APM — aBToMaTtuzupoBaHHbIE
paboune wmecrta; CCIITU — cuctembl cOOpoB M mepeaad TEXHOJIOTHYECKOM
nHpopMaruu.

[Tpumenenue MUQPpPOBOro U yHU(PUIIMPOBAHHOTO TUIIA HHTEP(EHcoB cOopa U
nepeaadyrd UHPOpPMallui BMECTO aHAJIOTOBBIX OCTAETCS OJHUM U3 MPUHIIUITHATIBHBIX
OTIWYUHN UPPOBBIX MOJCTAHIIUN OT TPATUIIMOHHBIX:

1. VYMenbuieHue KaOEIBHOTO XO3SMCTBA TMOJICTAHIIMHU, PACIOJIOKEHUE
npeoOpa3oBaTesicii aHAJIOTOBBIX CHUTHAJIOB B IM(POBBIE B HEMOCPEICTBCHHOU
OJIM30CTU C IEPBUYHBIMU 00OPYT0BAHUSIMHU.

2. YTpoIeHne yCTporHCTB MUKPOIIPOIIECCOPHOTO TUTIA (32 CUET UCKITFOYCHUS
TPaKTOB BBOJIa aHAJIOTOBBIX CUTHAJIOB) M X B3aUMO3aMEHIICMOCTH.

3. VYBenuyeHue SIEKTPUYECKON M MArHUTHOM COYETAEMOCTH YCTPOMCTB
MHUKPOIIPOIIECCOPHOTO THIA W BTOPUYHBIX IIEMEH C TOMOINBIO Tiepexoia Ha
ONITHYECKHE KaHAJbI TIepenadyn nHpopMaIiu, KoTopasi CriocoOCTBYET YMEHBIIIEHUTO
MOTPENIHOCTA TIOKa3arelied W3MEpPEHUs TOKAa M HANPsHKEHUS U HUCKII0YaeT
BO3MOYKHOCTH BBIHOCA BBICOKOTO TMOTEeHITMANA ¢ MecTa K3 Ha muT ympaBiaeHUs 10
BTOPHYHBIM IIETISIM.

4. YBenu4eHue KOHTPOJIA M JUArHOCTUKH OOOpYJOBaHUS M KaHAJOB cOopa,
nH()OPMAITMOHHBIC TTEpEAadn U YIPABICHHUS.

5. YMeHbIIIeHHE YUCIICHHOCTH 00CITY>KMBAIOIIET0 IMePCOHAIa Ha TTOICTAHIIHH.

6. Hanmnuue BO3MOXHOCTH TMOAKIIOYEHUS OTPOMHOIO YHCIA YCTPOUCTB,
KOTOpbIE UCIOJIb3YIOT TIEPBUYHBIC JAHHBIE O TOKAX W HarpsikeHusx. [IpumeHenue
U(POBBIX TEXHOJOTHH Tepeaaun WHGOPMAIMK JAl0T BO3MOXKHOCTH PEIIUTh
npoOiemMy yObIBaHMS TOYHOCTH HM3MEPEHHUS BO BpeMs TMOAKIIOYCHHUS HOBBIX
noTpeduTeNnel JaHHBIX K BTOPUYHBIM IIETISIM U3MEPHUTENBHBIX TpPaHCHOPMATOPOB
TOKA W HaINPSHKCHUSI.

7. CokpaiiieHue 3arpaT Ha MPOEKTUPOBAHUE, MOHTAX U MTyCKO-HAJIAJIKY U JIP.
BaxxHoe MecTo, Kak Ha TPaJUIIMOHHOM, TaK ¥ Ha MU(PPOBON MOJACTAHIINH 3aHUMAIOT
W3MEpUTENbHBIC TpaHCHOpPMATOPHl TOKA W HAIPSOKEHUS, KOTOpPBIE TIEPENaroT
NepBUYHYI0  MHPOpMAIMIO, HAa  KOTOPHIX  OCHOBBIBACTCS  YIIpaBJICHUE
000pyIOBAaHUSIMH U PEKUMaMHU PaOOTHI MOJACTAHIIUH.

B pamkax mnpoekra HIIC wuMeroTcs BO3MOXHOCTH OCYIIECTBICHHUS 3
pa3sIMYHBIX TPHUHIUIIA OpraHW3allMk  TIepeladyd  JaHHBIX OT TEPBUYHBIX
W3MEPUTENFHBIX TpeoOpa3oBaTeiel TOKa W HaNpsDKeHHWs cucteMaMm P3uA,
KOMMEPYECKOTO ydeTa »JJICKTPUYCCKON DHEPruu W APYTHEM  TOTPEOUTEIISIM
uH(popmManuu Metposoruu (oka3ano Ha pucynke 1.3):

1. [lpumenenue TPaAUIIMOHHOTO TpaHchopMaTOopa TOKA W HAMPSIKEHUS C
WU3MEPUTEITBLHBIMHU yCTpokicTBaMu it o0beauHeHH (MIOY), KOTOphIE BBITOIHSIIOT
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npeo0pa30BaHUs AHAJIOTOBBIX CUTHAJIOB B MU(POBBIE U MEPEAAIONTNX X Ha OOIIYIO
HIMHY nOpouecca; ycrpoictBa P3MA monyyaroT JaHHBIE O 3HAYEHHUSIX TOKa M
HaNpsHKCHUs ¢ 00IIeH MUHBI mpoliecca (MpeacTaBieHo Ha pucyHke 1.3, 0).

2. Hcnonb3oBanue TpaHchopMaropoB, uUMeEROIUX HUGPOBOM uHHTEpderic
(311eKTpOHHBIX TpaHCPOPMATOPOB), ¢ OOBEAMHSIONMIMMU YCTPOHCTBAMHU (PUCYHOK
1.3, B); ycrpoiictBa P3uA mnonyyaioT gaHHble 00 W3MEPEHHBIX TOKaX H
HaIpPSHKEHUSX ¢ 00IIeH MIMHBI MpoIecca.

3. VYcrpoiictBa P3uA momywaior pgaHHBIE 00 W3MEPEHHBIX TOKaxX U
HaIpPsHKEHUS 10 OTJEIBHOM BbIICIEHHON JIMHUM Tiepeadd udpoBoil nHbopMaliu
(pucyHok 1.3, 1).

[IpeoOpazoBaHHe M3MEPEHHBIX TOKOB M HAIPSHKEHUH B LHU(PPOBOM CHIHAJ
HEMOCPEJICTBEHHO B MECTE€ YCTAaHOBKM HW3MEPUTEIBHBIX TpaHCPOPMATOPOB
MO3BOJIAET HCKJIIOUNTH JOMOJIHUTEIIbHBIE MOTPEIIHOCTH, BO3HUKAIOIIUE 3a CYET
AIIEKTPOMArHUTHBIX HABOJIOK, MCIOJIB30BaHUS Pa3AETUTENbHBIX TpaHC(HOPMATOPOB
IpU Nepeadye U3MEpPEHUil Mo aHaJOrOBBIM MEIHBIM KaOeJsiM, U BBIHOC BBICOKOIO
NOTEHIMAJIA ¢ MECTAa KOPOTKOTO 3aMBIKAHUS HA IIUT YIIPABJICHUS.

Opnnako, Takoe pelieHue, KaK YCTAaHOBKAa YCTPOMCTB MpeoOpa3zoBaHUs
aHaJoroBoro curHajga B 1udpoBoil coBmecTHO ¢ TpaauimoHHbiMu TT u TH He
pemiaer mpoOsieMbl B TOJHOW Mepe, BEIeT K YAOPOXKAHMIO PEKOHCTPYKLHH,
HEOOXOJIMMOCTH pa3MEIICHHs] JIONOJHUTEILHOTO 00O0PY/IOBaHUS HAa TEPPUTOPHH
OTKPBITOTO PACHPEACIUTENBHOTO YCTPOMCTBA. BO3MOXKHBIM pENIEHUEM JaHHOMN
npo0JIeMbl ABIIETCS MCHOJIb30BAHUE 3JIEKTPOHHBIX TPaHC(HOPMATOPOB, UMEIOIIUX
unppoBoil UHTEPPEIiC.

[IpumeHneHrne WH(DOPMAMOHHOW CETEBOW TEXHOJIOTMM B OTBETCTBEHHBIX

BBIXOJHBIX ILENAX BBI3BIBAECT Yy CIEHHAIMCTOB OINACEHHUs 110 HAJIEKHOCTH U
YCTOMYMBOCTU (PYHKIIMOHUpPOBaHUs. PermieHneM JgaHHOW NpoOJIEeMbl SBISIETCS
npsIMO€ TOAKIIOYEHUE TpPaHC(HOPMATOPOB TOKA M HAIMPSIKEHUS K YCTPOHCTBAM
peIeHHON 3aIUThl 1 aBBTOMATHUKH 110 IIU(PPOBBIM IICTISIM.
DJeKTpOMarHuTHbIE TpaHCHOpPMATOPbl HANpsHKEHUS HE 00ecreyuBaloT CBOU
METPOJIOTUYECKHI KJIacC TOYHOCTUM MpPH MEperpy3kax IO BTOPUYHBIM LIETMSIM.
BropuuHble 1enu aHaJIOroBbIX TPaHCHOPMATOPOB HAIMPSHKEHUS TOJBEP>KEHBI
JIEKTPOMArHUTHBIM HABOJKaM, YTO BHOCUT JOINOJHUTEIBHYIO HOTPEUIHOCTH B
U3MEpPEHHUsI, U CTaBUT MpOoOJEeMy JOCTOBEPHOU Neperady KOMMEPUYECKHX YUETHBIX
JaHHBIX C TOYEK ydera B 0a3y JaHHBIX I[IEHTPAJIU30BAHHON CHCTEMBbI
KOMMEpYECKOI'O ydeTa ONTOBOIO PBIHKA JIEKTPUUYECKOW 3Hepruu. M3-3a HU3KOro
KJlacca TOYHOCTU TpaHC(OpPMATOpPhl HANPSHKEHHsT HE TO3BOJSIOT IMPOBOAMTH
KOPPEKTHbIE U3MEPEHUs AJIEKTPOIHEPTUU B TOUKAX ydeTa Ha rpaHuile OanaHCOBOU
IPUHAJIEKHOCTH 3JIEKTPOYCTAHOBOK TE€HEPUPYIOIIMX M CETEBBIX KOMIIAHWM, a
TaK)K€ CETEeBBIX KOMIIAaHUM M TMOTpeOUTeNed, 4To MPUBOAMT K HebanaHcam Kak
MOIIIHOCTH, TaK U JIEKTpO3HEepruu. He NCKIII0UaloT OHM TaKKe U BBIHOCA BBICOKOTO
NOTEHIMAIA C OTKPBITOIO PACHpeNeUTENBHOIO YCTPOMCTBA HA ILMUT YIPAaBJICHUS
M0 BTOPUYHBIM IENSIM. BONBIIMHCTBO M3 HUX SBIAETCS MAaCJIOHANOJHEHHBIMH,
CJIeI0BATEIbHO, B3PHIBOONACHBIMU U MOKAPOONACHBIMHU.
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PaGota OOBIYHBIX DOIEKTPUYECKMX ¢ MATrHUTHBIX TpaHCHOpMaTOpoOB
HalpspKeHUsT BO  BpEMS  MEPEXOJHBIX MPOLECCOB  MOXKET MPHUBECTH K
BO3HMKHOBEHUIO (eppo-pe30HAHCHBIX SIBJICHHM, KOTOpbIE, B CBOIO OUYEpEb,
NPUBOAST K HEMPaBUIBHOM paboTe AJIEKTPOIHEPTETUUECKOr0 O0O0pYA0BaHMS,
BBIXOJly €r0 W3 CTPOsl, PAa3BUTHUIO KpPYIHBIX aBapuil. BO3HUKHOBEHUE
dbeppopezoHaHCca BO3MOKHO TMPU HAJIWYUU EMKOCTHBIX JJIEMEHTOB B IIEMH
WHIYKTUBHOTO TpaHcopMaTopa HaNpsOKEHWs] W CBSA3aHO C  HACHIIICHUEM
MarHdTHOrO  MPOBOJIa,  U3MEHEHHEM  HMHAYKTUBHOCTHM  HaMarHUYUBAHUS
tparcdopmaropa [15,16, 17].

V3KkMii  YacTOTHBIM  JAMAna3OH  COBPEMEHHBIX  AJIEKTPOMArHUTHBIX
TpaHC(OPMATOPOB HANPSDHKEHUS HAKIAABIBAET HEKOTOPOE OrpaHWYeHHEe Ha
pa3BUTHE CHCTEM PEJICMHON 3allUThl, aBBTOMAaTUKU U METOAOB ONpPENEIECHUS MECT
ITOBPEKACHUM.

Tpebosanus k uzmepumenvuvim mparcgopmamopam Hanpsicenus ona L{IIC.

BoinonHeHHBI  aHANW3 BapHaHTOB CTPYKTYp HUGPOBON IMOJCTAHIIUU
MO3BOJISIET CPOPMYIUPOBATH TPEeOOBAHUS K H3MEPUTENBHBIM TpaHchopMaTopam
Hanpspkenus [18]:

1. TludpoBbie u3MepuTeIbHBIE TpPaHCHPOPMATOPHI HAMPSHKEHUS JOJHKHBI
nepenasaTh AanHbie 1o npotokony IEC 61850-9.2LE.

2. llepemaya naHHBIX OT IUGPOBBIX HU3MEPHUTENBHBIX TPaHCHOPMATOPOB
HalpsDKEHUs  JOJDKHA ~ OCYLIECTBIATHCA IO ONTOBOJIOKOHHBIM  KaOesim,
cooTBeTcTBYrOmUM TpeboBarmsam |EC 60794,

3. LwudpoBbie wu3MepuTeabHbIE TpaHCHOPMATOPHI HAMPSHKCHUAS IS
CUHXPOHM3ALIMM BHIOOPOK JOJKHBI UMETh BO3MOXXHOCTh IPUHUMATh BHEIIHUI
CUTHAJI CUHXPOHU3AIIUH.

4. [udpoBoit wu3MepuTENbHbIM TpaHCcHOpMATOp HANPSHKEHUS] JOJIKEH
BBHITIOJIHATh CAMOJMArHOCTUKY WM TIPU OOHAPYKEHUU HEUCIPABHOCTH YCTAHOBHTH
¢rar o HeIOCTOBEPHOCTH JJAHHBIX Ha ITU(DPOBOM KaHaJeE.

5. Ilpu otkase cucTtembl MNepeavy JaHHBIX UMPOBON U3MEPUTETHHBIM
TpaHchOpMaTOp  HAMNPSDKEHHUS  JIOJDKEH ~ aBTOMATHYECKU dbopmupoBaTh
COOTBETCTBYIOIIMI CUTHAI O HEUCIIPABHOCTH.

6. IlepBuunsblii mpeoOpazoBarensb UMPOBOTO TpaHChOpMATOpa HAMPSIKEHUS
JIOJKEH COOTBETCTBOBATH CIICYIOIINM TPEOOBAHUSM:

- BBICOKasi TOYHOCTh TPeoOpa30BaHUs HAMPSHKEHUS;

- OTCYTCTBHE (PEPPOPE30HAHCHBIX SIBJICHUM;

- BO3MOXXHOCTb TMOJKIIOYEHUSI K OOBEIUHSIONIMM YCTpOMCTBaM (mpu
MCITOJIb30BAaHUU HAa U(POBOIl MOACTAHIIMKM) U MUKPOIPOLIECCOPHBIM TEPMHUHAIAM
penerHoM 3aluThl U aBTOMATHKUA (MPW HWCMOJB30BAaHUM Ha TPATULMOHHOU
MOACTAHIIUN);

- IIUPOKUN YaCTOTHBIN JUAIa30H U3MEPECHUS,

- B3pbIBOOE30MIaCHOCTh U TI0KapOOE30MacCHOCTb.
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1.2 Ocob6ennoctu IIIC

Hanuune HoBoro "moseBoro” ypoBHs "HM(PpOBON MOJACTAHIIMK' ' SIBISIOCTCS
OJIHUM M3 MEPBbIX 0COOCHHOCTEN MPU MOCTPOCHUH aBTOMATU3UPOBAHHOW CUCTEMBI.
OH CcOCTOMT W3 MHHOBAIIMHHBIX YCTPONCTB MepBUYHON cOOphl uHPopMmanuu. K
npumepy, YCO BBIHOCHOTO THIa, TpaHCHOPMATOPHI U3MEPUTENbHBIE HUPPOBOTO
TUIA, BCTPOCHHBICE MHUKPOIPOLIECCOPHBIE TUATHOCTUYECKHE CHUCTEMBbl CHJIIOBBIX
000OpyI0OBaHUH U T.II.

[Mudposbie u3MepuTenbHBIC TpaHCHOPMATOPHI MEPEAAIOT MOMEHTAIBHBIC
3HAYCHUs] HANpsDKEHUH M TOKOB Mo mpoTokory MOK 61850-9-2 ycrpoiictBam
ypoBHs mpucoeauHeHus [19]. Mmerorcs 2 tuma mu@POBBIX H3MEPHTEILHBIX
TpaHC(HOPMATOPOB: OMNTHUYECKHE M DJICKTPOHHBIE. ONTHYECKHE HW3MEPUTEIHHBIC
tparchopmatopsl (Ha pucyHke 1.4) ocTaroTcs OJJHUMHU M3 MPEATIOYTHTEIBHBIX MTPU
CO37[aHUM cCUCTeM yripaBieHus u apromatusainuu «L{I1C», mockoiabky ucnosb3yercs
HOBEUIINA NPUHLHUI U3MEPEHUS, KOTOPBIi VCKIIFOYAET BIIUSIHUE
AJIIEKTPOMArHUTHBIX TOMEX, IMOTOMY, 4YTO OCHOBaH Ha 3ddexte Dapanes. 1o
MarHuTHBIM W onTuyeckuil 3¢ @dekT, 3akiaoyaromeecs B TOM, UYTO MPHU
pacrnpoCTpaHEHUH JIMHENHO MOJISIPU30BAHHOTO CBETA YEPE3 ONTUYECKU HEAKTUBHBIC
BEILIECTBA, KOTOPBIE HAXOAATCA B JHANa30HE MArHUTHOTO TMOJIA, TAE€ HUIET
HaOJIOZICHUE BpAIlCHUE IUJIOCKOCTH MOJSPU3ALUU CBETA, KOTOPBIM 3aBUCHUT OT
BEJIUYMHBI JaHHOTO MarHuTHOTO ot [20].

DJIEKTPOHHBIE HM3MEPUTENIbHBIE TpaHcHOPMATOpPbl pa3padaThIBAIOTCA Ha
OCHOBE TpaHC()OPMATOPOB  TPAAUIMOHHOTO  THUIA, TaKXKE MPUMEHSIOTCS
creuaIr3upoBaHHbIE MPE0OpPa30BATENN aHAJIOTOBO-LIM(PPOBOIO THUIIA.

KoHcTtpykuyua TT30

[aTumk, copepraLLmii MarHUTO4YBCTBUTE/IbHOE ONTUYECKOE
BOMIOKHO
TokoseayLas WKHa

U30nauMoHHaA KOIOHHA

3NEeKTPOHHO-
OnTUYECKME
H610KK

- oy i —_——
OnTUYeCKOe BONIOKHO #1 — AnA TeneramepeHnin 1 KOMMepYecKoro yd4éra ﬂ‘_:“ l

ONTUYeCKOoe BONOKHO #2 — ANA penerHon 3amTsl

3 I

|
|
u

w! - brearsd

_.,
o
'
LI

.
¥

/‘\Onmqecxoe BONOKHO #2 — ANA PE3EPBHOIM pPeneiHom 3awmTsl

(onunoHansbHo) = |

OcHoBaHue BO/IOKOHHO-0OMTUYECKUi Kabenb
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Pucynok 1.4 - TpanchopmaTop TOKa JIEKTPOHHBIM ONTHUECCKUN

Nudopmanus oT U3MEPUTENBbHBIX TPAHCPOPMATOPOB TPAJAUIIMOHHOTO THUIIA
TpaHC(HOPMUPYIOTCS B IIUpOKOBemaTelbHble Ethernet-makersl ¢ npumMeHeHHEM
mysbTHILICKCOpoB (Merging Units),koTopeie MpeaycMaTpUBAOTCS —CTaHIapTaMu
M3BK 61850-9. [IpeoOpa3zoBaHHbIE MYJIBTHILUIEKCOPAM MAaKEThl MEPEXOASAT MO CETH
Ethernet (e mporiecca) B yCTpOWCTBA YPOBHS MPUCOCAMHEHUS (KOHTPOJUICPHI
ACY TII, P3A, ITIA u ap.).

Nudopmanysa o JOKalMK anmapaTtoB s KOMMYTAallMM W APYTrod THII
JUCKPETHON MH(pOpManuu (IOJIOKEHUE KIIOYEH pEKHMMa YIPABICHHS, COCTOSIHUE
nene oOorpeBa MPUBOJOB U T.I.) COOMPAIOTCS C NPUMEHEHHEM MOJyJei
BbIHOCHOTO THHa Y CO, KOTOpBIE YCTaHABIUBAIOTCA B HEMTOCPEICTBEHHON OJIM30CTH
OT KOMMYTalUMOHHBIX ammapaToB. BeiHOcHble Monynmn YCO uMerT peneiHbie
BBIXOJIbl JIJIsI YNPABJICHUS KOMMYTAallMOHHBIMH ammapaTtamu. MoIysid BBIHOCHOTO
tuna YCO CHHXpOHU3HMPYIOTCS C TOYHOCTBIO He MeHee deMm | Mmc. Ilepenaua
JAHHBIX OT MOAyJel BbIHOCHOTO TrIa Y CO BOCIIPOU3BOAUTCS IO ONTOBOJIOKOHHOM
CBSI3M, SBJISIIOIICHCS 4YacThIO IMIMHBI Tporecca mo mnporokonry MOK 61850-8-1
(GOOSE). Ilepenaya komaH yrpaBlieHHs Ha KOMMYTAIIMOHHBIC arapaThl TAKKe
BOCIIPOU3BOAMTCS  4Yepe3 MOoAyiau BblHOCHOro tuna YCO ¢ npHMEHEHHEM
npotokosia MOK 61850-8-1 (GOOSE).[21]

K Tomy, xe cuioBble 00OpYyIOBaHMS OCHAIIAlOTCA HaOOpamMu LU(PPOBBIX
naTyukoB.  Mmerorcss  cnenMalu3MpOBAHHBIE  MOHUTOPUHIOBBIE — CHCTEMBI
TpaHC(OPMATOPHBIX M 3JIEra3oBbIX OOOpPYAOBaHWI, HMEIOIIME LUPPOBHIE
unTepdericel 11 uarerpupoanus B ACY TII , He ucnonb3yst AUCKPETHBIE BXOJIbI
u patuuku 4-20 MA. Cospemennslie KPVYD chHabxkarTcsi BcTpauBaeMbIMU
nM(ppoBEIMU TpaHC(hOpMATOpaMU TOKAa M HAIpSKEHUS, a WKadbl yNpaBlieHUsS B
KPY3 natot BO3MOKHOCTB ycTaHaBIMBaTh BIHOCHBIE Y CO 1t cOopa TUCKPETHBIX
CUTHAJIOB. YcTaHoBKa Iu(poBbix aaryukoB B KPYD mpousBomutcs Ha 3aBoje-
WU3rOTOBUTEIIE, NO3BOJISIOIIME YIIPOUIATh MPOLECC MPOEKTUPOBAHUS U MOHTAKHO-
HaJIaJJ0O9YHbIC PA0OTHI HA OOBEKTE.

Bo3moxxHOCTh 00beIMHEHUs CpeAHNX (KOHIIEHTPATOPOB JaHHBIX) U BEPXHHX
(cepBepa u APM) ypoBHe B cxemMe TPaJuIlMOHHOIO THIIAa aBTOMAaTHU3allMU B OJUH
CTAaHIIMOHHBIA YPOBEHb B KOHCTPYKIHMH IU(GPOBOM TMOACTAHIIMU  SIBIISETCA
clenyromeil 0COOCHHOCThIO. DTO CBSI3aHO C E€AMHCTBOM IPOTOKOJIOB MEpeaayuu
naHubeiX (ctapgapt MOK 61850-8-1), mpu KOTOpOM cpemHuil ypOBEHb, paHee
BBITIOTHABIIMM paboTy 1o mpeoOpa3zoBaHui0 MHPOpMAIIMU U3 pa3HbIX (OPMATOB B
obmuit dopmar ais uHterpupoBanHo ACY TII, mocTteneHHO TepsieT CBOE
Ha3HAuYCHUE.

YpoBeHb  NpUCOEAMHEHUS  BKIOYAaeT B  CceOSl  HMHTEJUICKTyaJIbHbIE
AJIEKTPOHHBIE YCTPOMCTBA, KOTOpBIE IMOJMydYaloT HH(OPMALMIO OT YCTPOWCTB
MOJICBOTO YPOBHSI, BBHITIOJHSAIOT JIOTHYECKYI0 00pabOTKy WH(pOpMAIHNH, MEePeaatoT
YIPABJISIIONIME BO3JCHCTBUS YEpE3 YCTPOMCTBA MOJEBOIO YPOBHS Ha IMEPBUYHOE
00OpyI0BaHUE, a TAKXKE OCYLIECTBIISIIOT Nepeaayy HHGOpMaluu Ha CTAaHIIMOHHBIN
ypoBeHb. K 3THUM yCTpOHCTBaM OTHOCATCS KOHTPOJUIEPHI IPUCOEIUHEHMS,

18



tepmuHainsl MIIP3A wu npyrue MHOTOQYHKIMOHAIBHBIE MHUKPOIPOILIECCOPHBIE
YCTPOMCTBA.

Tpetbst ocobennocTs — cTpykrypa LIIIC meeT BbICOKYIO CTENEHb THOKOCTH.
VYerpoiictBa ana HIIC nmomxHBl OBITH ClENaHbl 1O MOAYJIBHOMY IPHHIIMITY,
MO3BOJISIE  COBMENIaTh B ce0e (QYHKIUMUM MHOXKECTBA YCTpOHCTB. [MOKOCTH
noctpoerust L{IIC maer BO3MOMXKHOCTH MPEIVIOKUTH PA3HBIE PEHIEHUS C YYETOM
OCOOEHHOCTEM  JHepreTMyeckux  oOBeKTOB. B ciyyae  moJepHU3aLMU
CYIIECTBYIOIIEH MOACTAHIIMU 0€3 3aMEeHbl CHUJIOBBIX O0OpyIOBaHUM ajia cOopa U
our(poBBIBaHUSA TEPBUYHBIX JAHHBIX CIEAYET YCTAHOBUTH MIKA(Pbl BBIHOCHOTO
tuna YCO. IIpu stom BeiHOCHBIE Y CO MOMHMO IUTaT JUCKPETHOTO BBOZA/BBIBOJA
UMEIOT TMpH cebe IulaThl NpSIMOro anajgoroBoro BBoaa (1/5 A), mosBomstoiue
cobupath, onu(poBEIBaTh W BhIaBaTh B mpoTokone MOK 61850-9-2 nannbie oT
TpaHCcHOPMATOPOB TOKA M HANPSHKEHUS TPaJWIMOHHOrO Tuma. Jlanee monHas wiu
YacTM4YHAsl 3aMeHa TNEpPBUYHBIX OO0OpYyIOBaHMM, B TOM 4YHCJIE 3aMeHa
3JIEKTPOMAarHUTHBIX TPAaHC(HOPMATOPOB Ha ONTUYECKUE, HE MPUBEAET K U3MEHEHUIO
YPOBHsI IIPUCOEIMHEHUs M IMOACTAHIIMOHHOIO YpPOBHA. B ciyuyae Hcnonb3oBaHUs
KPYD3 nmpuBoaut Bo3mMoxkHOCTH coBMeleHus: Gpynkuuii BeiHocHbIX YCO, Merging
Units u koHTposiepa mnpucoeAuHEeHUs. Takoe yCTpOICTBO yCTaHABIMBAETCA B
mka¢ ynpasiaeHuss KPYD u mo3Bonser ouudpoBbIBaTh BCE HCXOAHBIE JIaHHBIE
(aHaJIOTOBYI0 WJIM JTUCKPETHYIO), K TOMY € BBINOJHATh (QYHKIUU KOHTPOJIEpA
NPUCOEIMHEHNS U (PYHKIMH PE3EPBHOIO MECTHOT'O YIIPABJICHHUS.

K npeumymectBam ocymectsienus: npoekToB «L{IIC» MokHO oTHECTH:

- HaJM4Me IOMEXO3alIMIIEHHOCTH, BBICOKOW IOKApHON O€30MMacHOCTH,
B3PBIBOOE30MACHOCTH U SKOJOTUYHOCTH.

- IPUMEHEHUE MHHOBALIMOHHBIX U COBPEMEHHBIX CTaHJAPTOB U PELICHUH,
KOTOpBIE 00ecCIeuynBarOT COBMECTUMOCTD pa3IUYHBIX noy
(M3K 61850).

- YJIy4IIEHHE TOYHOCTU U3MEPEHHUH.

- 3HAYMUTEIHHOE YMEHbILIEHNE KaOEIbHbIX CBA3CH.

- yMeHblIeHHMe o0beMa paboThl MO MOHTaXY MW HaJaJKd, IPOCTOTA
MPOCKTUPOBAHMSI, HCIOJIB30BAaHUS M OOCIY>KMBaHMS, COKpalleHue TrabapuToB
MOJICTAHLINH.

- COKpalleHHe 4uciia Moaysie BBoja/BbiBoAa Ha ycrporictBax ACYTII u
P3A.

- CHIJKEHUE CTOMMOCTU KOMIIOHOBKM KOHCTPYKTMBHBIX HIKa()OB CHCTEMBI
TM / CCIIN / ACYTII (kabenbHast MPOAYKIIHS, KJIEMMHBIE KOJIOAKH U TIp.).

®opmupoBanue Takux nNpoekToB «LIIC» sBisieTcss HEBO3MOKHBIM, €CIIU HE
npuMeHsITh npotokonl MOK 61850, koTopblii SIBISIETCS OCHOBHBIM M3 BCEX
IM(POBBIX KOMMYHHUKAIMN B PAMKaX YHEPreTHYECKUX OOBEKTOB.
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1.3 CpaBHuTeJbHAs XapaKTePUCTHKA TPAAUIUOHHBIX W HHUGPOBBIX
NoJACTAHIIUH

CpaBuuBass «IIC» - moacTaHmMii C HUCHONB30BaHUEM IU(POBBIX
ONTHYECKUX TPaHC(HOPMATOPOB TOKA U HANPsDKEHMS, MHUHBI Iporiecca MOK 61850
U HMHTEJUICKTYAJIbHBIX 3JICKTPOHHBIX YCTPOWMCTB, W MOACTAHUUN TPaIULHOHHOTO
UCIIOJIHEHUSI — Ha 0a3e 3JIEKTPOMArHUTHBIX U3MEPHUTENbHBIX TpaHC(HOPMATOPOB U
aBTOMATH3UPOBAHHBIX YCTPOMCTB C MOAKIIOUEHHEM K MU3MEPUTEIIBHBIM OOMOTKAM
TT u TH, ciaeayer oleHHMBATH BCE ATallbl XU3HEHHOTO ITMKIA OOOPYAOBAHUS H
CBS3aHHBIC C HMUMH XapakTepHble ocoOeHHocTu. B Tabmuiie 1.1 mpuBomguTcs psin
TJIABHBIX JTAallOB W COOTBETCTBYIOIIME OTIWYHUS MJii 2 BAapUAHTOB TOCTPOCHUS

ABTOMATU3UPOBAHHBIX CHUCTCM.

Tabmuma 1.1 CpaBHeHHE  TIOCTPOEHHSI  aBTOMATHU3MPOBAHHBIX  CHUCTEM
TPAIUIIMOHHBIX M ITUGPOBBIX MOJICTAHITUI.
TpagunnoHHBIE PELICHNS HA 0a3e
paiu P [ITuna npouecca MOK 61850

MEJIHBIX Ka0enen

Oo6opynoBanue (MaTepHaIbl)

- pasHble TUIBI O0OPYIOBAaHUN W
MaTepHuaioB 3aKyTarTCs u
YCTaHABIMBAIOTCS KaK OT/ACIIbHBIC
CHIEIUATM3UPOBAHHBIC KOMITOHEHTBI
CHUCTEMBI

- TpeboBaHUS K THUIy M YHCITY
o0Opy/lIOBaHUN  OTIWMYAKOTCS  OT
PACIONOKEHUSI K PACIIONOKCHUIO H
3aBUCSAT OT MOHTaXa

- coctaB 000pYJIOBaHUN JTMMUTHPOBAH
HAa0OpOM CTaHJAPTHBIX KOMIIOHEHTOB
CHUCTEMBI

- o0opynoBanus obmue s pa3Hbix [1C
- OoJIbIIIast YacTh CHCTEMBI MOXKET OBITh
coOpaHa B yIpaBJisieMO# cpejie

- BBICOKasS HadaJbHAas CTOMMOCTH
BHEJIPEHUSI W 3HAYUTEIIBHO CHIDKCHHAS
CTOMMOCTh BHEIPCHHS HAa CMEXHBIX
MO/ICTAHIIUSIX

- yoaBnenue rabapurtoB 3nanusa OITY 3a
CYCT COKpaIIeHUs OOJBIIOTO YHCIIa
MEIHBIX KaOejeH, JIOTKOB, IaHeJiel H
T.J.

PazpaboTtka (mpoekTupoBaHue)

- OFPOMHOE YHUCJIO PA3HBIX CXEM,
B OCHOBHOM OHH OTJIHYAIOTCS IO
(GU3UYECKUM COCMHEHUSM MEIHBIX
Kabeei.

- pasHble ammapaTbl W TOTOJOTHS
TpeOyIOT CIIeIMAIM3UPOBAHHON
pa3paboTKH

- U3MCHEHHS B CXeMe OOBCKTa
MPUBOAAT K 3HAYUTEIIBHOU PYyYHOU
paboTe MO H3MCHEHHSIM B CXEME
COeIMHEHUN Kabenen.

- ¢usnueckue uHTEpHENUCh MEKIY
00BEAUHSIOIIUMU YCTPOMCTBAMHU
(MergingUnit) " Noy
CTaHAapTU3UPOBAHBI

- MaJIeHbKue (hU3nYecKue pazHooopaszus
B OTOOpOXEHUM  HUCTOYHUKOB U

MPUEMHUKOB
CUTHAJIOB U H(MOpMAITUu
- OrpoMHas 4acTh pa3HOOOpa3us

nepenuia B HacTpouky 10

- IPOIIMBKA, KOH(QUTYpalus U Jpyrue
WHXEHEPHBIE  3a/la4yd  3HAYUTEIIBHO
YIPOCTUIIUCH
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IIpooonscenue mabauywr 1.1

TpanunuoHHBIC penicHus Ha O6a3e
MEIHBIX Ka0enei

[una nporecca MOK 61850

Pa3zpaboTka ueprexei

- HEOOXOJUMO TPOACIaTh OOJIBIITYIO
paboTy IS JOKYMEHTHUPOBaHUS
AIIEKTPUIECKUX COCTMHEHUI
- MomupuKanusg ©  JIONOJHEHHE
TpeOyroT MOTEHLUATBHOTO
OOJIBIIOrO YKCIa YEePTEXKEM
- py4HOE CO3JaHHE YepTexKeu
ypeBaTo oOmuOKamMu U TpeOyeT
MOCTOSTHHBIX TIEPEIPOBEPOK.

- TIOKYMEHTHPOBaHUS TPEOYIOT
(bU3UYECKUEe COCTMHCHHS C TICPBUIHBIM
o0opya0oBaHUEM, KOTOPBIE MOTYT OBITH
CTaHJAAPTU3UPOBAHBI IS  Pa3JIMYHBIX
amnmapaToB M MOTYT IMOCTaBIATHCS IPH
3aKyTIKe COOTBETCTBYIOIIIETO
o0opyaoBaHUS

- JIOKYMEHTHPOBAHHE CUJIBHO
YIPOCTUIIOCH, Omaromaps
HCIOJIb30BAHUIO COCTMHECHUN
TOYKA-TOYKa, KOTOPBIE MOTYT OBITh
OTIMCaHbI B TAOJIMYHOM hopme

- YIPOIIACTC aBTOMATHYECKOC
CO3JaHUC JIOKYMEHTAIlUd C TIOMOIILIO
I10

MoHTax

- MHOTro paboTel, TpeOyromeh
OOJBIIIOT0  KOJIMYECTBA BPEMCHH,
HAJ0 TPOJETbIBaTh HA MECTE, TPH
ATOM, paboTa BBICOKOOIIAUUBaEMasl,
a TPOW3BOJUTEIHPHOCTh HU3KAs W
3aBUCHUT OT OIIHOOK

- HEKOTOPbIE YITYYIICHUS
JOCTHTalOTCSl TNPU  HCIOJIb30BAaHUHU
3apaHee cOOpaHHBIX u
IPOTECTUPOBAHHBIX  YIIPABJISIONIUX
mKadoB, OJHAKO,  COXpaHACTCS
pa3HooOpasue MpH MOKIFOYCHUN
Kabenei

- MOHT&X CWIbHO YIIPOIAETCA H3-3a
KaOCMbHBIX COCAMHEHWH, KOTOPBIX B
MPUHLNNE HET, €CIU OOBbEeAUHSIONICE
YCTPONCTBO YCTAaHABIMUBAETCS BMECTE C
amnmapaToM

- BO3MOXHOCTh  OIMMOKH  CHIJIBHO
CHUKaeTcs, Onaronaps
CTaHJAAPTU3UPOBAHHBIM  (DU3UYECKUM
COCIMHEHUSIM

- yCTaHOBKAa IIKa(poOB YINpaBIEHUS
yIpOIIaeTCs, C TTOMOIIIBIO
yIOpOIIEHHOTO HHTepdeiica
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IIpooonxcenue mabnuyor 1.1

TpanuuuoHHbIE pemeHus Ha 0asze
METHBIX Kabemein

[Tycko-Hanano4Hbie pabOThI

- IPOBEpKa KaXKIOT0 CUTHAIA,
nepesaBaeMoro Mo MeaHoOMy Kaberro,
JOJDKHA ~ OCYIIECTBISTBCS — MEXKAY
pacIpeneauTeNbHbIM YCTPOMCTBOM H
nay

- OIMUOKY B (PUBUUECKUX COCTMHCHHSIX
HE3aBHCUMO OT HCTOYHHKA TPEOYIOT
BBISIBJICHUS U TICPEJICIIKH

[ITuna npouecca MOK 61850
- IOCTOSTHHBI MOHUTOPHWHT
MMO3BOJIICT  M30ekaTh  OIMMOOYHOM
paboThI
- OmMMOKM B MOHTAXE OTPAHUYCHBI
npodyieMaMu CBSI3U MEXKITY
HCTOYHHUKOM n nojyyaresneMm
uHpopMaru

- B 3manue OIIY He 3aBogarcs kabenu
MIOJ] HAIPSHKEHUEM,

ONACHBIM JUIS JKM3HM 4YEJIOBEKa, YTO
MOBBITIAET OE30I1aCHOCThH MEPCOHAJIA

JlanpHenmas noaiepxxKa

- moJiIepkKa (IJIaHOBBIN
peayIpEAUTEIbHbBIN PEMOHT)
OCYIIECTBIISETCS COTJIaCHO
KaJICHJapIo, 32 UCKIIOYECHUEM CITyJacB
OLIMOOYHOMN pabOTHI

- TpeOyeTcss MpOBEpKa H3O0JISIIIUU OT
BBICOKOBOJIETHBIX CHUTHAJIOB
MIEPBUYHOTO 000PYI0OBAHUS

- PEMOHT MTOBPEXKIECHHON B
OMPENICICHHBIX TaHENISIX H30JAUN
MOXET TIPUBECTH K OIMHOOYHOMY
cpabaThIBaHUIO 3aAITUT

- IOCTOSTHHBI MOHUTOPHHT U
pe3epBUPYEMbIC H3MEPECHUS TIO3BOJISIFOT
OCYIIECTBISATh  TPOBEPKY HE  TIO
KaJICHIapIo, a IO COOBITHIO

- TIOCTOSIHHBIF MOHUTOPHHT TTO3BOJISET
n30exkaTh OMOOYHOrO cpadaThIBaHUS
3aIInT

- pabota mepcoHasa 6ojee Oe3omacHas
U3-32 OTCYTCTBUS HANPSIKEHUS

N3menenus Ha PY

- u3MeHeHuss Ha PY mnpuBoasTt k
3HAYUTEIILHOMY M3MCHEHUIO
KOHTPOJIBHBIX  Kabemed W uX
MPOKJIATKU

- He0OXOIMMO BpeMs JIJISl TOTO, YTOOBI
OCYIIECTBUTh 3T U3MEHCHUS, U
COOTBETCTBYIOIIIHE (rHaHCOBBIE
W3IEPKKH, 3aBUCSIIINE oT
pazHooOpasus (bU3UIECKUX
COCIMHEHUI MEIHBIM KabeaeM

- MepephiB B pabOTE BO3HUKAET H3-3a
OTpaHUYCHHOT'O0 KOJIMYeCTBa KaOelew,
KOTOpble HEOOXOJUMO yHaluTh U3
JIOTKOB

- HECKOJIBKO SIJIEp TTO3BOJISIIOT
00OBEIUHSIONIUM YCTPOUCTBAM HUMETh
CBOOOJHBIE  TOYKM  TOJAKIIOUYCHUS,
KOTOPbIE MOXHO HCIOJb30BaTh ISl
HOBBIX YCTPOMCTB

- Kaxkmag o0JlacTb Ha OOBEKTE MOKET
OBITh WHJIUBHUAYAIIBHO pa3paboTaHa U
coOpana 0e3 BIUSHUA Ha CMEXKHBIC
obnacTu nepen OKOHYATEIbHOMN
IIPOBEPKOM
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Oxonuanue maoauyol 1.1

TpanuuuoHHbIE permeHus Ha 0asze
MEIHBIX Kabemen

[[Inna npouecca MOK 61850

VYrpaBiieHue npoeKTomM

- 0OJIBIIIOE KOJTMYECTBO PYYHOM pabOThHI

- JTambl 3aKyNKH, pa3paboTKu U

OPUBOJUT K JJIMHHOMY TIEpUOAY | MOHTaxa Oojiee CTaHAapTH3UPOBAHBI U
IPOEKTUPOBAHUS, COOPKM M IIyCKO- | TpeOYyIOT MEHBIIETO KOJIMYECTBA
HaJa Ku IIPUEMOK, 4TO [IOBBIIIACT
- OonblIOE  KOJWYECTBO MPUEMOK | IPOU3BOAUTEIHLHOCTD

MEXIy JTalaMu TPOeKTa 3aMelisieT
paboTy HaJ MPOEKTOM

- INTAHUPOBAHUC U IIPHUHATUC pGHIeHI/Iﬁ
CUJIBHO YIIPOIIACTCs, TAaK KaK ACTAaJIbHAA
npopa60TKa MOJKET OBITh BBITIOJHEHA
0e3 3HaHusg 0 KOHKPCTHBIX (1)I/IBH‘IGCKI/IX
ACTaJIIX

- TpedyeTcs NepuoaNIECKOoe

- pe3epBUPOBAHUE U CAMOMOHUTOPHUHT

& | TECTAPOBAHME 3AIMT M ABTOMATHKH YMEHBIIAIOT WA HCKITIOYAIOT
5 |- BBUABICHHE HEHCIPABHOCTEH W | HECOOXOAMMOCTH B HEPHOANYECKOU
g 3aMEHa  OTKa3aBIIMX KOMIIOHCHTOB | IIPOBEPKE 000Dy I0BaAHUS

% | TpeOYIOT OMpPEIECIIEHHOTO MPOMEXKYTKA | - Pa3beMHBbIC COCIUHCHHUS, OTCYTCTBHUE
>

&' | BpeMmeHH U MOTEHITUATBHO | BHYTPECHHHX YCTaHOBOK B
'S | yBEIMUHMBAIOT BpeMs MIPOCTOSI | OOBETUHSIOTIX yCTpPOMCTBAaxX
Q | 00opynoBaHHs YIPOINAIT OBICTPYIO 3aMEeHy, HEe TpeOys
= JUTATEIHHOTO TIEpHOIa

= pabort

<

a,

O

=

o

1.4 AHaIu3 MUPOBBIX TEHICHUUI PA3BUTHA HM(PPOBBIX MOACTAHIUH

Bueapenue cucrem aBromatuzanuu u ynpasienus [IC sgBasieTcs ciokHOU
3a1a4ei, 4YTO MNPAKTUYECKH HEJIETKO CTaHAapTU3UpoBaTh [losBIEHHE HOBBIX
CTAaHJAPTOB MEXKIYHAPOJHOTO THUMA U HWHGOPMAIMOHHBIX TEXHOJIOTHH Jal0T
BO3MOKHOCTb I COBPEMEHHBIX IOJIXOJOB K PEIICHUIO JaHHOIO BOIIPOCA, 4YTO
no3BoJisieT (popmupoBarh HOBBIM Bua I[III. Illupokue mnepcrnekTUBHI B HTOM
HaIlpaBJICHUM OTKPBIBAIOT rpynmsl cranaapToB MOK 61850.

OcHOBHOIT 0COOCHHOCTHIO U oTiInuueM cTanaapra MOK 61850 ssusiercs To,
YTO B HEM PETJIAMEHTUPYIOTCS HE TOJIBKO BOIPOCHI Mepeaavyr HHHOPMAITUU MEXKTY
OTJICJIbHBIMH YCTPONCTBAMH, TakKKe€ M BOMPOCH (hOpMaIu3allMy OMHCAHUS CXEM
MOJICTAHIIMKA U 3aIIUTHl, ABTOMATHKU U U3MEPEHUN, KOHPUTYpaIlluu YCTpOucTB. B
CTaHJapTe MPEeayCMaTPUBAIOTCS BO3MOXKHOCTH HCIIOJIb30BAHUS HOBBIX HU(PPOBBIX
M3MEPUTENBHBIX YCTPOMCTB BMECTO TPAAUIMOHHBIX AHAJIOTOBBIX H3MEpPUTEIEH
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(TpancopmMaTOpOB TOKa M HampspkeHus). MHPopMalMoHHbIE TEXHOJOTHH JalOT
BO3MOYKHOCTh Ha TNIEpPEX0J K aBTOMAaTU3UPOBAHHOMY mpoektupoBanuto LI,
KOTOpbIE YIPABISIOTCS CHUCTEMaMH LHU(PPOBOro HHTETpUpPOBAHHOrO THUMNa. Bcee
WH(OPMAIIMOHHBIE CBSI3M HAa TaKUX MOACTAHIUSAX BBIMNOJHSAIOTCS IU(POBBIM
CIIOCOOOM, KOTOPBIE COCTABJISIIOT OOMIYI0 IIWHY TMpolecca. ITOT Crmocod
MPENIOCTaBISIET BO3MOKHOCTh OBICTPOTO MPSMOro oOMeHa WH(pOpMaIell Mex1y
YCTPOMCTBAMM, YTO JAET BO3MOXKHOCTh COKpAIICHUS KOJHUYECTBA KaOEIbHBIX
CBSA3€H, YMEHBIIECHHS KOJIUYECTBA YCTPOICTB MHKPOIIPOLIECCOPHOTO TUIA U OoJee
yI0OHOTO PACTION0KEHUS.

Ha Bcex »3Tanmax peaim3alud 5>KOHOMUYHBIMHU SIBIISIFOTCS  TEXHOJIOTHMHU
upOBOro TUMA: MPU MPOESKTHUPOBAHUM, MOHTAXKe, HAJNAJAKE W B IKCIUTyaTaIUH.
OHu o0OecrnieurBalOT BO3MOKHOCTb PACIIMPEHUSI U MOJIEPHUBALMH CUCTEMBI B
MPOIIECCE IKCIUTYaTalNH.

CeronHst BO BCEM MHUPE BBIINOJHEHO YXE€ MHOIO IPOEKTOB, CBS3aHHBIX C
npuMeHenueM crangapra MOK 61850, mokaszaBmmx NDpenMmyliecTBa JaHHON
TeXHoJoruu. Bmecte ¢ Tem psag BompocoB emle TpeOyeT JOMOJIHUTENbHBIX
IPOBEPOK M PEIICHH. DTO OTHOCUTCA K HAAEKHOCTH LU(DPOBBIX CHUCTEM, K
BOIIPOCAM  KOH(UTYPUPOBAHMSI  YCTPOWCTB HA YpPOBHE NOJACTAHLHMH H
HEProOObEIUHEHMSI, K CO3JaHUIO0 OOILEAOCTYNHBIX MHCTPYMEHTAJIbHBIX CPENICTB
POEKTUPOBAHHS, OpPUEHTHUPOBAHHBIX Ha pa3HbIX IPOU3BOAUTENEH
MUKPOIIPOLIECCOPHOTO U OCHOBHOTO 00OPYAOBaHMUS.

IlepBbIM KpYyNHBIM MUJIOTHBIM TIPOEKTOM MO BHEAPEHHIO cTaHmapta MOK
61850 crana moacrannus TVA Bradley 500 kB CIIA, BBeacHHAs B SKCILTyaTaIlnIo
B 2008 r. Llenp mpoekTa 3aKJIFO4aIaCh B IMPOBEPKE COBMECTHMOCTH PEaTU3alUuU
crangaprta MOK 61850 B ycTpolicTBax pa3lIMuHBIX Hpou3BoauTenci. BHenpeHnue
IIPOEKTa MO3BOJWIO YJIYYIIUTh COBMECTUMOCTb MEXAY YCTPOWCTBAMH PA3IHYHBIX
MPOU3BOAMTEINIECH, MOBBICUTh KBAIM(HUKALMIO TMEPCOHANA CETEBOM KOMIIAHMHM B
yacTtu crannapta MOK 61850, a Takke BBISIBUTH MPOOJIEMbI, BOZHUKAIOIIUE MPU €r0
BHEJIPEHUMU.

B 2009 r. B Ucnanuu Obuta 3aBepiieHa paboTa HajJ MWIOTHBIM MPOEKTOM
noacraniuu Alcala de Henares 132 kB (r. Mazapua). B peanu3anuu npoekTa Takke
WCIIOJIb30BAIMCh ~ YCTPOMCTBA  Pa3iMYHbIX  MpousBoauTesed. (OcoOEHHOCTHIO
JTAHHOTO MPOEKTa SIBJISIIOCH dKCIepUMeHTallbHOe BHeapeHue «llIuHbl nmporecca» B
4acTH Tmepefadyd JUCKpeTHor wuH@opMmanuu. CuCTeMbl peleiHON 3alMThl |
aproMatnku 1 ACY TII Ha MOACTaHIIMKM MOKHO YCJIOBHO pa3ieliuTh Ha 4 ypOBHS:
BEPXHUI, CTAaHIMOHHBIA, YpOBEHb mpHUcoenuHeHus, (yctporcta MIIP3A wu
KOHTPOJUJIEPBl ~ MPUCOEAUHEHMs]) W MOJIEBOM,  BKIIOYAIOUIMN  MpHOOpHI,
YCTaHOBJICHHBIE HA PACIPEAEIUTEIIBHOM YCTPOICTBE.

B HenocpenctBeHHONW OIM30CTH € KOMMYTAIlMOHHBIMU amnmaparamMu Ha
pacnpeienuTeIbHOM YCTPOMUCTBE OBLIM YCTAaHOBJIEHBI BbIHOCHBIE Monaynu YCO
(MicroRTU), koTopble C TMOMOIIbIO ONTHYCCKUX KaOeaeH MOAKIIYAINCh K
KoMMyTaTopaMm, YycTraHoBieHHbIM B OIIY. Bce wundopMauuss o COCTOSHUU
KOMMYTAIlMOHHBIX allapaToB, a TAKXKE KOMAHJIbl YIPABJICHUS UMHU TEPEaBAIUCh
1o nudpoBbM KaHanaM cBs3u (¢ momorsio GOOSE-coo6ienuii). Ha MicroRTU
OblJIa peann3oBaHa JIMIIb MPOCTEHIasi JOTUKA C LEJbI0 MOBBIIIEHHUS HAJEKHOCTU
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3TUX yCTpoWcTB. DYyHKUIMU OMEpaTUBHOW OJOKUPOBKM OBUIM pPEaTU30BaHbl B
yCTPOMCTBaxX YPOBHsS MpHUCOEeTUHEHHs. TakuM oOpa3oM, Ha MOJCTAHLIUUA ObUIH
BHEJIPEHBI CIEAYIONINE BUIbI THHOPMAIIMOHHBIX TIOTOKOB:

- BeptukaiabHbii GOOSE mns oOmena wHdopmarmeirn mexay MiICroRTU wu
YCTPONCTBAMH YPOBHS PHUCOCTUHEHUS;

- muaroHanbHbii GOOSE mns obomena unbopmarmein mexay MicroRTU
OJIHOTO TMPUCOEAUHEHUS M YCTPONCTBAMM 3alllUTHl W YIPaABIEHUS JAPYTrOro
(Hampumep, st OBICTPOrOo HMHMOPMHUPOBAHMS ITHX YCTPOMCTB 00 OTKaze
BBIKJIFOYATEIS );

- ropuzoHTanbHbli  GOOSE  jmns  oOmeHa  uHbopmaiuend  MEXIy
YCTPOMCTBAMH YPOBHSI MPUCOCIAUHEHUS (IJIs1 LIeJIel OpraHu3allMd OIEepPaTUBHBIX
OJIOKUPOBOK, TTycKa ocmruiorpada u T.1.);

- mepeaada AUMHAMHUYECKo nH(popmaruu no mporokoinry MMS ot ycTpoiicTB
YPOBHSI PUCOEAMHEHHS HA CTAHIIMOHHBIN YPOBEHB;

- KOMaHIbl yMpaBICHHUS CO CTAaHIMOHHOTO YPOBHSI Ha  YPOBECHBb
MPUCOEANHEHHUS IO TPoToKoITy MMS.

Komannpl ympaBiieHus NPOXOJWIM 4Yepe3 KOHTPOJUIEPHl MPUCOSAUHEHUS,
KOTOpbIe TpaHciupoBaiu 3T komaHael B GOOSE- yBenomnenus st MicroRTU,
YTO MO3BOJISIO HA YPOBHE KOHTPOJUIEPOB MPHUCOSAMHEHHS OCYIIECTBUTh (DYHKIIUU
OTIepaTUBHON OJIOKMPOBKH.

Ha moxacranmuu Alcala de Henares He Obutd BHEAPEHBI IHU(PPOBEIC
TpanchopMaTopel TOKa W HampsbkeHus. OHAKO, TMPOEKT SBISETCA KpaitHe
WHTEPECHBIM C TOYKHU 3peHust ucnoib3oBanus «lllunel mporeccay nns nepepadu
JUCKPETHOM HH(POPMAIIIH.

TectupoBanne 1MQHPOBBIX TpaHCHOPMATOPOB TOKA M HANPSHKCHUS B
pealibHBIX YCIOBUSAX pabOThl mpoucxoawio Ha noactaniuu Osbaldwick 400 kB,
KoTopass npuHamiIexuT HamuoHanmpHOM cetn NGT UK.  TlpoBoawmmmch
DKCIIEPUMEHTHI, TIellb KOTOPBIX 3aKjIi0Yaliach B CPaBHEHWHW BPEMCEHHBIX
xapaktepuctuk MIIP3A Ha 06a3ze TpaaWIMOHHBIX TpPAaHCPOPMATOPOB TOKA H
MIIP3A Ha 0a3e 1udpoBbIX TPaHCPOPMATOPOB TOKA C HCIOJIb30BaHHeM Mergin
Units (ycTpolicTB, nepeaaroimux HHPOPMALUI0 O MOMEHTAILHBIX 3HAYCHUSX TOKOB
U HarnpspkeHuit o npotokosry MOK 61850 — 9). PesynbTaThl mokazanu Xopouiue
AKCIUTyaTallMOHHBIE XapaKTEPUCTUKU IUGPOBBIX TpaHchopmaropoB u MIIP3A,
MOCTPOEHHBIX Ha IU(POBBIX TEXHOJIOTHUSX.

bonbmoe passutre nuudposbie nojactaHuuu noayunsid B Kurae. B 2006 r.
ObUTa BBeJcHA B DKCIUTyaTaluio nepsas mudposas moxacranims 110 kB Qujing,
Yunnan. K 2009 r. Kuraii 3aHsi1 Jauaupyromiee MecTo B MUpE MO IU(GPOBBIM
MOJICTaHIIMSIM, BBelsl B dkcruryatanuto 70 momcranimid. OXKugaercs, 4TO PHIHOK
nudpoBeix moactaHiuii B Kurtae BwIpacter no 4 - 4,5 mupa. roaHed B roja 3a
ommkarimme 10 net [22].

3apyOexHbIi ONBIT BBEJACHUE CUCTEMbI Ha OCHOBE craHaaptoB MOK 61850
MOKa3aJl, YTO HA YIYUYIIEHHOM JTare CIEAyeT YACNSITh 3HaUYNTEIbHOE BHUMAHUE K
3a/layaM HaJeKHOCTH BCeW LMUPPOBOM COBOKYMHOCTH YCTPONCTB MOJICTaHIUU.
[IepBbIM fAenOM BCE YCTPOMCTBA JOJKHBI MHPOWTH MEPBOE TECTHUPOBAHUE IS
(GYHKIIMOHATFHOTO COOTBETCTBHSI CTaHIAPTY. Tak, KaKk 3TO TECTHPOBAHUE CaMO TI0
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cebe sBiIsSIETCS JOCTATOYHO CIIOKHOM 3ajadeil, sl ero penieHuss HeoOXOIHMMO
CO3/1aTh CHENMANBHBIA UEHTP CepTU(UKALUU, TPOTECTPUPYOLINH MOTHOCTHIO
COOTBETCTBHE CTAHJAPTY PaA3JIMYHBIX YCTPOMCTB. B nomosiHeHHe K OJHOPa30BBIM
CEpTU(PHUKALUOHHBIM HUCHBITAHUSAM JOJIKHBI OBITH OPraHW30BaHbI JIOJTOCPOYHbBIC
TECTbl HAJIEKHOCTH, KOTOpbIE HamOoJiee IeJIecCO00pa3HO BBIIOJHATh B IMOJHOM
cxeme pabouell MOoJCTaHIIMU B peajibHbIX YCIOBUAX dKCIUTyaTtauud. [Ipexe Becero,
HE00X0AMMO MPOBEPUTH HU(DPOBbIE UCTOUYHUKH MHGOpMaLMK. JJs pereHus: 3Tux
npobiem 1enecoobpasno, corimacHo ombiTy CIIIA, co3maTe 3KCEepUMEHTAIBHYIO
UPPOBYIO  TOJCTAHIIMIO, OOOPYJAOBAaHHYIO TIOJHBIM HAa0OpoM  ITM(POBBIX
U3MEPUTENBHBIX MPUOOPOB U MHUKPOIIPOIIECCOPHBIX CPEJCTB 3allUThI, YIPABICHUS
U U3MEPEHUSL.

Coznanue oskcniepumentaibHoit  LIIC  gomxHO oOecmeunTh pelieHue
CJIEIYIONIUX 3a7a4 U BOIIPOCOB:

- TpoBepKa OTKpbITOCTH apXxuTekTypsl LIIIC mns 3amuTel, ynpaBieHus U
cOopa JaHHBIX;

- TectupoBaHue HOBBIX LHU(PPOBBIX HU3MEPHUTEIBHBIX MPUOOPOB BMECTO
TPaJMLIMOHHBIX AHAJIOTOBBIX CUETYMKOB (TPaHCPOPMATOPOB TOKA U HANIPSIKEHUS );

- IIpoBepka COBMECTUMOCTH HHTEIUIEKTYyaJbHBIX J3JIEKTPOHHBIX YCTPOWCTB
(IED) pa3nau4sHblX MPOU3BOJAUTENCH, peanu3yronmx (QYHKIUU YIOpaBleHUs U
3aILUTBHI.

- IlpoBepka KOHGUTYpallMd CHUCTEMBI C IIOMOIIBI0 HWHCTPYMEHTOB,
IPEIOCTABIIIEMBIX TPOU3BOIUTENSIMU YCTPOHCTB, 6€3 HEOOXOAUMOCTH MOCTOSTHHOM
MOJJIEP>KKU CO CTOPOHBI CAMUX MPOU3BOIUTENEH;

- OmeHka  COMOCTaBUMBIX  (YHKIIMOHAJIBHBIX  BO3MOXKHOCTEH U
IPOU3BOAUTENILHOCTH IO CPAaBHEHHUIO C TPAJULIMOHHBIM MPUHLUIIOM pPabOThI
NOJCTAHIIMM CO  3HAYUTENbHBIM  COKpAIlEHHEM  IUIOHIAJe, 3aHUMAEMbIX
KOHTPOJIbHO-U3MEPUTENBHBIM 000PY10BAHHUEM;

- [Tokazarens ypoBHS 0€30MaCHON M HAJIEKHON PabOThI CUCTEMBI B I1€JIOM Ha
OCHOBE CBOEBPEMEHHOM U HAJIC)KHOU Nepelaur TaHHbBIX;

- [TokazaTens 25KOHOMUYECKOU 3P(HEKTUBHOCTH MPOESKTA;

- OnpIT, TONYYEHHBIM B paMKax IMPOEKTa, JIOJDKEH ObITh TOBTOPHO
WCIIOJIB30BaH JJIS IPYTUX MOJACTAHITUH;

- YropouieHue paboThl: MOHUTOPUHT U AUArHOCTUKA CETH JJISi COKPAILCHUS
BpEeMEHH 00CITy>KMBaHMS, paOOTOCIIOCOOHOCTH CUCTEMBI MOHUTOPHHTA; --

- TectupoBanue 3()(heKTUBHOTO BICOKOCKOPOCTHOT'O yIpaBIEHUs Nepeaadei
JAHHBIX;

- IIpoBepka cBs3u mexay NIV

- pa3paboTKy METOAOJOTMH TECTHUPOBAHHUS W INPOBEPKH CUCTEMBI, B TOM
YKClie BO3MOXKHOCTh MpoBepkH Jo0oro MDY ¢ coxpanenneM paboTocnocoOHOCTH
npyrux IOV B ogHOM ceTu;

- pa3paboTKy W  TECTUPOBAHUE HWHCTPYMEHTOB U  METOJOJIOTMU
IPOEKTUPOBAHUSA aBTOMATHU3UPOBAHHBIX CHCTEM, KOTOPBHIE COOTBETCTBYIOT HOBBIM
GyHKUMSIM U TpUHOUIAM paOOThl CUCTEMBI; pa3pabOTKy pyCU(UIHUPOBAHHBIX U
aIalITUPOBAHHBIX MOJT POCCUICKUE CTaHIaPThl HHCTPYMEHTOB;
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- pa3paboTKy CIEeNMaIbHOIO0 HOPMAaTHUBHOIO JIOKyMEHTa Ha 0a30BbIE
JITOPUTMBI JIOTHKH Ji1s1 UDVY[23].

2 Anaau3 IMPOTOKOJIOB CBA3HU B 3JICKTPOIHEPIE€TUKE
2.1 CyHIeCTByIO]J_[I/Ie MPOTOKOJIbI CBAA3U B 3JICKTPOIHEPI€TUKE

B HbIHEmIHEE BpeMsl K TJIaBHBIM OOJIACTSM MPUMEHEHHsI CHUCTEM Iepeaadn
JAHHBIX MOHO OTHECTH CHUCTEMbI pesieiHOM 3amuTbl U aBToMatuku (P3A),
JIUCIIETYEPCKOT0 M aBTOMATH3UPOBAHHOTO TEXHOJOTMYECKOTO YIPABICHUS --
anekTposHepreruueckumu oobektamu (ACTY), kK TOMy k€ aBTOMaTU3HPOBAHHBIE
CUCTEMBl YYE€Ta DHEPTeTHYECKUX PECYpPCOB. B paMkax 3THX CHUCTEM pEMIAIOTCS
CJIEAYIOIINE BOIIPOCHI:

- Iepelada JaHHBIX MEXIY JOKaJbHBIMA YCTPOMCTBAMH TEJIEMEXAHUKH
(TM), ycrpoiictBamu P3A u 1eHTpalbHON mpHEMoOIepealonell CTaHluen
(LIIIC);

- Iepeiada JaHHBIX MEXAY OOBEKTOM U IUCTIETYEPCKUM LIEHTPOM;

- Iepeiada JaHHBIX MEXIY TUCTIETYCPCKUMHU 1IEHTPAMU;

- CUCTEMBI yUeTa;

- mepefada JaHHBIX OT MPUOOPOB ydeTa B yCTpOMCTBa cOopa W Mepenaydu
nansbix (YCILI);

- nepegaya nqanubix oT Y CII/] Ha cepsep.

B uvactu cucremsl P3A M0XHO OTMETUTH CIEAYIOIIEE: HECMOTPS HA TO, YTO
coop mannbix ¢ ycrpoiictB P3A B ACTY B undpoBoM popmaTe Hauaao BHEAPATHCS
C MOMEHTa MOSABJICHUS IIUPPOBBIX YCTpoicTB P3A, cBsizu MeX1y yCTpolcTBaMH MO-
NPEXKHEMY OpraHM3YIOTCS aHAJIOTOBBIMH TesMH [24].

B P3A cucrtembl nepegaur JaHHBIX UMEIOT BO3MOKHOCTH BBIMOJIHITH TaKUE
3a/1a4u:

- Iepeiada JUCKPETHBIX CUTHAJIOB;

- Iepeada JaHHbIX Mexay ycrpoiictBamu P3A u LIITIC.

JpyruM Ba)kKHBIM KaHaJIOM Tiepeaadu, oOIMuM Kak i cuctemMbl P3A, Takke
u s cucteM ACTY u ydera, ocTaeTcsi KaHall, KOTOPBIE OCYIIECTBIISIIOT MEpeaavy
U3MEPEHUN OT HU3MEPUTEIbHBIX TpaHCPOpMaTOpOB TOKa W HampspkeHus. [o
MOCJIEAHETO0 BPEMEHM O BHEAPEHUM HHU(PPOBBIX MPOTOKOJIOB CBSI3M Ha JIAHHOM
YPOBHE peYb HE IIIa, OJHAKO, UMESl B BHIY IMOSABJICHUE MPOTOKOIA ISl TIepeaadn
MOMEHTAIBHBIX 3HAaYeHWI Toka W HampspbkeHus MOK 61850-9-2, na mpobiemax
9TOro MH()OPMAITMOHHOTO KaHajla TakXkKe CIeIyeT OCTaHOBUTHCS [24].

2.1.1 Ilepeoaua usmepernuti om TT u TH.

[lepenaua curHanoB oT u3MepurenbHbIX TpanchopmaropoB Toka (TT) u
Hanpsokenust (TH) BocmpousBomuTcss 10  KaOemsiM ¢ MEOHBIMH  KUJIAMU
MEPEeMEHHOTO TOKa W HAMNpsOKEHUS COOTBETCTBEHHO. /[l maHHOrO cmocoba
XapaKTepHbI TPOOJIEMBI:
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- Oonbpllmas Ppa3BETBICHHOCTh M TPOTSHKEHHOCTh MEIHBIX Kabenew,
OpUBOASIIAs K  HEOOXOAMMOCTH  NPUMEHEHHs]  OTPOMHOr0  KOJMYECTBa
BCIIOMOTaTENIbHOTO O000pyAOBaHUS (UCTIBITATEIBHBIX OJIOKOB, KIEMMHUKOB U T.1I.)
U, KaK CIEJCTBUE, K MOBBIIMICHUIO CTOMMOCTH CHUCTEM U CIIO)KHOCTH MOHTaxa U
HaJa/IKu;

- MOJIBEPKEHHOCTh U3MEPUTENBHBIX IETNel BO3ACHCTBUIO SJIEKTPOMArHUTHBIX
MOMEX;

- CIIO)KHOCTh WJM OTCYTCTBHE BO3MOXKHOCTH KOHTPOJS MCIPABHOCTH
U3MEPUTENILHOTO KaHalla B TEMIIE TMpoLecca, CIOXKHOCTh TIOMCKAa MecTa
TTOBPEIKICHNS;

- BIMSIHUE COTIPOTHBIICHHS N3MEPUTEIBHBIX IIETel Ha TOYHOCTh U3MEPECHHUN U
HeoOXoauMocTh cornacoBanust moirHoctd TT/TH ¢ compoTuBieHuneM nened u
Harpy3Kkoi npuemMHuKa [24].

2.1.2 [lepedaua Ouckpemmvix CUcHAN08 MeNCAY YCMPOUCEAMU.

[lepenadya MHMCKPETHBIX CUTHAJIOB MEXKIY YCTPOWCTBAMH TPAJAUIIMOHHO
OCYIIECTBIISIETCSl TOJIauei OMEePaTUBHOIO HAMPSHKEHUS IMOCPEICTBOM 3aMbIKaHUS
BBIXOJTHOTO PEJIC OJHOTO YCTPOWCTBA HA JUCKPETHBIN BXO Apyroro [24].

Tako# cioco6 nepenayu HHGOPMAIIMN UMEET CIICTYIOIINE HETOCTATKHU:

- HeoO0XxoauMo OO0JIbIIIOE YHCIO0 KOHTPOJBHBIX KaOesnei, MpOJI0KeHHBIX
MeXIy IKadgamu C anmnapatrypou;

- YCTpPOWCTBA JIOJDKHBI MMETh OOJBIIOE YHCIO JTUCKPETHBIX BXOIOB H
BBIXO/IOB;

-  YHUCJIO TIepeaBacMbIX CHUTHAJIOB OTPAHUYMBACTCA  OMPEICICHHBIM
KOJIMYECTBOM JTMCKPETHBIX BXOJOB U BBIXOJIOB;

- OTCYTCTBHE BO3MOKHOCTH KOHTPOJIS CBSI3U MEXKIY YCTPOHCTBAMH,

- BO3MOYKHOCTb JIO’)KHOTO cpabaThIBaHMsI JUCKPETHOTO BXOJa YCTPOMCTBA TIPH
3aMBIKAaHUH Ha 3€MJIIO B IETU TIepeIaun CUTHAIA,

- LIETIA TTOABEPKEHBI BO3/ICHCTBUIO DJIEKTPOMArHUTHBIX TTIOMEX;

- CJIO’)KHOCTD PACIIUPEHUSI CUCTEM PEJICHHOMN 3alllUThl U ABTOMATHUKH. .

2.1.3 Ilepeoaua oOanmnvix medcoy LIIIIC obvekma u oOucnemuepcxkum
yenmpom 0o cozoanuss MOK 61850.

[lepenaya gaHHBIX MEXIy OOBEKTOM H  JUCHETYEPCKUM  IIEHTPOM
npou3BoaAuTCs B 1u@poBoM ¢dopmate. s Takux Iened 4YacTo HCHOIB3YIOT
nporokoiasl MOK 60870-101/104. OcoOeHHOCTh peanu3aii TAKUX CUCTEM CBSI3U:

-  HaJU4YMe HEOOXOAWMMOCTH Tiepemaaud WHGOpPMAIMK B  MPOTOKOJAX
JUCTIETYEPCKOTO  YIPABIEHUS, KOTOPOE OTJIMYAETCS OT TMPOTOKOJIOB, YTO
MPUMEHSIOTCS Ha TTOACTAHITUAX;

- mepemada OTPAaHUYCHHOTO KOJHMYECTBA JIAHHBIX, HEOOXOIUMO IS
NepeHa3HaueHUs] BCEX CUTHAJIOB C OJHOTO MPOTOKOJIA HA PYTOl, B MUTOTE MOTEPs
HEKOTOpoW wuHOpMaIMK, Tepenadya KOTOPOM Ha JdTame pa3paboTku He Oblia
Ba)KHOMM;

- OTCYTCTBHE OJIHOM CHCTEMbl HAMMEHOBAHUI CUTHAJIOB B TMpeeiiax 00bheKTa
u B 1ieHTpax ympanenus cersmu (L[YC), mpuBonsimee k mpoOiemMaM Halaakud U
OTCJIC)KUBAHHUS MHOTHX OIITHOOK [24].
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Ha pucynke 2.1 mnpexncraBieHa MNpUHIMNUAIBHAS CXEMa OpraHU3aluu
nepeaaun uHpopmanuu. HeoOXoauMo OTAETbHO OTMETUTH OOJBIIOE KOJIUYECTBO
bupMEeHHBIX MPOTOKOJOB. JlJI1 TOro YToObl NTPOTOKON MOIYYWIT IIMPOKOE
pacmpocTpaHeHue HEOO0XOIUMO OOJIBIIOE KOJUYECTBO KOHBEPTEPOB, XOPOUIYIO
KBAIM(PUKALMIO TIEPCOHAa W JOCTaTOYHBIM oOmbiTa paboThl C pa3TuYHBIMU
POTOKOIaMH. B UTOre 3TO BENIET K CIONKHOCTH CUCTEMBI U PA3IMYHBIM MpolIemMam
IIPH PaCIIUPCHUH U KCIUTyaTauu [24].
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Pucynok 2.1 - IIpynuunuanbHas cxema OpraHu3alny Iepe1adn JaHHbIX

2.2 Anaau3 nporokosoB MIK 61850

2.2.1 Ilpeonoceiiku 01 CO30aHUSL U OCHOBHbIE HNONONCEHUs CMAHOAPMA
MOK 61850.

C mosBIICHHEM TMEPBBIX MU(PPOBBIX YCTPOWCTB, Hadaiud (HOPMUPOBATHCS
TpeOOBaHUS K CHCTEeMaM Tepefadd JaHHBIX. OTH TpeOOBaHUS KacaJwCh
HAJICKHOCTH, MPOU3BOIUTEIIBHOCTH M COBMECTHMOCTH IPOTPAMMHO-ANIIapaTHBIX
pELICHUN.
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C 1960-x ro1oB OCYyIIECTBIISIOCH MHOYECTBO IMOMNBITOK CO3[aTh CHUCTEMY,
YAOBJICTBOPSIONIYIO 3TUM TPEOOBAaHUAM, HO H3-3a TEXHUUYECKUX CIIOKHOCTEH
JIOCTHKEHHE IMOCTABJICHHBIX 1IeJIel ObLIO 3aTPYIHEHO.

JBmxkenune Kk goctxkeHutro 100 % Hage)KHOCTH, COBMECTUMOCTH U
rapaHTUPOBAHHON JOCTaBKE JaHHBIX BEJIOCh HE TOJBKO MYTEM MOJCPHHU3ALNU
KOMITBIOTEPHBIX CHUCTEM W CHCTEM CBSI3M, HO U IIyTeM pa3pabOTKU HOBBIX
MIPOTOKOJIOB TMepe/lau JaHHBIX.

Kaxnapli mpons3BOAUTENL CTPOWJI CHCTEMY HA OCHOBE TEX IPOTOKOJIOB
nepeaadn JaHHBIX, KOTOPhIC OH CYUTA HanOOoJIee TOIXOSAIUMU JJIsl PEIICHUS TOU
uiu uHOM 3amaun. Mcmosb3oBanmuch Takue MOpoTokodbl kak MOK  60870-
101/103/104, Modbus, DNP3 wum T. a. Hekotopele u3 HHX cTamu OoJee
MOMYJISPHBIMH, HEKOTOPBIE MEHEE, HO TaKoe pazHOoOOpa3ne pemeHnid IPUBOINAIIO K
OTCYTCTBUIO COBMECTHMOCTH ¥  B3aMMO3aMEHSEMOCTH  OOOpYyJOBaHHS U
YCIIO)KHEHHIO MPOIecca CUCTEMHON HHTETpallvu.

OnpenenuM CyIIECTBYIOIIUE IMOAXOJbI K pean3alud (PYHKIUA CHCTEMBI
nepeaayu nHOOpPMaIuH.

Ilepemaua curHajgoB OT H3MEpUTEIbHBIX TpaHcpopmaTtopoB Toka (TT) u
Hanpspkenuss  (TH) BocmpomszBoguTcs 1o  kKabensM ¢ MEAHBIMH  JKHJIAMH
MIEPEMEHHOr0 TOKa M HampsbkeHus. {1 paccMarpuBaeMoro crocoba XapakTepHbI
IpO0OJIEMbI, KOTOPbIE YaCTECHHKO YIIOMHUHAIOTCS B JIuTepaTypax [25]:

- OrpoMHasl Pa3BETBICHHOCTh U MPOTSKEHHOCTh MEIHBIX Kabeneu, koTopas
NPUBOJUT K  HEOOXOJMMOCTH  MPUMEHEHUS OTPOMHOTO KOJIMYECTBA
BCIIOMOTATENbHBIX 000pYyI0BaHUMN (MCMBITATEILHBIX OJIOKOB, KIEMHUKOB U T.1.) U,
KaK CJICICTBUE, K YBEJIMUYECHHIO CTOMMOCTH CHUCTEM U CJIO)KHOCTH MOHTaXHBIX M
HaJaJJOYHbIX PaboT;

- TIOABEP>KEHHOCTb M3MEPHUTENBHBIX LIENEH BO3JACHCTBUIO DJICKTPUUYECKUX U
MAarHuTHBIX ITOMEX;

- HaJW4ydhe€ CJIOXKHOCTH WJIM  OTCYTCTBHE€ BO3MOXXHOCTH  KOHTPOJIS
HCIPaBHOCTH U3MEPUTEIILHBIX KaHAJIOB B TEMIIEC MPOIIECCa, HAIMYUE CIIOKHOCTHU B
TOUCKaX JIOKAIIUK TTOBPEKICHUH;

- BJIMSIHUSI COTPOTUBJICHUN U3MEPUTEIIbHBIX II€TIEH Ha TTOKa3aTeb TOYHOCTH
U3MEpPEHU U HeoO0XoaumocTh  corjacoBanuss  MmomHoctH  TT/TH ¢
CONPOTHUBJIECHUEMH LIETIEN U HATPY3KOM ITPUEMHHKA.

Ilepenaua OUCKPETHBIX CHUTHAJIIOB MEXAY YCTPOMCTBAMHM TpPAJAUIIMOHHOM
0o0pa3oM BOCIPOU3BOJUTCS TOJAUYE ONEPAaTUBHOTO HAMPSHKEHUS TP TOMOIIH
3aMbIKaHHUsI BBIXOJAHOTO pejie OJHOI0 M3 YCTPOMCTB HA IUCKPETHBIN BXO APYTroro.

Taxoit MeTo Iepenayn JaHHBIX UMEET Takue HeAocTaTKu [26]:

- HaJIMYHhe HEOOXOJIMMOCTH OOJIBIIIOr0 KOJMYECTBA KOHTPOJIBHBIX KaOeseH,
KOTOPBIE TPOKIIABIBAIOTCS MKy MIKadaMu ¢ anmapaTypoi;

- YCTpOWCTBa NOHKHBI UMETh OTPOMHOE KOJHWYECTBO BXOJIOB M BBIXOJIOB
JIMCKPETOB,

- KOJIMYECTBO  CUTHAJIOB, KOTOpbIE TMEPENAITCd  OTrPaHUYHUBAIOTCS
OTPEJICJICHHBIM YHCIIOM BXOJOB M BBIXOJIOB JTUCKPETA,

- OTCYTCTBHME BO3MO>KHOCTH KOHTPOJISI CBSI3U MEXIY YCTPOUCTBAMH;
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- BO3MOXKHOCTH JIOKHOTO Cpa0OaThIBaHWS NHUCKPETHOTO BXOJa YCTPOMCTBA
IIPU 3aMBIKAHUH HA 3€MJTIO B LIEIH [I€pEJayu CUTHAJA;

- HaJIMYME CKIOHHOCTH LEMEe K BO3JACUCTBUIO DJIEKTPUUECKUX H
MarHUTHBIX TIOMEX;

- HaJIUYME€ CJOXXHOCTH B pACIIUPEHUS] CHUCTEM PEJICHHOM 3aluThl U
aBTOMATHKHU.

OOMEH JaHHBIMM MEXIy PpEJIICHHOM 3aluTON W aBTOMATHKOM, TakXke
HEHTPAJIbHON MpUEMOIlepeatoieil cTaHled Ha OOBEKTE BOCIPOU3BOJIUTCS B
uuppoBom ¢dopmare. OmHAKO BBUIY HEOOXOJUMOCTH MHTETpAIlMU OOJBIIOTO
KOJIMYECTBA PA3IMYHBIX YCTPOUCTB ITOT CIIOCOO UMEET CIIEIYIONINE OCOOCHHOCTH:

- HaJIU4M€ OTPOMHOI0 4YHCIa Pa3HbIX MNPOTOKOJOB TNEpeAadydl IaHHbIX,
npuuem ycrpoiicto LIIIC mis yenemHoi naTerpaunu Jro0bIX YCTPOMCTB AOIKHO
MOAACP>KUBATH BCE 3TU MPOTOKOJIBI,

- OTCYTCTBHME €IUHON CHCTEMbl HAaWMEHOBAHUWS JAHHBIX, MPUBOJSIICE K
HEOOXOJMMOCTH  TOAJACpPKaHUS  OOJBIIOTO  KOJMYECTBA  OMMCATEILHOMN
JIOKYMEHTAIUH, a TAKXKE K CIOXKHOCTSIM U OLITMOKaM IMPU HaJAJIKE;

- OTHOCUTENBHO Mayias CKOPOCTh Iepelaud JaHHBIX, OOYCJIOBJICHHAS
HaJIM4KUEM OOJIBIIIOTO KOJUYECTBA MOCIEA0BATEIbHBIX HHTEP(ECOB.

[lepenaua gaHHBIX MEXAY OOBEKTOM U JUCIETUYEPCKUM IIEHTPOM TaKXKe
Benercs B nudpoBoM popmare. OOBIYHO AJI ATUX 1EJEH UCIIOIB3YIOT MPOTOKOJIBI
MD3K 60870-101/104. OcobeHHOCTH peaiu3alny dTHX CUCTeM CBs3H [27]:

- HEoOXOAMMOCTh TepeAadyd JaHHBIX B MPOTOKOJAX JUCIETUYEPCKOTO
yOpaBieHUs, Kak MPaBWIO, OTJIMYAIOIIMXCS OT MPOTOKOJIOB, MPUMEHSEMBIX Ha
MOJCTaHIIUH;

- mepeaada JUMUATHPOBAHHOTO yucia uHdopmauu, KOTOpas
00yCJIaBIMBACTCSl HAIMYMEM TEPEHA3HAUEHHUS BCEX CUTHAJIOB C OJTHOTO MPOTOKOJIA
Ha JIPYyTOW, W, KaK CJIEACTBUE, MOTEPsS. HEKOTOPBIX JIAHHBIX, Mepeaadya KOTOPhIX Ha
JTane MpOeKTUPOBAHUS HE Obljla yYTeHa Kak, 11eJieco00pa3HoM;

- OTCYTCTBHE €MHBIX Ha3BaHHWI CHUTHAJIOB B paMKaX OOBEKTa M B IIEHTPax
ynpasnenust cetsimu (I[YC), mpuBojsiiee K CI0XXHOCTH HaJIaJIOYHBIX PadboOT U
OTCJIC)KUBAHUSI OLTUOOK.

Cy1iecTBylOIIMe MPOTOKOJBI CBSI3M  JOCTAaTOYHO YCICIIHO TO3BOJISIOT
peaau30BbIBaTh 3aJa4yd JUCIETYEPCKOTO YMPABICHUS U HHTETPAlMM JIaHHBIX B
CUCTEMbl YIPABJIICHUS, HO HE MO3BOJSIOT OCYIIECTBIATH (DYHKIIMU PEATbHOTO
BpeMEHHU (Takhe Kak Iepelrada JUCKPETHBIX CHUTHAJIOB MEXIy YCTpONCTBaMHU
pPENEUHON 3allUThl U ABTOMATHUKHU, IE€PEIa4a MOMEHTAIBHBIX 3HAYEHUN TOKOB U
HaMpsHDKEHUH) W HE TPEAbABISIOT TpeOoBaHW K (HOPMAIBHOMY OIHCAHUIO
KOH(HUTypaluii MPOTOKOJIOB U TIEPETABAEMBIX CUTHAJIOB, B CBSI3M C Y€M MPOCKTHAs
nokyMeHntaiusi Ha cuctemMbl ACYTIL comepXuT JvIlb ONUCAHWE CHUTHAJIOB HA
TBEPABIX HOCHTEIX.[28]

2.2.2 OcHosuble nonodcenus npu paspabomxe MIOK 61850
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Uctopusa cozmanus MOK-61850 nauvanace eme B 1980-x rogax B CIIA B
Hetpoiite. Ha 3aBojax, cobuparmumx aBTOMOOUIU, ObUIM YCTAHOBJIEHBI POOOTHI-
COOpIIIMKH, YMpaBiICHUE KOTOPHIMH MPOU3BOAWIOCH 1O mporokoiay MMS.
Hcnonb3oBaHue 3TOro MpOTOKOJIA 0Ka3aJ0Ch JOCTATOYHO YCHEIIHBIM U yxke B 90-x
rogax o jer B ocHoBy UCA2 (Utility Communication Architecture), xotopsbiii
aKTUBHO MIpUMEHsICS B EBporie B alieKTpuyecKoi SHEpreTUKe.

Pa6ora naxg cranmaprom MOK 61850 mawanmace B 1995 roamy, mpuuem
M3HAYaJIbHO BEJACh JIByMsI HE3aBUCUMBIMU, NTApaJUIeIbHO paOOTaIOIIMMU TPYIIIaMu
[29]: omna w3 Hux oOpazoBana UCA (HekomMMmepdeckash OpraHH3aIusi, OCHOBHOM
JEATEIIbHOCTHI0 KOTOPOM SIBJISIETCA MOJJECPKKA IOJIb30BAaTElIe BO BHEAPECHUU
CTaHJApTOB TIEpelaull TaHHBIX peanbHOro BpeMmenn). B Hactosimee Bpems UCA He
3aHUMaeTCsl pPa3padOTKOM CTAaHAAPTOB, OJHAKO AaKTHUBHO B3aUMOJEHUCTBYET C
opraHamu To cTaHfapTu3anuu. [lepBas rpymma 3aHUManach pa3pabOTKON OOIIHMX
OOBEKTHBIX MOJIeNIE MOJCTAHIIMOHHOTO o00opynoBaHusd. Btopas rpymma,
oOpa3oBaHHas B paMKax TeXHU4eckoro komurera 57 MOK, 3anumanach co3nanuem
CTaH/JapTa Ha MPOTOKOJI MepeAadn JaHHBIX JUIsl OJCTAHIUH.

[Toznuee, B 1997 rogy, paboTel 00enX rpymnn ObLTH 00bEIUHEHBI MO/ ATUIOM
paboueit rpynmel 10 TK 57 MOK, B coctaB kotopoit BxoauT 6osee 200 s3kcriepToB
u3 22 crtpan mupa. Hambosee mmpokoe MpecTaBUTEILCTBO B paboued Tpymie
umerot CIIA (25 yenosek), @pannus (25 yenosek) u Kanaga (21 uenosek), Poccus
npexacraBieHa 13 ydyacTHukaMu. 3acefaHusi paboyeil rpymnibl TPOBOJSATCSA YEThIPE
pasa B ToJ Juisl 00CyXAeHUs pa3padaTbiBaeMbIX r1aB ctanaapta MOK 61850.

B ocHoBe cTangapTa Jiexxat Tpu MOJ0KECHUS:

- OH JIOJDKCH OBITh TEXHOJIOTHYECKH HE3aBUCHUMBIM, TO €CTh BHE
3aBUCUMOCTH OT TE€XHOJOTHYECKOTO Iporpecca CTaHAapT JOJDKEH IOJBEpraTbCs
MUHUMAJIbHBIM U3MEHECHUSIM.

- OH JIOJKEH OBITh THOKUM, TO €CTh JIOMYCKAaTh PEIICHUE Pa3IMYHBIX 33]1a4 C
WCITIOJIb30BAaHUEM OJIHUX U T€X )K€ CTaHAAPTU30BAaHHBIX MEXaHU3MOB.

- OH JIOJKEH OBITh PACIIUPSEMBIM.

Pa3paboTka mepBoil pemakuuu craHpapTa 3aHsia nopsaka 10 mer u
nosiswiiack B 2003 roay. OTBeuas NOCTaBJIEHHBIM TpeOOBaHUSIM, CTaHIAAPT
MO3BOJISIET COOTBETCTBOBATh U3MEHSIONIUMCS MOTPEOHOCTSIM AJIEKTPOIHEPTETUKU U
UCIOJB30BaTh  MOCIEIHUE  JOCTHKEHHUS B 00JlaCTM  KOMIBIOTEPHBIX,
KOMMYHUKAIIMOHHBIX W U3MEPHUTEITBHBIX TEXHOJIOTHA.

Ob6nacte npumeHeHus: crangapra MOK 61850 - cucrembl cBSI3M BHYTpHU
MOACTAHIIMU. IJTO HAOOp CTaHIAPTOB, B KOTOPHIM BXOMST CTaHAAPT IO OJIHO
PAHTOBOM CBSI3M U CBSI3U KIIMEHT-CEPBEP, CTAHAAPT MO CTPYKTYype U KOHPUTYpaAIUU
MOJICTAHIINM, CTAHIAPT 10 METOJIWKE WCIBITAHUNA, CTAHIAPT DKOJIOTHYECKUX
TpeOOBaHMI, CTAHAPT MIPOCKTA.

OcHOBHBIM TpeOOBaHMEM K CHCTeME cOOpa JaHHBIX B CTaHAAPTE SBIISACTCS
oOecrieueHrue CIOCOOHOCTH MHUKPOIPOIIECCOPHBIX AJIEKTPOHHBIX YCTPOUCTB K
OOMEHY TEXHOJOTUYECKUMH U JpYruMu AaHHbIMH. CTaHAApT NPEIbIBISCT
cleayrole TpeOoBaHus K CUCTEME:
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- BBICOKOCKOPOCTHOM OOMEH JaHHBIMH MHUKPOMPOIIECCOPHBIX 3JIEKTPOHHBIX
YCTPOMCTB MEXKIy COO0M (OTHO paHrOBas CBS3b).

- TpUBSI3Ka K MOJICTAHIIMOHHOM JIOKAJbHOW BRIUYMCIUTENBHON cucTeMe (JIBC).

- BBICOKAas HAJIS)KHOCT.

- TapaHTUPOBAHHOE BPEMS JOCTABKHU.

- (yHKUMOHAIbHAS COBMECTUMOCTh o0opyaoBaHuUs Pa3IMYHBIX
IIPOU3BOIUTEIIEH.

- CpEeACTBAa NOAJEPKKU YTEHHS OCLUAIUIOTPAMM.

- CpeICTBa MOAJIEPKKHU Nepeaaun (Haiiios.

- KOH(UTYpUPOBaHKE/aBTOMATHYECKOE KOH(PUTYPUPOBAHHE.

- moajepkka GyHKIHN 6€3011aCHOCTH.

MOK 61850 sBusercssi  OOBEKTHO-OPUEHTUPOBAHHBIM  IPOTOKOJIOM,
(GboKycHpOBaHHBIM Ha ABTOMATHU3AIMIO TOJCTAHIMM, U 3HAYUTENBHO PACIIUPSIET
BO3MOXXHOCTH  MpeamiecTByrommx crangaproB  MOK. UW3-3a  crmoxHOCTH
nporpaMMHoi peanmzannn MOK 61850, 9yTo BKIOYAET peanu3amuio Lenoro psaa
cranmaproB o mnepenade gaHHex (MMS ISO 9506, crexka mporokosioB 1SO,
GOOSE), nHa pplHKE MPAKTUYECKH OTCYTCTBYIOT HAJCKHBIE TOTOBBIC PEIICHUS,
MO3BOJIAIOLIME MPUHUMATh JaHHBIE C YCTPOUCTB, noaaepxuBaronmux MOK 61850.

Ha cerognsitinuii nenp MOK 61850 coctout u3 25 paznuyHbIX JOKYMEHTOB
(B TOM umcIe pa3padaTblBa€MbIX ), KOTOPbIE OXBATHIBAIOT IIMPOKHUI KPyr BOIPOCOB
U JleJaloT ero ropa3fgo Oonbllie, YeM MPOCTO crneuuduxanuert psjaa
KOMMYHHKAIIMOHHBIX MPOTOKOJOB. OTMETHUM OCHOBHBIE OCOOEHHOCTH CTaHJapTa
[25]:

- ompenenseT HE TOJIbKO TO, Kak JOJDKEH NPOU3BOJUTHCS OOMEH
uH(popmanuend, HO M TO, KakoM HH(OpManuend TOJKEH MPOU3BOAUTHCS OOMEH.
CTaHJAApT OMNHCHIBAET AOCTPAaKTHbIE MoOAENU O0OpydOBaHUA OOBEKTa U
BBINIOJIHAEMBIX ~ (PYHKIMI. HHQOpMaUMOHHAs MOJENb, JeXalas B OCHOBE
CTaH/JapTa, IPeICTaBIAETCS B BUAE KIACCOB OOBEKTOB JaHHBIX, aTpUOYTOB IaHHBIX,
a0OCTPaKTHBIX CEPBUCOB M ONMCAHUS B3aUMOCBS3E MEXy HUMHU.

- ompenenseT NpoLecc NPOSKTUPOBAHNS U HAJIAJKNA CUCTEM.

- ompenensieT sA3bIK onucaHus koHduryparuu cuctembl (SCL). manHbIf
S3bIK  OOecTeunBaeT BO3MOXKHOCTH OOMeHa wuHpopMaleil o KoHpurypamuu
YCTPOMCTB B CTaHJIAPTU30BAHHOM (popMare MexXy MPOrpaMMHBIM 00ecredyeHHEM
pa3IUYHbIX GUPM-TIPOU3BOIUTENEH.

- ONMCHIBAET METOJUKH UCIIBITAHUN U IPUEMKHU 000PYIOBaHUS.

Cornacao MOK 61850 ycrpoiictBa P3A o0beauHEeHbl MIMHOM, MO KOTOPOM
caMH yCTpOHCTBa OOMEHUBAIOTCS TaHHBIMU MEX]ly COOOM U MepeatoT 3TH JaHHbIE
Ha BEpXHUU YypoBeHb. Takas apXUTeKTypa yAoOHa TeM, 4YTO NPUMEHEHUE
TE€XHOJIOTHYECKOM IIMHBI 3HAYUTEIbHO YMEHBIIAET KOJIMYECTBO MEIHBIX IIPOBOIOB,
YTO YIPOLIAET HACTPOMKY, IPOEKTUPOBAHUE U HKCILTYaTALMIO CUCTEMBI.

JIaHHBIE OT TEPMHUHAJIOB PEJIEMHOM 3aILUTHI 110 CTAHLUWOHHOW IIMHE MOTYT
IIEpEeIaBaThCsl HA BEPXHUU YPOBEHBb ONEPATOPY, KPOME TOTO, Y KOHTPOJIHMPYIOLIUX
OpraHOB, MMEIIIUX COOTBETCTBYIOIIMN YPOBEHb JOCTYIA, €CTh BO3MOXKHOCTH
[OJIy4yaTh OMNEPATHUBHBIC JaHHbIE C JIIOOOH MOACTAHIMU U C JIOOOr0 TepMHUHANIA

33



P3A. Dta undopmaius mo3BossieT KOHTPOIUPOBATh ACSITENbHOCTh MOIYNHEHHBIX
CITY’KO, UTO MOBBINIACT HAJACKHOCTh SHEPTETHUECKUX 00BEKTOB B 11es1oM [30].

B03MOXHOCTP Takoro TrHOKOTO KOH(PUTYPUPOBAHUS HH(POPMAIMOHHBIX
MOTOKOB TMOSIBUJIACh, Ojarojapsi TOM YacTU CTaHAapTa, KOTOpas TOCBSIICHA
nepeaaye JaHHBIX.

OCHOBHBIMH TIPOTOKOJIAMH TIE€pe/layu JaHHBIX, COTJacHO cTaHaapty MOK-
61850, snstorcs mporokosibl MMS u GOOSE.

MMS wucnone3yercs g nepefaun naHHbIX oT TepmuHanoB P3A B SCADA
cuctemMy Juisl nmanpHeimen Buzyanmusamuu, a GOOSE - nmns oOMeHa JaHHBIMA
MEX Ty TepMuHaIaMu.[31]

BaxxHoit 0cOOEHHOCTBIO TPOTOKOJIOB SIBJISIETCSI TapaHTHpPOBaHHAs JOCTaBKa
cooO1ieHuit, a ckopocth nepeaaun gaHHbx y MMS u GOOSE Beoine, ueM y apyrux
IPOTOKOJIOB TepeIavn JaHHBIX, TAKUX Kak, Harpumep, Modbus.

B3anMozaMmeHseMoCTh OTJENbHBIX KOMIIOHEHTOB CHCTEMBI JIOCTHTAeTCs 3a
CUET CTaHJapTHU3alMM MPOTOKOJIOB MEpPEAayu JAaHHBIX, a TAKXKE 3a CUET >KECTKHX
TpeOOBaHUI! 10 COBMECTUMOCTU 000PYAOBAHUS.

Cucrembl, mnoctpoerHsle Ha MOK 61850, mpomie oOciayxuBaTh u3-3a
YMEHBILIEHUSI KOJIMYECTBA KaOCJIbHbIX JIMHUM CBSI3M, UTO IOJOXHUTEIBHO
CKa3bIBA€TCS Ha HAJEKHOCTU CHUCTEMBl B LEIOM. ApXUTEKTypa CHUCTEMBI
MHTYUTUBHO NIOHATHA, B pe3yJbTaTe pa3pabOTUUKU U UHTETPaTOPhl TPATAT MEHbIIIE
BPEMEHH Ha TOHMMAaHWE apXUTEKTYpbl KOHKPETHOTO OOBEKTa M, KaK CIEICTBHE,
3HAYUTENbHO  CHIDKACTCSI  CTOMMOCTb  MPOEKTUPOBAHMS W WHTETPAIHH.
OOcnyKnBaHHE TaKUX CHUCTEM IO CPaBHEHHIO CO CTAHIAAPTHBIMH B IIEJIOM MPOIIIE,
XOTb ¥ TIPEIBSIBISIET HECKOJIBKO MHBIE TPEOOBAHUS K OIBITY IIEpCOHAIA.

K HemocTraTkaM MOMKHO OTHECTH TMOBBIIIEHHYIO CJOXXHOCTb W HOBH3HY
cTaHjapra. ¥ pa3paOOTUMKOB U MHTETPATOPOB MAJIO OMBITA MOCTPOCHUSI TIOJOOHBIX
CUCTEM, HO 3TOT HEJOCTaTOK, OUEBUIHO, BPEMEHHBIH.

Pa6oras ¢ MOK 61850, Heo6X01MMO MOHUMATh, YTO CTaHIAPT:

- He CTaHaapTu3yeT QyHKIUOHAIBHOCTD U aJlTOPUTMbI YCTPOUCTB,

- HE OIMCHIBACT KOHKPETHbIE METOAMKH BHEIPEHMS, KOMMYHUKAIIMOHHBIE
apXUTEKTYPhl WK TPeOOBAaHUS K KOHKPETHBIM IPOAYKTAM;

- chokycupoBaH Ha  ONMCaHUU  (QYHKIIMOHAJIBHBIX  BO3MOXKHOCTEU
NEPBUYHOTO W BTOPUYHOTO OOOPYIOBaHMS, (PYHKIHMHA 3alIUTHI, YIPABJICHUS WU
aBTOMAaTH3aINH, BUIUMBIX H3BHE.

besycnoBHo, Takas macimtabHas paboTa HE MOXET ObITh HjeabHOU. B
KayecTBE MPUMEPOB HETOYHOCTEH W HEJOpadOTOK CTaHAapTa, B YaCTHOCTH,
Ha3bIBAaCTCSl OTCYTCTBHE METOAMK (OpPManbHOM TPOBEPKH  COOTBETCTBHUS
TpeOOBaHUSAM CTaHJApPTA, PSAJ TEXHUUYECKUX HETOYHOCTEH B ONMUCAHHUM MapaMeTpOB
1 TIOJXO0JI0B K MX 00pabOTKe U Tak Jajee.

K HemocraTkam crTaHaapTa 4YacTO OTHOCAT HEKOHKPETHOCTh OIMHCAHMS
TpeOOBaHUI U CIMILIKOM OOJIBIIYI0O CBOOOAY MpH peaju3ali, 4TO, 0 MHEHHIO
pa3pabOTUMKOB, KaK pa3 SBJISETCS OJHUM U3 €ro IJIaBHBIX JOCTOMHCTB. Emie ogHum
HEJIOCTAaTKOM CHUCTeM, MocTpoeHHbix Ha MOK 61850, saBnsiercss moOBbILICHHAs
CTOMMOCTh MUKPOTPOIIECCOPHOTO 00opyaoBanus P3A, olHako, HY>)KHO TTOMHHUTb,
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yto npuMeHenne MOK 61850 paer psgx npeumyliecTB, WMEHHO I03TOMY,
KOJIMYECTBO TMOACTAHIMHA 1O BCEMY MHpPY, IOCTPOCHHBIX HAa OCHOBE ATOTO
cTaHaapTa, yBeauduBacTcs [32].

MOK 61850 3amymbiBajicsi Kak yHUBEPCAJIBHBIM CTaHIApPT, KOTOPBIN
MO3BOJIUT YIOPSIIOYUTh Pa3pO3HEHHBIC PEIICHHS] Pa3IMYHBIX MPOU3BOAUTENCH
YCTPOMCTB pENIeWHON 3alUThl M CHUCTEM TIepellayd JaHHbIX, MPUMEHSIEMBbIX Ha
MOJ/ICTAHIIMSIX.

CraHmapT NOJMYy4YWJICA JOCTaTOYHO CIOXKHBIM HMMEHHO H3-3a CBOEH
yHUBepcanbHOCTH. OH ONUCBHIBAET HE TOJBKO, KaK NEPENArOTCs JaHHbIE, HO W
3aKperUIsieT TpeOOBaHMSI K OMUCAHUIO JJICKTPUUYECKUX CHUCTEM Ha BCEX YPOBHSX,
HA4YMHAasg OT YPOBHS CHCTEMBI B IIEJIOM, 3aKaHUMBasg KOH(UTYypaluel OTAeIbHOTO
tepmuHaia P3A. CornacHo 3TuM TpeOOBaHUSAM, CUCTEMA OMUCHIBAECTCSI B TOHSTHOMN
U cTaHAapTu3zoBaHHOU Qopme. Bes nnopmanms o KOHPUTYypalusx XpaHUTCS B
daiinax onpeneneHHoro ¢opmara. ITo MPUBOAUT K TOMY, UTO pa3pabOTKa CUCTEM
Ha 6a3ze MOK 61850 npocra u noHsTHa.

2.2.3 Cmpyxmypa u codepoicanue cmanoapmos cepuu MIOK 61850

OnyOnuKoBaHHbBIC U TJIAHUPYEMBIE K TyOIuKauu cTanaapTsl cepun MOK
61850 UMEIOT ClIeayIONIUE 3aroJIOBKU U coepkanue[33]:

1. M3OK 61850-1 Beenenue u 0030p:

- BBEJICHUE U KpaTKuit 0030p ctangaptoB cepur MOK 61850.

2. MOK 61850-2 CnoBapb TEpMUHOB:

- TEPMHUHBI C COOTBETCTBYIOLIMMHU ONPEACICHUSAMHU, HCHOIb3YEMbIE B
crangaprax cepur MOK 61850.

3. MBK 61850-3 O6mue TpeboBaHUS:

- TpeOOBaHMs K KadyecTBY (HaAEKHOCTb, PEMOHTONPHUIOJAHOCTh, TOTOBHOCTb
CUCTEMBbI, MOOMJIBHOCTh, 0€30MaCHOCTb);

- YCJIOBHSI OKPY KaIOIEN CPeIbl;

- IOTIOJIHUTENBHOE O0CITY)KHBaHHUE;

- IpyTue CTaHAAPTHI U CTICIUPUKALINH.

4. MOK 61850-4 K ynpaBieHHI0 CUCTEMOU U MMPOEKTAMU OTHOCUTCS

- TpoeKTHbIe TpeOoBaHUs (Kiaccuukaius TMapaMeTpoB, MPOCKTHBIC
WHCTPYMEHTAJIbHBIE CPEJICTBA, JOKYMEHTAIHS);

- OKM3HCHHBIH IIUKI CHUCTEeM (BEpCHMM TMPOAYKIHMH, MPEKpalleHHe
MIPOU3BOJICTBA, MOJAEPKKA MOCIE NPEKPAILIEHUs TPOU3BOJICTBA);

- cHa0XCHHE KayecTBOM [00JIaCTH OTBETCTBEHHOCTH, WCIBITATEIbHBIC
o0opyioBaHus, MpOBEpKa OOOPY/IOBAHUM, 3aBOJICKME MNPUEMOYHBIC HCIIBITAHUS
(FAT) u npueMoyuHble UCTIBITAaHUS Ha TeppuTOpuu 3aKazuuka (SAT)].

5. MOK 61850-5 K tpeboBanusim cBA3M il GYHKIMM U MOJENE YCTPOMCTB
MO>KHO OTHECTH:

- OCHOBHBIC TPEOOBAHMUS;

- METOJ JIOTHYECKHUX y3JI0B;

- IOTUYECKUE KaHAJIbI CBS3H;

- koHuenuuu PICOM (eauHHMIIbI TepeIaBacMbIX JTaHHbIX);
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- JIOTMYECKHE Y3JIbI U COOTBETCTBYIOIIHME €IMHUIBI MEPEIABAEMbIX JAaHHBIX
(PICOM);

- pabouue napameTphl,

- pyHKINH;

- «IMTHAMUYECKHe CclieHapun» (TpeboBaHus K HHOOPMAITMOHHOMY TTOTOKY JIsI
pa3HBIX SKCIUTyaTallMOHHBIX YCIOBHUH).

6. MOK 61850-6 K s3biky onmcanusi KOHPUTYypamuil sl CBSI3U MEXKIY
MHTEJJIEKTYaJbHBIMU 3JIEKTPOHHBIMH YCTPONUCTBAMU HA AJIEKTPOTIOICTAHITUSAX:

- aHAJIN3 3aJIAHHOTO TIPOIIecca CUCTEMHOTO MPOESKTUPOBAHUS,

- paccmotpenue dopmara (aiisia oOMeHa CUCTEMHBIMH XapaKTEPUCTHUKAMA U
napameTpaMu KOHGUTyparuu Ha ocHoBe XML-s13b1ka, BKITIOUAET:

- ONKUCAHUE CEMAHTUKU (OJHOJIMHEIHOI) MEPBUYHBIX CXEM,

- ONKUCAaHUE KOMMYHHUKAIIMOHHBIX COCAUHEHUN,

- BO3MOXXHOCTU [ED-yCcTpOUCTB;

- IPUBSI3Ka JOTU4ECKUX y3710B IED-ycTpolicTBa K IIEPBUYHBIM CXEMaM.

7. MOK 61850-7-1 K npuniunam u MojeisiM 0a30BOM CTPYKTYPBI CBSI3U IS
MOJICTAHIIMMA U TUHEHHBIX 000PYI0BAaHUN OTHOCUTCS:

- BBezenne B MDK61850-7-1 —MDK61850-7-4;

- IPUHIIUIBI U MOJIENN CBSI3H.

8. MOK 61850-7-2 K OCHOBHOH CTPYKType CBS3U ISl TMOACTAHIMN U
JMHEUHBIX O0OPYJOBAHUM OTHOCHUTCS HaJIMUME aOCTpaKTHOro HHTepdeiica ycmayr
cBs3u (ACSI):

- ormcanue ACSI;

- crienu@ukanys adCTPaKTHBIX YCIYT CBSI3H;

- MOJIENIb CTPYKTYPHI 0a3bl TaHHBIX YCTPOUCTRA.

9. MOK 61850-7-3 K kmaccam o0mUX TaHHBIX OCHOBHOUM CTPYKTYPBI CBSI3U
JUISL TIOACTAHIIMKA U IMHEWHBIX 000pYA0BaHUMN !

- KJIacChI OOITUX JTAHHBIX U CBSI3aHHBIC aTPUOYTHI.

10. MBK 61850-7-4 OcHOBHasi TOCTPOCHHE CBS3U IS IOACTAHIMA U
JUHENHBIX 000pynoBanuii. K coBMECTUMBIM KilaccaM JIOTHUECKHUX Y3JI0B U Kjlaccam
JTAHHBIX:

- 000CHOBaHHE KJIACCOB JIOTMYECKUX Y3JIOB M KJIACCOB JaHHBIX; KIIACCHI
JIOTUYECKHUX Y3JI0B COCTOSIT U3 KJIACCOB JIaHHBIX.

11. MOK 61850-8 Cnenuduueckre 0ToOpakeHUsI CepBHCa CBS3U:

- MOKa3aTelib CEPBHUCOB, MCIOJB3YEMbIX IS CBSI3M B Mpelaesiax Bceu
MOACTaHIIUH.

12. M3BK 61850-9 Crnenmduaeckne oTOOpa)KeHUsI CEPBHCA CBSI3H:

- OTOOpaX€HUsI CEPBHCOB, KOTOPBIE UCIIOIB3YIOTCS MJId Tepeaadu
BBIOOPOYHBIX AHAJIOTOBBIX 3HAYEHUH.

13. M3K 61850-10 IlpoBepka COOTBETCTBUIA:

- IPOLIETYPbI TPOBEPKHU COOTBETCTBUS;

- CHa0XeHUE U TIPOBEPKA KaueCTBa;

- TpedyeMast TOKyMEHTaITsI;

- IPOBEPKA COOTBETCTBUM JJISI OPEAEIEHHBIX YCTPOUCTB;
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- cepruduKanys HUCHBITATEIbHBIX LIEHTPOB, TPEeOOBAHHWA U aTTeCTaUs
UCIBITATEIBHBIX 000pynoBanuii [33].

Yactu 3, 4 m 5 Cranaapra HA4YMHAIOTCA C ONpeeieHUs oOmuX u
OTIPEICICHHBIX (PYHKIIMOHANBHBIX TpeOOBaHUN K KaHallaM CBSI3UM TIOJICTaHLIUU
(ocHOBHBIE TpeOOBaHMSI M3JOKEHBI BBIINIE). OJTU TpPeOOBaHUS B JalbHEMIIEM
MPUMEHSIOTCS B KaU€CTBE 3a1al0IIMX (DYHKIIMH 1711 pacliO3HAHUS HY>KHBIX MojieNel
uHpopMaIuu U 0OCTYKUBAHUS, TPOTOKOJIA PUKIATHON MPOTPAMMbl U HaYaJIbHBIX
9JIEMEHTOB Tiepenaud HHQOpMAIMH, CETH, KAaHAJIOB Nepenadyd HHQOpMaluu |
buznyecKux ypoBHEH, COOTBETCTBYIOIINE K OOLTUM TPEOOBAHUSM.

bazoBass KOHUENUUs apXWUTEKTYyphl, KOTOpas HpuHATa B craHpapre MOK
61850, BxoauT B abcTparnpoOBaHHOM OTPECICHUH (OTTMCAaHUM) CPECTB JAHHBIX H
oOCITy’)XKHBaHHs, T.e. CO3JaHHE DJIEMEHTOB/OOBEKTOB JaHHBIX W CEPBUCHBIX
(GYHKIMI, KOTOpbIE HE 3aBHUCIT OT MPOTOKOJIOB HMKHETO ypOBHS. AOCTpakTHBIC
OTIpEJICIICHHS TTO3BOJISIIOT PACIIPEACIIUTh OOBEKThI JAHHBIX U CEPBUCHBIE (QYHKIUU
10 JI0OOMY JIpyroMy MPOTOKOIY, €CJIM OH COOTBETCTBYET TPEOOBaHUAM JIaHHBIX U
oOciyxuBanus. OnpezesneHne aOCTPaKTHBIX CEPBUCHBIX (YHKIMM NMPUBOAUTCS B
Yactu 7.2, a aOCTpakTHOE IMpeACTaBiICHUE OOBEKTOB JAaHHBIX (OTHOCUTENIBHO
JIOTHYECKUX Y3JI0B) conepxkutcs B Yactu 7.4. Tak, kak 0OBEKThl JAHHBIX CTPOSTCS
13 00IIMX CTaHAApPTHBIX YacTel (k npumepy, CoctosiHue, Ynpasienue, V3mepenue,
3amena), ObuM pa3paboTaHbl KOHIENIMU KiaccoB oOmux naHubix (nau CDC),
ONPEAENSIONIME CTAHAAPTHBIE COCTABHBIE AIIEMEHTBI, TPU MOMOIIN KOTOPBIX MOXKHO
clielaTh HAMHOTO CIIOXKHBIE COCTaBHBIE 00beKThI HHpopMarmu[33].

OnucaHue 31eMEHTOB KJIaCCOB OOIIMX JaHHBIX pacnucansl B Yactu 7.3.

Kak TonMbKkO OBUTM TpencTaBlieHbl aOCTPAaKTHBIE OINPEAECICHHS JTaHHBIX U
oOCy’KMBaHUs, HAUMHAETCS MOCIAEAHUI 3Tan — «IIpeodpa3zoBaHue) aOCTPAKTHBIX
cCepBUCHBIX (GYHKIMN B (pyHKUIMOHUpYIOMUNA mpoTokod. Pasznmen 8.1 ompexpensier
npeoOpa3zoBaHrue aOCTPAKTHBIX OOBEKTOB JAaHHBIX M CEPBUCHBIX (YHKIMHA B
craugapr MMS2 uyToOBl mEpenaBaTh YBEIOMJICHHS BHYTPU NPEAIPUATHS —
Crnernudukanus Tpou3BOICTBEHHON ciy»)0b1 coobmienuit (MMS - Manufacturing
Messaging Specification). Pasmenst 9.1 u 9.2 omnpenensioT BbIOOPOUYHBIC
U3MEpEHHbIE 3HaYeHUs! (OJHOHAMpPaBJIEHHbIEC ABYXIYHKTOBBIE U JIByHAlpaBJICHHbIE
MHOTOTOYEUYHBIE COOTBETCTBEHHO) B Kajpe naHHbIX Ethernet. B Yactu 9.2 maercs
ONMCAHHUE TEXHOJIOIMYECKOW IUHBI.

C TOYKM 3pEHUS CHUCTEMBbI  CYIIECTBYET 3HAUMUTENbHBIH  00BbEM
KOH(UTypUpOBaHUs, HEOOXOIUMBIN sl (DYHKIIMOHMPOBAHUS BCEX COEIMHEHHBIX
BMecTe 4Yacteil. JlJig ympolieHus 3TOro mpoiecca M HCKIOYEHUS KOMIIOHEHTa
yenoBeueckod  ommOku B Yactu 6  OpUBOAMUTCA  ONKCAHHUE  A3bIKa
koH(purypupoBanusa mnoxactaniuu (SCL), ocHoBanHoro Ha sa3pike XML. On
npejcTaBiseT cooo popmanibHOe onrcanue oTHomeHui Mexay ACY mojactanium
U caMoM mojcTaHiuen (pacnpenyctpoilctBoM). Ha mpukiagHOM ypOBHE MOKHO
ONHCaTh CaMy TOMOJIOTHYECKYIO CTPYKTYPY PaclpelyCTpOMCTBA U €€ OTHOILICHHE K
byakuusim  ACY  TIC  (siormdeckum — y3iiaMm), CKOH(MUTYpUPOBAaHHBIM  Ha
MHKPOITPOLIECCOPHBIX JIEKTPOHHBIX yCTpoucTBax. Kaxaoe ycTpoWCTBO HOJIKHO
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MpPEAOCTaBUTh SCL daiin, OMUCHIBAIOIIMI CaMOKOH(UTYPUPOBAHHE
noactaniuu[33].

Xotsi mnepBoHauvanbHO craHgapT MOK 61850 paszpabarbiBancs ans
NPUMEHEHUsI BHYTPH TMOJICTAHIIMK, B HACTOAIIEE BpeMs BEAYTCS IUCKYCCUU 00
onpeaeneHun crangapra MOK 61850 kak rimaBHOTO MPOTOKOJIA CBA3W MOJACTAHIIUN
(y’x&e ecThb HECKOJbKO ciydaeB mnpumMmeHeHus). KpoMme TOro, u3BecTHBI ciydau
NPUMEHEHUsI pa3JIMYHBIX KOMMOHEHTOB cranjnapta MOK 61850 nns riobanbHOM
CUCTEMBI CBSI3U MEXY MOJCTAHIIUSIMU.

B wactm 10 noxkyMeHTa yCTaHaBJIMBAETCS METOJMOJOTHIO IPOBEPOK IS
OMHUCAaHUS  «COBMECTUMOCTH»  MHOXXECTBA  ONPEACIICHUN  MPOTOKOJIOB U
OTpaHUYCHUM, KOTOPHIE OMUCHIBAIOTCS B IAHHOM JIOKYMEHTE.

B ocTanbHBIX 4acTsAX TEKCTa MPOU3BOAUTCS JIETATIbHOE ONMUCAHUE PA3TUUYHBIX
yacrei cranaapra MOK 61850.

2.3 IIporokoan GOOSE

[TpoToxon GOOSE, onucannsiii rmaBoit MOK 61850-8-1, saisercs ogaum u3
HanOoJIee MUPOKO M3BECTHBIX MPOTOKOJIOB, MPEAYCMOTPEHHBIX cTaHaapToM MOK
61850. JlocioBHo pacmdpoky abopesuatyper GOOSE — Generic Object-
Oriented Substation Event — wMoxHO TmepeBecTH Kak «oOmee O0OBEKTHO-
OpHUEHTHPOBAHHOE COOBITHE Ha MOACTaHIUU». OTHAKO Ha MPAKTHKE HE CTOUT
IpUIaBaTh OOJIBIIIOE 3HAUYEHNE OPUTHHATLHOMY Ha3BaHHIO, TOCKOJIBKY OHO HE JaeT
HUKAKOTO TIPEICTaBICHUS O caMoM TpoTokose. ['opa3mo ymoOHee MOHWMATH
npotokos1 GOOSE kak cepBHC, MpeIHA3HAYCHHBIN JIJI1 0OMEHA CUTHAJaMHU MEXTY
P3A B mudposom Buze [36].

Dopmuposanue GOOSE-coobwenuii. HabGoper  mannHpix  Dataset
MPUMEHSIOTCST  JUIsl TPYNIUPOBKUA JTAHHBIX, KOTOpble OyayT OTHpPaBiIsATh C
npumeHenueM wMexanuzma GOOSE-yBenomnenuit. B nmanpHeiiiiem B OJoke
ynpasinenus: otnpaBkoii GOOSE mpenocrtaBisieTcs ccbulka Ha (HOPMHUPOBAHHBIN
HaOop naHHbIX. [Ipu Takom packiaze yCTpOHCTBO MOHUMAET, KaKue OIpeIeIICHHbIE
JNaHHble ciaenyer oTnpaBuTh. [Ipunnun nepegaun GOOSE-yBenomieHuit
npenacrasiieH Ha pucynke 2.10.
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% TMonyyarens
§ GOOSE-coobuenvs
= z (verpoiicTso )
z =
OmnpaBuTeNb S ‘2
GOOSE-cooGuiexus 3 3
(YCTPOWCTBO X) g
S Monyyarens
E GOOSE-coo6Lyexus
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Pucynox 2.10 - [Ipunnun noctpoenus GOOSE — yBenomienuii

HyxHo He 3a0biBaTh 0 TOM, 4TO B pamkax ogHoro GOOSE -yBemomienus
MOJKET TIepeIaBaThCs JIMIIb OJHUM 3HaYCHHUEM (K MPUMEpyY, CUTHAI mycka MT3), k
TOMY K€ B OJTHO BpeMs MOKa3aTeIN HECKOJIbKUX 3HAYCHUH (K MpUMEpy, CUTHAIIbI
IyCKa, TaKXe CUrHaibl cpadarteiBanuss MT3 u t1.m.). VYcrpoiicTBa, KOTOpBIE
MOJIyYalOT CHUTHAJbl TAKXKE HMMEIOT BO3MOYKHOCTh M3BJEKATh M3 IMAaKETa TOJIbKO
TaKHe JaHHbBIE, 4TO He0OX0 MBI eMy [36].

[TepenaBaembii maker GOOSE- yBegomieHHil HMEET BCE ITOKa3aTEIn
TEeKYIIUX 3HAYEHUU aTpuOyTOB JaHHBIX, KOTOpPHIE BHOCSTCS B COBOKYITHOCTb
JTaHHbIX. B ciydam ecnu u3MEHsIeTCs Kakoe-IM0O  3HauyeHUe aTtpuOyToB, TO
YCTPOWCTBA pPa3oM NPUMETCS HHUIMUPOBATh IOChUIKY HoBoro GOOSE-
yYBEIOMJICHHUI ¢ OOHOBJICHHBIMH JaHHBIMH (Ha pucyHke 2.11).

OTcyTCTBMe MDMEHT BO3HMKHOBEHMA K3 MomeHT NUKBUALMM K3
NyCKa 3aLLUTHI

(S=0) @ ﬂycu awmThl (S=1) Busapar 3wl (S=0)

=]
g i 4 ¢,,¢M $, 4
S mcl 4mec 7’8 e imc 2mc
Fu"lﬂKCHMﬂ.I‘IbeII{ Tlepeuiii nogTop
nepefa4u
nepuoj Nepeaan
COOBLLIEHNA COOGLLIEHHA

(Hanpumep, 50 mc)

Pucynok 2.11 - Ilpunnun nepegaun GOOSE — yBenomiieHHit
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IIo cBoemy HazHaueHutro GOOSE - yBegOMIIEHMM TIPHU3BAHO 3aMEHUTH
nepenavyy JUCKPETHBIX CUTHAJIOB IO CETH ONEPaTUBHOrO TOKa. PaccmoTpum, Kakue
TpeOOBAHUS TPU 3TOM MPEIBIBISAIOTCS K IPOTOKOJIY Mepeiavyn JaHHbIX [36].

VYcrpolicTBa -OTHpaBUTENHM TepefaloT 1o cetu Ethernet npanHbie B
JVAIAa30Hbl, 4YTO IIMPOKO BEIIAIOT. B Takux yBEIOMIICHHSIX HMEETCS aJapec
OTHPABJIAIOLIETO U aApecaT, Yepe3 KOTOPBIX MPOUCXOAUTh UX MEpeaada, K TOMy XKe
3Ha4YeHUs1 curHajgoB (kK mipumepy, «0» wumm «1»). VYcTpolicTBa-moxydaTean
NPUHUMAIOT  yYBEJOMJIEHUS, KOrJa JpPYyrHE€ OCTaBIIMECAd YCTPOMCTBA  UX
urHopupyror. Tak, kak ornpaBka GOOSE - yBenOMIIEHHWH BOCIPOM3BOJIMTCS B

Uana3oHe IIMPOKOr0  BEIIAHUs, BepHEe HECKOJIbKUM  TOJTy4YaTelisiM,
JI0KA3aTelIbCTBO OTCYTCTBHS YBEJAOMIICHUS NPUHATHS Toiydarensmu. [lo sroit
npuunHe mnepegada GOOSE - yBeJOMJICHMH TIPOU3BOAUTHCS OMPEAECICHHO

TICPUOJIUYHO B YCTAHOBJICHHOM PEKUME MEPHOAUIHOCTHIO [37].

Kak Tonmpko HacTymaeT HOBOE COOBITHE B cuUCTeME (K MpHUMEpY, KOPOTKOE
3aMbIKaHUE M B PE3yJIbTAaTe, IyCKa OPraHOB 3alIUThl MU3MEPEHUS) HAYMHAETCS
paHIOMHas OTIpaBKa YBEAOMJICHHMH NPU TMOMOIIM HHTEPBAJIOB BPEMEHHU, YTO
MIOCTETNICHHO yBenuuuBaetcs (K mpumepy, 1, 2, 4 MHUJUITMCEKYHIBI | T.11.). IHTEepBas
BPEMEHU MEXAY OTIPABISIEMBIMU YBEAOMIICHUSAMH PACTET, 10 TOTO MOMEHTA MOKa
HEe OyIeT JOCTUTHYThl MpeleibHble 3HAUYEHMs, KOTOPBIE ONPEAEIIAIOTCS
noJyib3oBatesieM (K npumepy, 50 mc). B nmanmpHelmeM, 10 HACTYIUIEHUS HOBBIX
COOBITHI B cUCTEME, repeada OyJIeT MPOU3BOJUTCS UMEHHO C TAKUMU MEPUOIAMHU
BpEeMEHHU. YKa3aHHOE MPeCTaBlIcHO Ha pucyHke 2.11 [37].

TexHoJIOrMM TOBTOPHOW TMEepeayd TapaHTUPYET MOJy4YEHUE aJpecaTom
YBEJIOMJICHHM, HO M OOECMEYMBAET KOHTPOJb HUCHPABHOCTH CBS3HOW JUHUU U
YCTPOMCTBA — pa3iUYHbIe HEUCIPABHOCTH OOHAPYKHMBAIOTCA IO HCTEYCHUU
HauOombiiero mnepuona pasgaun GOOSE - yBenomsieHM (C TOYKH 3pEHHUS
UCIIOJIb30BAaHUsl TPAKTUYECKH MOMEHTalbHO). B ciydasx mnepegaun CHUrHajoB
TpaJMLIMOHHBIM 00pa30M HEUCIPABHOCTH BBISBIIAETCS JIMOO B MPOLIECCE MIIAHOBOM
MPOBEPKH YCTPOUCTB, JMOO B Cilydae HEMPABWIHHOW PabOThI CHCTEMBI peeiHHOM
3alMThl U aBTOMATHKH [37].

Eme omnoii ocobennocthio mepenaun GOOSE - yBemoMieHUi sBIsSETCS
UCIIOJIb30BaHUE (PYHKIUN YCTAHOBKM NPUOPUTETHOCTU MepeJayd TelerpaMmm
(priority tagging) cranmapta Ethernet IEEE 802.3u, me ucnomsiyromuecs s B
Ipyrux npotokoisax, B Tom yucie ypoBHs TCP/IP. To ectb GOOSE - yBenomneHuu

UIYT B 00XOJ «HOPMAJIbHBIX» TeJerpaMM C 0o0Jie€ BBICOKUM IMPUOPUTETOM (Ha
pucynke 2.12) [37].
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Pucynox 2.12 - I[Ipuopurernocts nepenaun GOOSE - yBeqoMIICHHMA

Opnako cranmapr MOK 61850 peknmapupyer mnepenadyy HE TOJBKO
JUCKPETHON HMH(pOpMaluu MeXAy TepmMuHaiamu P3A, HO W aHamoroBou. ITo
O3HAYaeT, 4To B OyAymeM OyJIeT MMEThCS BO3MOXKHOCTb NEpelayd aHaJIOrOBOM
unpopmaiuu or TT m TH no uudpoBbiM kanamam cBsi3u. Jljig TOro 4TOOBI
ucnons3oBaTe GOOSE - yBeTOMIIEHHUs IS NIEPEIadn JUCKPETHBIX CUTHAJIOB MEXKY
tepMuHaiaMu P3A HeoOxoauma I0OCTaTO4HAas HAJEKHOCTh U OBICTpOJCHCTBHUE
nepenaun GOOSE - yBenomnenuii. Hanexunocts nepenaun GOOSE - yBegomieHuit
00ecreynBaeTcs CACAYIOMIMM:

- npotokoa MOK 61850 ucnonsizyer Ethernet-cetb, 3a cuet 3TOro BBIXO] U3
ctpost BepxHero ypoBHs ACY TII u nro6oro u3 ycrporicts P3A He oTpaxkaercst Ha
nepenaue GOOSE -yBenoOMIIEHHI OCTaBIIMXCS B pa0OTE YCTPOMCTB;

- tepmuHaiibl P3A mMmeror nBa HezaBucuMbix Ethernet-mopra, mpu BbIxoje
OJTHOTO U3 HUX U3 CTPOs BTOPOM €ro IMOJHOCTHIO 3aMEHSIET;

- CETEBbIE KOMMYTAaTOPBI, MOJKJIFOYaroIIMecs ycrpoicTsa P3A, coequusaroTcs
B JIBa HE3aBUCUMBIX «KOJIbLIA»;

- pa3Hble TOPTHl OJHOTO TEPMHUHAJA PEJIEHMHONW 3alUThl U ABTOMATHUKH
MOJKJIIOYAIOTCS K Pa3HBIM CETEBBIM KOMMYTAaTOPaM, OJKIIOUEHHBIM K Pa3IMYHbIM
«KOJIBLIAM»;

- KaXIbI CEeTeBOM KOMMYTAaTOp HMEET AyOJIMpOBAHHOE NUTAaHUE OT
Pa3TUYHBIXUCTOYHUKOB [37].

Bo Bcex ycTpoiicTBax peneidHON 3aluThl U aBTOMATHUKHA BOCIPOWU3BOJUTCS
IIOCTOSIHHBI KOHTPOJIb BO3MOXHOCTH TPOXOXACHUS KaXXJOr0 CHUTHaJa. ITO
MI03BOJIIET aBTOMATHUECKH OIPENETUTh HE TOJIBKO OTKa3bl HU(PPOBOM CBSA3H, TAKKE
OLIMOKH MapaMeTpUPOBAHUS TEPMHUHAJIOB.
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Pucynok 2.13 - Ctpykrypras cxema cetu Ethernet moacranmmii

Ha pucynke 2.13 uzobpaxen npumep cTpykrypHoM cxembl cetu Ethernet
(100 Mb6wut/c) noacranuuu. Otka3z B nepenaye GOOSE -yBenoMJIEHHI OT OJHOTO
YCTPOMCTBA 3alIMTHl APYrOMY BO3MOKEH B pE3yJbTaTe COBHAJACHUS KaK MUHUMYM
IByX coObiTHil. Hampumep, OJHOBpEMEHHBIM OTKa3 JABYX KOMMYTaTOpPOB, K
KOTOPBIM TOJIKJIIFOYEHO OJHO YCTPOMCTBO WM OJHOBPEMEHHBIM OTKa3 000MX
MOPTOB OJHOTO yCTpoicTBa. MoryT ObITh U O0Ji€ee CII0KHBIE OTKa3bl, CBI3aHHBIE C
OJIHOBPEMEHHBIM HaJO0KEHHEM OOJIbIIIETO KOJIMYeCcTBa COObITHH. Takum oOpaszom,
€MHUYHbBIE O0TKa3bl 000PYI0BaHUS HE MOTYT IPUBECTH K O0TKa3y nepeaaun GOOSE
yBeIOMJICHUH. J|ONOTHUTENBHO YBEIUYUBAET HAZEKHOCTh TO OOCTOSITENILCTBO, UTO
Jaxe B ciy4yae oTkaza B nepenade GOOSE - yBemOMIIEHW, YCTPOMCTBO,
NPUHUMAIOILEE CHUTHAJ, BBIAACT CUTHAJ HEHUCIPABHOCTH, U MEPCOHAN JOJIKEH
NPUHSATH HEOOXOIMMBIE MEPHI IS ee ycTpaneHus [37].

Llugposvie  kKommynuxayuu 63amen  ananoz2oevix. Jns  pazpaboTku
aIbTEPHATUBBI LEMSAM TE€PElaud CHUTHAJIOB MEXIY YCTPOWCTBAMHU PEIICHHON
3alUThl OBLIM MpPOAaHAIU3UPOBAHbI CBOMCTBA MH(OpPMALMK, NIEPEIaBaAEMON MEXIY
ycTpoiictBamu P3A nmocpencTBOM AUCKPETHBIX CUTHAJIOB:

— Majbli  00beM HMHPOpMalUU: MEXIy TepMHHAIaMU (paKTUUYECKU
NEPEealoTCsl 3HAYEHUS «UCTUHA» M «JIOXKb» (WM JIOTMYECKUH «HOMbY» U
«EAVHULIAY);

— TpeOyeTcsl BbICOKasi CKOpPOCTh mepedaud HH@opmaiuu. bosbma’s yacTb
JMCKPETHBIX CUTHAJIOB, MEpeJaBaeMbIX Mexay ycrpoiictBamu P3A, mpsMo wiu
KOCBEHHO BJIMSET Ha CKOPOCTh JIMKBUJALUMU HEHOPMAJIBHOIO PEXHMA, MO3TOMY
nepeaya CUrHajia JOJKHA OCYLIECTBIIATHCS ¢ MUHUMAJIBHOM 33J1€PIKKOI;

42



— TpeOyeTcsl BBICOKAsk BEPOSITHOCTh JJOCTAaBKH YBEIOMIICHHMS JIJIsl peau3aliu
OTBETCTBEHHBIX (DYHKITUH, TAKUX KaK MOJa4a KOMaH/bl OTKIFOYCHUS BBIKIIFOUATEIIS
or P3A, oOmen curHamamu wmexay P3A mpu BBINONTHEHHHM paclpeleIeHHBIX
bynkuuii. HeoOxonuMo obecnieyeHre rapaHTUPOBAHHON JOCTABKU YBEJOMIICHHUS
KaK B HOpPMaJbHOM peXuMe paboThl HU(POBON CETH Nepenadyd JaHHBIX, TaK U B
ClIly4yae €e KpaTKOBPEMEHHBIX COOEB;

— BO3MOXXHOCTbH Tepeaaud COOOIIEHUH cpa3y HECKOJbKHM ajpecaTtam. [lpu
peanu3ald HEKOTOPBIX pacmpenesieHHbIX (QyHkiuid P3A Tpebyercs mnepenaya
JAHHBIX OT OJJHOT'O YCTPOMCTBA Cpa3y HECKOJIbKHUM;

— HeoOXOJIMM KOHTpPOJIb LEJOCTHOCTU KaHalla nepeaadn AaHHbIX. Hanuuwne
GyHKUIMU AMATHOCTUKU COCTOSIHUS KaHaja Mepefadyu JaHHBIX MO3BOJISIET MOBBICUTh
KOA(p(UIIMEHT TOTOBHOCTH TMIPH TM€pelaye CHUTHalIa, TEM CaMbIM TOBBIIIAS
HAJICKHOCTH (DYHKITUH, BHITIOIHAEMOM C TIepenadeil yka3aHHOTO yBeaomieHus [35].

[lepeuncnennpie TpeOOBaHUS MPUBEIH K pa3paboTke mexanuzma GOOSE -
COOOIIICHNH, OTBCUAIOIIMX BCEM MPEIBIBIIEMbIM TpeOOBaHuUsIM [35].

Obecneuenue ckopocmu nepedadu 0anHvlx. B cOOTBETCTBUU ¢ TpeOOBaHUAMHU
crangapta MOK 61850 nepenaua GOOSE -cooOmieHuid JOJKHA OCYIIECTBISATHCS
cO BpeMeHeM He Ooiiee 4 Mc (11 COOOIIeHM, TpeOymUX OBICTPON Mepenayu,
HaIpuMep, IS Iepeiaun CUTHAIOB cpadaThiBaHus 3aluT, myckoB AIIB u YPOB u
T.11.). BooO11ie roBops, BpeMs nepenayn 3aBUCUT OT TOIOJIOTUU CETH, KOJINYECTBa
YCTPOMCTB B HEW, 3arpy3KM CETH M 3arpy3Kd BBIYUCIHMTEIBHBIX PECYPCOB
TEPMUHAJIOB P3A, BEpCUU ONEPALTMOHHOU CHUCTEMBI TEpMUHAIIA,
KOMMYHHUKAIIMIOHHOTO MOZYJIA, THIA IEHTPAJIbHOTO IMpoleccopa TEpPMUHANA,
KOJIMYECTBA KOMMYTAaTOPOB M HEKOTOPBIX JpYrux acnektoB. [loaTtomy Bpems
nepenaun  GOOSE  -cooOumieHWil  AOMKHO  OBITh  MOATBEPKIEHO  OIBITOM
sKcruryatauuu. Mcnons3ys 1y mepemauu  AUCKpeTHbIX cur”HanoB GOOSE -
YBEJIOMJICHUSI HEOOXOMMO 00OpallaTh BHUMAaHHE HA TO OOCTOSITEILCTBO, YTO MPHU
WCITOJIb30BAaHUU aINMapaTypbl HEKOTOPBIX MPOU3BOJUTENECH, B Cllydae OTKa3a JUHUU
CBSI3W, 3HAUEHUE NEPEIaBaeMOr0 CUTHaja MOXKET OCTaBaThbCS TAKUM, KaKHMM OHO
OBLJIO TOJIyYeHO B MOMEHT IpHeMa MOCieIHero yBeaomineHus. OHaKko Npu OTKaze
CBSI3M OBIBAIOT CIIy4au, KOTJa CUTHAI JJOJDKEH TPUHUMATh ONPEEICHHOE 3HAaUCHHE.
Hampumep, 3Hauenue cur"aina 6moxkupoBku MT3 BBonma 6—10 kB B moruke JI3III
IpU OTKa3e CBS3M 11eJ1eCO00pa3HO YCTaHOBUTH B 3HaueHUEe «1», yTtoObl npu K3 Ha
OTXOJSIIEM MPUCOESTUHEHUN HE MPOM30LUIO JIO)KHOTO OTKJIIOYEHHsS BBoja. Tak, K
npuMepy, Mpy MPOCKTUPOBAHUM TEPMUHAIIOB (PUpMBI Siemens U3MEHUTh 3HaUYCHUE
CUTHaja MPHU OTKa3e CBSI3U BO3MOXKHO C MOMOUIbIO CBOOOJHO-TIPOrpaMMUpPYEMOit
CFC norukwu (pucynok 2.14) [37].

K CFC-6moxky SI GET STATUS moaBoauTcs NpWHUMAaeMbId CUTHaI, Ha
BbIXOJIe OJIOKa Mbl MOXXEM TMOJY4YUTh 3HaueHue curHana «Value» um ero crartyc
«NV». Ecniiu B TeueHHe OMpPENCICHHOTO BPEMEHHM HE IMOCTYMHUT COOOIIEHHE CO
3HAUEHUEM CUTHasa, ctaTyc curHaina «NVy» nmpumer 3Hauenue «1». Jlamee crartyc
CHrHaja W 3HAa4YeHWEe curHaia noxsoasTcs K snemeHty «MJIWM», Ha BeIXOAE
KOTOPOTo OyJeT MOJyuYeHO 3HauYeHUEe CUTHAJIA TIPU WCTIPABHOCTH JIMHUM CBSI3U WITU
«l» Tpu HapylIeHUW HWCMIPABHOCTU JMHUU CBS3U. VI3MEHUB JIOTMKY, MOXKHO
YCTaHOBUTH 3HAYCHHE CUTHAJIa PaBHBIM «0» MpH 0OpbIBe cBsi3u [37].
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PucyHnok 2.14 - I3MeHeHne 3Ha4€HHs IPUHUMAEMOI0 CUTHaa Py
HapyLIEHWU JIUHUU CBSA3H IIPU IIOMOIIY CBOOOAHO-IIPOrpaMMHUPYEMOM JIOTUKH

UcnonszoBanue GOOSE - yBEeOOMJICHUMH TPEABSABISIET CHEHUAIBHBIE
TpeOOBaHMS K HajJaJKe M DJKCIUIyaTalldd YCTPOWCTB pEJICHHON 3alluThl U
aBTOMaTHKd. BO MHOroM mpoliecc HajdaJkd CTAHOBHUTCS MPOIIE, OAHAKO MpPH
BBIBOJIE YCTPOMCTBAa M3 pabOThl HEOOXOJUMO CIEAUTh HE TOJBKO 32 BBIBOJIOM
TPaIUIIMOHHBIX IIeTIe, HO W HE 3a0bIBaTh OTKIIOYaTh mnepenady GOOSE -
yBegomiieHuid. [lpy u3MeHeHUM mapamMeTpupoBaHUs OAHOrO YycTpoiictBa P3A
HEOOXOJIMMO MPOU3BOJAUTH 3arpy3Ky (aiija mapamMeTpoB BO BCE YCTPOICTBa, C
KOTOPBIMH OHO OBLIO CBsi3aHO [37].

Omnpaska ungopmayuu Heckorbkum aopecamam. Jljis axpecauu KaapoB Ha
KaHaJIbHOM YPOBHE HCHOJIb3YIOTCS (DPU3WUYECKHE aJpeca CETEBbIX YCTPOWUCTB —
MAC-anpeca. Ilpu stom Ethernet mo3Bomsier OCyIIECTBIATH TaK HA3BIBAEMYIO
IPyNIoOBYI0 pacchbUlKy coobmenuii (Multicast). B takom ciayuae B moine MAC-
aZpeca ajpecara yKa3bIBaeTCs aJpec IPyNnoBON pacChUIku. s MHOTOAIpECHBIX
pacchuIoK no NMpoTokoiy GOOSE ncnonb3yercss ONpeAeICHHbIA JUana3oH aIpecoB
(pucyHok 2.15).

01 Oc-cd 01 xxxx

I WMpeHnTudukatop cooblieHna
B AMana3zoHe 00-FF

Wpentudmkartop coobweHna
B Owanaszode 00-01

WaeHTudukatop npotokona GOOSE

[wanasoH agpecos,
3ape3epBUPOBaHHBIN 33 TK 57 M3K

M peHTUgKUKaTOP MHOMOaapecHo
pacchInKmn

Pucynox 2.15 - /luanaszoH agpecoB MHOTOAIPECHON PACCHUIKH IS
GOOSE - yBenomieHui

VYBenomienus, Kotopble UMeroT 3HaueHue «01» B mepBoM OKTeTe ajapeca,
OTIPABJISAIOTCS Ha Bce PU3HUECKUE UHTEP(EICh B CETH, TOITOMY (PaKTUUECKH

MHOT0a/IpecHasi pacchliika He UMeeT (PMKCUPOBAHHBIX aJipecaToB, a ee MAC-
azpec SBISIETCS CKOpee HISCHTHU(PUKATOPOM CaMOM pacChUIKM M HE YKa3bIBaeT
HaNpsAMYIO Ha ee mojrydareiei [35].

Takum o6pazom, MAC-aapec GOOSE - yBegOMJICHHSI MOXET OBITh
UCII0JIb30BaH, K MPUMEPY, NMPU OpraHU3aluud (PUIbTpAUU COOOIIEHU Ha CEeTEBbIX
koMmmyTaTopax (MAC-dunbTpanun), K TOMY K€ YKa3aHHBIN apec MOXKET CITY)KHUTh
B KauecTBe UACHTU(UKATOPA, HA KOTOPHIM MOTYT OBITh HACTPOSHBI MPUHUMAIOIIINE
YCTPOWCTBA.
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Ilostomy mnepemauy GOOSE - yBenOMIIEHMM MOYKHO CpaBHHUBAaTb C
PaMOTPAHCIISIMEH: COOOIIEHNE TPAHCIUPYETCS BCEM YCTPONUCTBAM B CETH, HO IS
MOJyYeHUsT W TOCTEeAyIoniell OO0paOOTKH yBEIOMIICHHS YCTPONCTBO-IIPHEMHHK
JIOJDKHO OBITh HACTPOCHO Ha IMOJIYUYCHHE STOr0 YBeAOMIICHHS (Ha pucyHKe 2.16).

m YerpohcTeo nognucaHo
W nony4daet cooblweHne

YcrpoicTeo nognucaHo
W nony4aeT coobueHne

YCTPORCTBO HE NOANMCAHD,
OHO NONY4HNo CooBWEHWE,
HO WTHOPUWPYET ero

m CoobweHwe oTGUNETRPOBAHO

Ha KoMMmyTaTope

I'Iyﬁnuna'uuﬂ
GOOSE-coobieHnn

Pucynok 2.16 - Cxema nepenaun GOOSE - yBenomieHuit

l'apanmuposannas docmaexka coobwjeHull U KOHMPOIb COCMOAHUSA KAHAA.
[lepenaua cooOlIeHUE HECKOJBKUM ajpecaTtaM B pexume Multicast, a Taxxe
TpeOOBaHUS K BBICOKOM CKOPOCTH IEpenayd JaHHBIX HE MO3BOJSIOT peaan30BaTh
npu niepepade GOOSE -cooOuieHuil MmoyiydeHue MOATBEPKICHUNW O JIOCTaBKE OT
nonmyuyateneid. Ilpomenypa oTHmpaBKM JaHHBIX, (OPMUPOBAHUS MOIYYarOIIUM
YCTPOMCTBOM  NOJATBEPXKJEHUS, MpueM U o0paboTKa €ro yCTpOHCTBOM-
OTIPAaBUTENIEM W TOCIEAyIoNlass MOBTOPHAs OTHpaBKa B cllydae HEyJayHOU
HOMBITKMA 3aHAMU Obl CIMIIKOM MHOTO BpPEMEHHM, YTO MOIJIO Obl NPUBECTU K
Ype3MepHO OOJIBIINM 3aJIepKKaM MPH Mepeiaye KPUTHISCKUX CUTHAIOB [35].

Bwmecto atoro mist GOOSE - yBenomiieHUN ObLI peaan3oBaH CHEIUATbHBIN
MEXaHU3M, 00€CTIeYMBAIOLINI BBICOKYIO BEPOSTHOCTD JOCTABKH JJAaHHBIX.

Bo-niepBbIX, B YCIOBUSIX OTCYTCTBUSI I3BMEHEHHI B MepeAaBaeMbIX aTpudyTax
JNaHHbIX MakeTbl ¢ GOOSE - yBeIOMIICHUAMHU TMEPENANOTCS LUKIMYECKH Yepe3s
YCTaHOBJICHHBIA TMOJb30BaTeaeM uUHTepBail (pucyHok 2.17a). Luknuueckas
nepenaya GOOSE - yBeIOMIICHMH TIO3BOJSIET TMOCTOSIHHO JUArHOCTHUPOBATh
WH()OPMAIMOHHYIO CE€Th. YCTPOHCTBO, KOTOPOE HAaCTpaWBaeTCsi Ha MpPHUEM
YBEIOMIICHHS], OXHAACT €ro MNPUXO0Ja 4Yepe3 3aJaHHblii MHTEpBaJ BpeMeHU. B
cllydae €cilid C YBEIOMJIEHME HE IPULUIO B TEYEHHE BPEMEHHM OXXHJIAHMS,
MPUHUMAIOLIEE YCTPOUCTBO MOKET CPOPMUPOBATH CHUTHANA O HEUCIPABHOCTH B
MH()OPMAIIMOHHOW CeTH, OTIOBEIIas TUCIIeTYepa 0 BO3HHUKIIUX Heronankax [35].

Bo-BTOphIX, NpU M3MEHEHUH OJHOTO U3 aTpUOYTOB MepeaaBaeMoro Hadbopa
JAHHBIX, BHE 3aBUCUMOCTH OT TOrO, CKOJBKO BPEMEHHM NPOLLIO C MOMEHTa
OTIIPaBKU IMPEAbIAYIIET0 YBEAOMIICHUS, (OPMHUPYETCS HOBBIA MAaKeT, KOTOPBIN
COJIEP>KUT OOHOBJIEHHBIE JlaHHbIE. [Tociie yero oTnpaBka 3TOro MakeTa MOBTOPAETCS
HECKOJIbKO pa3 ¢ MUHMMAaIbHOM BBIIEPKKOM BpeMeHu (pUCyHOK 2.170), a uHTEepBai
MEXIy yBEAOMJIEHUS (B Cllydae OTCYTCTBHS M3MEHEHUU B NEPEIaBAEMBbIX JTAHHBIX )
BHOBb YBEJIMYMBACTCS JI0 MAKCUMaJIBHOTO [35].
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Pucynok 2.17 - UatepBan mexay otiipaBkamu GOOSE - yBenomiieHU

B-tpetbux, B makete GOOSE -yBeqOMJICHHI NPEAyCMOTPEHO HECKOJIBKO
MOJIEN-CUETUNKOB, MO KOTOPHIM TaKK€ MOMKET KOHTPOJIMPOBATHCS IEIOCTHOCTD
KaHana cBsa3u. K TakuM cueTdyrkam, HampuMep, OTHOCUTCS IUKINYECKUN CUETUYUK
nocklUIoK (sqNum), 3HaueHue KoToporo udmensercs ot 0 10 4 294 967 295 wnu 1o
W3MEHEHHSI TiepeAaBaeMbIX JaHHbIX. [Ipu KaXaoM UW3MEHEHWHM [IaHHBIX,
nepenaBaeMbix B GOOSE - yBenomieHud, cuetuyuk sqNum Oyner cOpachiBaThCsl.
[Ipu sTom yBenumumBaercss Ha | napyroil cuerdyuk — stNum, Takke HUKIAYECKU
m3MeHsonmrcs B auamnazone ot 0 mo 4 294 967 295. Ilpu notepe HECKOIBKUX
MAaKETOB MPH Mepeiaue 3Ty MOTEPI0 MOKHO OYJIET OTCIAEAUTH IO JABYM YKa3aHHBIM
cuetdnkam [35].

HaxkoHern, B-ueTBEpPTHIX, BAXKHO OTMETHUTh, YTO B nockuike GOOSE, nomMumo
CaMOro 3HA4YE€HUs JUCKPETHOTO CHUTHala, MOYKET COIEPXKaTbCAd IMPHU3HAK €ro
KAuecTBa, KOTOPbIA HACHTHPUIUPYET OIpEJCICHHbIA anmnapaTHbld  OTKa3
YCTPOMCTBA-UCTOYHHKA  HMHPOPMALUM, HAXOXKJACHHE  yCTPONCTBA-UCTOYHHKA
uH(pOpMAIUU B PEKUME TECTUPOBAHUS U P APYTHX HEIITATHBIX PEXKUMOB. Takum
o0pazoM, yCTpOUCTBO-NPUEMHUK, MpExkaAe 4eM o0paboTaTh MOJTYyYEHHbIC JaHHBIC
COTJIACHO MPENYCMOTPEHHBIM aJIrOPUTMaM, JOJKHO BBIOJHUTH MPOBEPKY 3TOTO
MpU3HaKa KadyecTBa. DTO MOXKET MpeAyNpeauTh HEBEPHYIO paboTy YCTPOUCTB-
NPUEMHHUKOB HH(pOpMaIiK (HapuMep, UxX JIOKHYI0 padoty) [35].

[Ipu wu3meHenun aTpuOyTOB JaHHBIX Tepefada IMAaKETOB C MaJeHbKOU
BBIJICPKKOM BpPEMEHHU BBI3BIBACT TOBBINICHHYI0 HArpy3ky Ha CeTh (peXuM
«MH(OPMALIMOHHOTO IITOPMAa»), KOTOpas TEOPETUYECKH MOXKET MPUBOJUTH K
BO3HUKHOBEHUIO 3aJ€PKEK MpU MepeAadye JaHHbIX. T[akoil pexHUM SIBISETCS
HAMHOTO CJIOKHBIM M JIOJDKEH MPUHUMATBCS 32 PaCUYETHBIN MPU MPOCKTUPOBAHUU
UH(OPMAITMOHHON CETH.

3 AHaJIu3 nepeavyu JaHHbIX N0 NPoTokoay GOOSE

3.1 KpaTkuii 0030p koH(purypupoanusi nporokoa GOOSE
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[Tporokon MOK 61850 onpenesnser 1Ba TUIIa CEPBUCOB OJJHOPAHTOBOM CBSI3U
JU1s Tiepenayn qanHbix: O0mue coObitus cocrossaus noactaniiuu (GSSE) u O6mue
00BEKTHO-OpUEHTHUPOBaHHbIE coObITUSI Ha moacTaHuu (GOOSE). GSSE cepBucsl
coBMectuMbl ¢ UCA 2.0 GOOSE npotokosiom. GOOSE cepBucel o MOK 61850
obecrieunBaOT noaaepkky BuptyanbHor JIBC (BJIBC), conmpoBoxaeHue TeraMu
Ethernet mnpuoputera u koHdurypamuio ID-nHomepa Ethertype mnpuioxenus.
[Mompnepxka BuptyansHoit JIBC (BJIBC) u comnpoBoxaeHUs TeraMu NpHOPUTETA
MO3BOJIIET onTuMuzupoBaTh Tpaduk cetu Ethernet. GOOSE yBenoMieHUsIM
MIPUCBANBACTCS TIPUOPHUTET BHIIIE, YeM cTaHaapTHOMY Tpaduky cetu Ethernet, u ux
MOKHO Pa3JeNiuTh MO crenu(uueckuM BUPTyalbHbIM ceTaM. [lockonbky GOOSE
CEpBHUCHI UMEIOT BcriomoraTenbHble ¢yHKIuU no cpaBHenuio ¢ GSSE cepBucamu,
pekomeHayeTcss ucnoib3oBatb GOOSE cepBuchl TaMm, TAe He Tpelyercs
COBMECTHUMOCTH ¢ nipeabayiumMu Bepcusimu GSSE (i UCA 2.0 GOOSE).

YcerpotictBa, nepenaromme GSSE w/mmm GOOSE  yBemomiieHHs, Takke
GYyHKIMOHUPYIOT Kak cepBepbl. Kaxknmas mznmaTenbckas mporpaMma MMeeT 010K
ynpasienust GOOSE s koHGUTypalluy U yIpaBlieHUs repeaavyei JaHHbIX.

[lepemaueli TaHHBIX TAKXKE YHPABJISAIOT 4YE€PE3 HACTPOMKH YCTPOWCTBA. DTH
HacTporku npenoctasisitores B ICD u/umu SCD daitnax, wian B daitnax unu 110
KOH(Urypaluu ycTpoucTBa.

[Tporokonr MOK 61850 pekomenayetr mist GOOSE 3naueHne npruopuTeTa Mo
ymonyanuto paBHoe 4. Ethernet Tpaduk, KOTOpBI HE UMEET Tera MPUOPHUTETA TIO
yMmoiyaHuto, umeet 3Haduenue paBHoe 1 (I[logpoduee cmopute MOK 61850, YacTh
8-1).

[Iporokon MOK 61850 pexomenayer ID-nomep Ethertype mnpunoxenus
koH(purypuposath B coorBeTcTBUU ¢ GOOSE ucrounukom. B ycrpoiictee UR, ID-
Homep mnepemanHoro GOOSE  mpunokeHHWs  JODKEH  COOTBETCTBOBATH
ckoH(purypupoBanHoMy ID-HOMepy NMpHUHATOroO B pecuBepe npuioxeHus. OOmui
HOMEp MOXHO wucnonb3oBath s Bcex GOOSE mnepenaTynkoB B CHCTEME
(IToapoduee cmopute MOK 61850, Yacts 8-1).

3.1.1 GSSE xoughueypayus

MOK 61850 GSSE (OOGmiue coOBbITHS COCTOSHUS TMOJACTAHIIMH) MPOTOKOJ
cBs3u coBMectiM ¢ UCA GOOSE npotokonom. GSSE yBenoMIIeHUSI UMEIOT P
double point status (ABOHMHBIX APJIEMEHTOB JAHHBIX COCTOSHUS). DTH DJIEMEHTHI
JAHHBIX TEpPEeAaroTCsl MO JBYM NPEABAPUTEIBLHO YCTAHOBJIEHHBIM CTPYKTypam
naHHbIX, KoTopble Ha3biBatoTCs DNA m UserSt. Kaxasiit DNA u UserSt snement
Ha3biBatOT "OuToBOM mapoil". GSSE yBepomiieHus mnepemaroTcss NpU M3MEHEHUH
COCTOSIHUSI JIFOOOTO U3 JBOMHBIX DJEMEHTOB JaHHBIX yBegomuieHusi. GSSE
YBEJIOMJICHUSI BCErJa MMEIOT OJMHAKOBOE 4ucio (oauHakoBbii HOMep) DNA u
UserSt OoutoBeix nap. B 3aBucumoctu oT KOH(MUrypaluu, TOIbKO HEKOTOpHIE U3
TUX OWUTOBBIX MAp MOTYT MMETh 3HAYCHUS, KOTOPHIC COCTABIAIOT WHTEpEC IS
MIPUHUMAKOIINAX YCTPOMCTB.

Hnst xondurypanuu nepenaun GSSE nmaHHBIX NPUMEHSIOTCS HACTPOUKHU
GSSE ®YHKIUS, GSSE ID, u GSSE HABHAUEHUE MAC-AJIPEC. Hactpotika

47



GSSE ®VYHKIMUA BeicraBusieTcss Ha "BBeneno" sl paspemieHus nepeaadu
nannbiX. Ecim B Hactpoiike GSSE HA3SHAYUEHUE MAC-AJIPEC BwicTaBiieH
nercTBuTenbHbIN MHOTOaIpecHbl Ethernet MAC-anpec (YnpaBieHue J0CTYIIOM K
cpelle mepeavyu JaHHbIX), TO 3TOT aapec OyaeT ucnoiib3oBaThesi kak MAC-amapec
111 GSSE coo6menuii. Eciin B Hactpoiike GSSE HASHAUYEHUE MAC-AJIPEC
HE BBICTABJICH JIEWCTBUTENbHBIN MHOTOaapecHbl Ethernet MAC-anpec (Harpumep,
00 00 00 00 00 00), To ycrpoiictBo UR Oyaer ucnonn3oBats Ethernet MAC-anpec
UCTOYHHUKA KaK Ha3HauYCHUE C MHOTOAAPECHBIM OUTOBBIM Habopom[33].

3.1.2 Qukcuposannviit GOOSE

VYerpoiicteBo UR mopnepkuBaer o6a Tuma mportokona csizu MOK 61850
GOOSE (O6mme 0OBEeKTHO-OPHUCHTHUPOBAHHBIE COOBITHS HA IOACTAHIINH):
dbukcupoBanabii  GOOSE wu  kondurypupyemerii GOOSE. Bce GOOSE
yBenomiieHuss umeror MOK 61850 nmanHble, 00ObeaMHEHHbIE B HaOOp JTaHHBIX.
NmenHo stoT Habop naHHbBIX nepenaercs ¢ ucnosibzoBanueM GOOSE cepBucos
coobmienuii. [lepenannpiii HAOOP JAHHBIX, KOTOPHIN HUCMONB3YET (PUKCUPOBAHHBIN
GOOSE ycrpoiictBa UR, 310 - Te € caMble JaHHbIE, KOTOPbIE MEPEIAHbI C
nomomblo GSSE  ¢ynkmuu, 1.e. DNA u UserSt OutoBbie mapel. OmnepaHibl
FlexLogic™, kotopbie ompeaensitor cocrosaue DNA u UserSt OuTOBBIX map
KoH(pUrypupyroTcs uepe3 HacTpoiiku, HO ¢ukcupoBanHbii GOOSE Habop naHHBIX
uMeeT Ty xe cTpyktypy DNA/UserSt nanubix. Moaepuuszanust GSSE cepBucos B
GOOSE cepBuchl - 93TO TNPOCTO BOMPOC AaAKTHUBHU3ALMHM  (pa3peiicHus)
¢dbuxcupoBannoro GOOSE mnpoTtokosia u Jie3aKTUBU3AIUMU (TIEPEBOJ] B HEAKTUBHOE
cocrosinue) GSSE mpoTokosia. YaalleHHbIE BXOJbl M BBIXOJbl KOH(DUIYpUPYIOTCS
onuHakoBo kak mist GSSE, tak u qns ¢pukcupoBanHoro GOOSE. Pekomennmyercs
ucnosb3oBaTh (ukcupoBanHbli GOOSE g Tex cinydyaeB NpUMEHEHHs, TJie
Tpedyercss mepenadya GOOSE pannsix Mexnay I[ED-ycrpoiictBamu cepun UR.
Kondurypupyemoriit GOOSE M05kHO MCTIOJIB30BATh JUIS TEX CIydacB MPUMCHECHMUS,
rae tpedyetcs nepenaya GOOSE mannbix mexny IED-yctporictBamu cepun UR u
yCTPOHCTBAMHM JPYTUX MpousBoauTenei[33].

3.1.3 Kongueypupyemsoiii GOOSE

Oynkius  koHpurypupyemoro GOOSE  mo3Bonsier KOHGUTYpUPOBATh
Ha0OpBI JaHHBIX JJIA Nepeadn UW/uiM npuema HabopoB JaHHBIX ¢ ycTporcTtBa UR.
YerporictBo UR noanepxuBaeT KOHPUTypauio psaa HaOOpoOB JaHHBIX Mepeaadyu
W/WIM  TpUeMa, 4YTO IMO3BOJSET ONTUMHU3UPOBATh IMepeAady MAaHHBIX MEXKIY
ycrporictBamu. Dynkuus koHpurypupyemoro GOOSE pexomenayercst ais Tex
ciyyaeB mpuMeHeHus, rae tpeOyercs mnepemada GOOSE nmannbix mexay IED-
ycrporictBamu  cepun  UR  u®  ycTpoucTBaMM  JIPYrMX  IPOU3BOAUTEIICH.
®ukcupoBanHblii GOOSE pexomenayercs [uisi T€X CIy4aeB NPUMEHEHUs, TE
Tpedyetcs nepenada GOOSE nanubix mexay [ED-yctpoiictBamu cepun UR.

[Tepeqaua MOK 61850 GOOSE coobmieHuii umeeT psjl HapaMmeTpoB,
KOTOpbIE BCE JOJKHBI OBITh KOPPEKTHBIMM JJIsi YCHEIIHOM Mepenayd TaHHbBIX.
Pematomym (0COOEHHO Ba)KHBIM) SIBISIETCSI TO, YTO KOH(GUTYpUpYyeMble HAOOPHI
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JAHHBIX B MEPEAAIOIIUX U MPUHUMAIOIIMX YCTPOHUCTBAX TOYHO COOTBETCTBYIOT APYT
JIpyry mo cTpykTtype naHHbiXx, 1 4yTo GOOSE anpeca U CTpOKM HMMEHHU TOYHO
COOTBETCTBYIOT JIpyr Apyry. Bo3mokHa W pyuyHas KoHQUrypamusi, HO MOKHO
UCIIOJIB30BaTh MPOTPAMMHOE OOECIEYeHHEe CTOPOHHEH MOACTaHIUU (TpeThei
CTOPOHBI, JOCTYIMHOM dYepe3 I3 CEeTH) JUIsl TOro, 4ToObl aBTOMAaTHU3UPOBATH
npotliecc.

Hnst xondurypauuu nepenaun MOK 61850 351eMEHTOB JaHHBIX MEXKIY
JBYMSl yCTPOMCTBaMH TPEOYIOTCS:

1.Kondurypamus Habopa JaHHBIX TSI IEpEAaYu.

2.Kouduryparnus nHactpoek GOOSE cepBuca.

3.Konduryparnus naHHbIX.

OO1ue 3Tarbl, KOTopble TPeOYIOTCS A KOHPUTYpaLUU ITpHeMa JaHHbIX

1. Konduryparus Habopa JaHHBIX IS IPUEMA.

2.Kondurypanus nactpoek GOOSE cepsuca.

3.Konduryparnus 1aHHBIX.

3.1.4 ETHERNET MAC aopec ons GSSE/GOOSE

Kaxnoe ycTtpoiicTBO ¢ Bo3MmokHOCTsMU Ethernet mMeeT yHUKaIbHBIN
uaeHTUupUUupyomui aapec, KoTopblid HaszbiBaeTcsi MAC-aapec (YnpasieHue
JOCTYIIOM K Cpele IepeAadd JaHHBIX). OTOT aJpec HeNb3s W3MEHUTh, U OH
ABJIIETCS] YHUKAJIBHBIM JUISI KQXI0Tr0 Mpou3BeieHHoro B Mupe Ethernet-ycrpoiicTsa.
Jnuna anpeca coctaBiasieT 6 OWTOB, M OH OOBIYHO NPEACTABISIET IIECTh
HniecTHaALAaTepuyHbIX 3HaueHuil (Harpumep, 00 A0 F4 01 02 03). On ucnons3yercs
Bo Bcex Ethernet-¢peitmax kak anpec "ucrounuka" ¢peiima. Kaxnasiii Ethernet-
bpeliM Takke HUMEET aaApec HazHaweHus. AApec Ha3HAUCHUS MOXKET OBITh
paznuuHbiM st Kaxkjaoro FEthernet-gpeiima, B 3aBUCMMOCTH OT Ha3HAYEHUS
bpeiima.

OcoOplif THI aapeca Ha3HAYEHMs, KOTOPBIA Ha3bIBAETCS MHO20A0PECHbIM
aJpecoM, MCHOJB3YeTCsd B TEX CIy4asX, KOrJa HECKOJIBKO YCTPOHCTB MOTYT
nonyunth Ethernet-dpeiim. Ethernet MAC-anpec siBisieTcss MHOTOaIpECHBIM, KOT/Ia
YCTaHOBJICH HaUMEHEe 3HAYMMBI OUT mepBoro Oaiita (Hampumep, 01 00 00 00 00
00 - aTo MHOTOAIpEcHBIH aapec) [33].

GSSE u GOOSE yBegomiieHUs JOJKHBI MUMETh MHoroaapecHsie MAC-
ajipeca Ha3HAYEHHUS.

[To ymomuanuto, ycrpoiictBo UR CKOHPUTYypUpOBaHO TaKUM 00pa3oM, 4TOObI
MCIIOJIB30BaTh aBTOMATHYECKYI0 MHOToanpecHyro MAC-cxemy. Ecnm HacTporika
MAC-anpeca HasHaueHus ycrporictBa UR He sBhsercs IeldCTBUTEIHLHBIM
MHOTO3JJpECHBIM aipecoM (T.e. HaMMEHee 3HAaYMMBIM OUT mepBoro Oaiita He
YCTAHOBJICH), TO aJpec, KOTOphIM wucmosb3yeTcss kak MAC-anpec Ha3HayeHUS,
JOJDKeH OBITh TakuM k€ Kak JiokanbHbli MAC-agpec, HO € BBICTaBJICHHBIM
MHOTOaJpeCHbIM OuTOM. TakuMm o0pa3om, ecnu JokanbHbii MAC-ampec
cocrasisieT 00 A0 F4 01 02 03, to MAC-anpec na3nauenus 6yner 01 A0 F4 01 02
03.
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s oOMeHa TepMUHAJIaMU SIPROTEC GOOSE yBenomieHusIMU
HEO0OXOIMMO UX MPEIBAPUTEIHHO HACTPOUTD:

- 3agmars IP agpec;

- 3aJaTh MACKY MOJICETH;

- npucBouth ums IED.

B npoekre DIGSI He nomycTMMO Hamuyue yCTPOWCTB C OAMHAKOBBIM [P
anpecoMm (IP-ampec) u umenem IED (Mms IED) (pucynoxk 3.1).

(Caoicrea - Yerpodcreo SIPROTEC Fi )
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Pucynok 3.1 - ITpumep HacTpoiiku TepmuHana B mporpamme DIGSI

3.1.5 Hacmpoiixu 6 mampuye xoughueypuposarusi

[Ipexne uem nepeiitu k 3tany co3ganuss GOOSE-coo06mienuii, nojib30BaTelib
JOJDKEH TIOHMMAaTh, KaKWE CHTHaJIbl TpeOyeTcs TMepefaaBaTh TMOCPEIACTBOM
nporokona GOOSE. Kpome 3T0r0, €My Takke JOHKHO OBITh MOHSATHO KOJMYECTBO
CUTHAJIOB, KOTOpbIC OyIyT H3BIEKATHCH 3aJaHHBIM TEPMHUHAJIOM W3 BXOISIINX
GOOSE-coo01ennii i JaJIbHEUIIETO UCITOIB30BAHUS B JIOTHKE.

Bce  curnamel,  KOTOpBIE  SBISIOTCS  BBIXOAHBIMH  CHTHAJIaMU
MpPOrpaMMHUPYEMON JIOTUKA W KOTOpble TpeOyeTcs mepenaBaTh IOCPEICTBOM
GOOSE, TtpeOyercss Ha3HauuTh Ha CHUCTEMHBIH uHTepdeiic B crondue llenb
(Destination). JIumib TOJIBKO TOCIE 3TOTO BbI OyaeTe 001a1aTh BO3MOKHOCTBIO MX
BKIroueHus: B maketr mepegaBaemoro GOOSE. Ha cucremHubiii mHTEpdEiic MOryT
ObITh Ha3HAUeHBI curHaiel Ta SP, OUT, DP_I, MV.

Ecnu roBoputh 0 cTaHIAPTHBIX, KOTOPHIE UMEIOT 110 YMOJYAHUIO B MATPUIIE
CUTHaJIaX (HampuMep, MyCK WM cpaldaThbIBAaHUE OJHOM W3 CTyNEHEH TOKOBBIX
3alMT), TO HEOOXOAMMO YTOYHUTH, HAa3HAYCHBI JIM OHHM YK€ Ha CHCTCMHBIN
uHTepdeiic nmum Her. Kak mpaBwiio, OHM 1O yMOJIYAHHUIO YXKE HMEIOT TaKoe
Ha3HAYCHUE.
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[Tonp30oBaTEIBCKUE CUTHAIIBI MPEACTABISIONINECS B BUAE OOBEKTOB JAHHBIX
OJIHOTO WJIM pa3nuuHbIX Joruueckux y3iaoB GGIO (pa3memnarorcss B JTOTMYECKOM
ycrpoictBe CTRL). CrangapTHble K€ CHTHalbl HUMEIOT O0O3HAYeHUE B
COOTBETCTBHM C MOJEJISIMU KJIACCOB JIOTUYECKUX Y3J0B U JAHHBIX, ONIMCAHHBIMU B
rmaBax MOK 61850-7-3 u 7-4 (Hanpumep, Ajisi TOKOBBIX 3alUT NPUMEHUM
noruyeckuil y3en PTOC u cooTBeTCTByIOIIME €My OOBEKThl JAaHHBIX IycKa Str U
cpabatbeiBanus Op).

Bce curHamel oOTaMYaroTCsT 1O MPUHAMICKHOCTA K  ONPEICICHHOMY
aoruyeckomy y3my GGIO (uto ompenensercs npeduxcom GGIO) m mo HOMEpY,
KOTOpbIE MOKHO YTOUHUTH B CBOMCTBaxX curHajia Bo BkJajgke MOK 61850 mpu ux
CO3/1aHuH (PUCYHOK 3.2).

rCsos'maa ofvecTa - Q51 senKwes - OUT o |
' !
3anmcs COOBWEHNA B ocLnnorpavy nospexassins  1EC 61850 |

378 EPOPMALIA PAHAGDOBIHA HA CHCTEMHDIN VHTEDPEAC
MosTomy ord con3ana co cneayounsv |ECE1850-o6vexravu (LD / LN / DO)

cru/ [ <Joa0 1 =]/ 15 <]

[V Mpeanarats TONEKO BEMMMHLI COOTBETCTEYOWME CYUSCTEOWER CHETEME YMPABNEHNA

Npvesarsie. ECrm WHPOPMALOHHSI 3NEMEHT 33DSHAMPOBIH H3 CHCTEMMHSN
WHTEPDEAC OMOBPEMEs#0 KaK “HeTowsw” M "xax ueme", 10 8 craresm IEC61850 om
HAXDUATCR B PACNOPRKESHN TONBKO KEK WCTORAX

' OK l Omvena Crnpasxa

Pucynox 3.2 - CBoiicTBa curHasia npyu Ha3HAYCHUU B KAYECTBE €TO
Ha3HaueHud (11eJ11) CUCTEeMHOT0 uHTepderica

3.1.6 Cozoanue cuenanos ons uaswauwenuss npunumaemvix no GOOSE
cucHanos

JInst TOro,uTo0Bl B albHEUIIIEM MUMETh BO3MOXHOCTh Ha3HAYUTh CUTHAI U3
Bxoasmero GOOSE- yBenoMieHuii Ha BHYTPEHHUI CUTHAJI TEpMUHaNa Tpedyercs
MpeBapUTEIbHO CO3/1aTh €ro B MaTpulle KoHpurypupoBaHus. CHUTrHal OKEH
umeth Tunm EXSP, EXDP |, MVU. B kadecTBe MCTOYHHKA HJII Ka)JOT'O TaKOTO
CUTHaJIa HEOOXOIMMO YyKa3aTh CHCTeMHbIM HHTepdeiic. TouHO Takke Kak W B
cily4ae co3laHus curHana s nepenaun mocpenctBoM GOOSE HeoOxommmo
yKa3aTh MPUHAICKHOCTh K OMPEICICHHOMY JIOTHYECKOMY Yy3J1y U HOMEpP CHrHalia
(pucynok 3.3).
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Pucynoxk 3.3 - CBolicTBa curHasia npu yKa3aHUM B Kaue€CTBE €0 HCTOYHHUKA
CUCTEMHBIN uHTEpdeiic

3.2 llpouecc koupurypuposanusi |ED-ycrpoiicTs

s mpotokosia MOK 61850, yctpoiictBo UR MOxkHO ckoHUTYypHpOBAThH C
NIOMOIIBI0 Pa3UYHbIX mnporpammbl (Hampumep ACSELerator Architect, DIGSI,
EnerVista UR Setup) cnenyromum odpazom [33]:

1. ICD-gaiin renepupyercs ans ycrpoiictBa UR mporpammoii, koTopas
ONMMCHIBAeT PyHKIMOHANIbHBIE BO3MOxkHOCTH IED-ycTpoiicTBa.

2. 3atem a3t10T ICD-(aitn umnoptupyercsi B KOHGUTYpPATOp CUCTEMBI BMECTE
c apyrumu [CD-daitnamu mns npyrux [ED- yctpoiicTB (mpou3BoACTBa KOMITAHUU
GE unm npyrux npousBoguTeeit) s KOHPUrypauuu CUCTEMBI.

3. PesynbTaT octaercs B SCD-aiine, nansee mpoucXOAUT UMIIOPTHPOBAHUE
o0paTHO B mporpammy JUisl CO3JAaHUs OJHOTO WJIM HECKOJbKUX (paillioB HACTpOEK.
®aiis(bl) HACTPOCK MOXHO 3aTeM MPUMEHHTD IS yiydlieHus peine (ycTpoitcts P3)
Ha 0ase HOBO# nH(popmaryu o kKoHpuryparuu[33].

[Ipouecc koOHPUTYpauu TPOAEMOHCTPUPOBAHBI HIKE:
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Pucynox 3.4 — Ilpomnecc konpurypupoBanusi [IED- ycTpoiicTs

B npouenype omnucanus mpouecca koHburypanuu I[ED-yctpoiictB mins
nporokona MOK 61850 ucnonbp3yroTcs clieqyrone akpoHUMbl U aO0peBUATYpPBI
[33]:

- BDA (Basic Data Attribute): Oa3ucHblii (OCHOBHOH) aTpuOyT [IaHHBIX,
KOTOPBIN HE CTPYKTYPHUPOBAH;

- DAI (Instantiated Data Attribute): korkpeTH3upyeMbIii aTprOyT JaHHBIX;

- DO (Data Object): Tul uiam 3K3eMIUISIP 00bEKTa JaHHBIX, KOTOPHIC 3aBUCAT
OT KOHTEKCTa;

- DOI (Instantiated Data Object): KOHKpeTH3UpYEeMbIii 0OBEKT JIAHHBIX;

- IED (Intelligent Electronic Device): MHUKPOIpPOIIECCOPHOE 3JICKTPOHHOES
yctpoiictBo (IED-ycTpoiicTBo);

- LDInst (Instantiated Logical Device): KOHKpeTH3UpPyEeMOE JIOTHYECKOE
YCTPOUCTBO;

- LNInst (Instantiated Logical Node): kOHKpeTH3HpyeMblii TOTHYSCKHUI y3eT;

- SCL (Substation Configuration Description Language): si3bIk ONHCaHUs
KOH(QUTYPUPOBAHUS TIOJCTAHINH. S3bIK KOHQUTYPHUPOBAHUS - 3TO MPUIIOKEHHUE
pacumpsiemoro si3bika pazmetku (XML) Bepcus 1.0.;

- SDI (Instantiated Sub DATA): cpenHsis 4acTh CTPYKTYpUPOBAHHOTO UMEHH
JTaHHBIX;
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- UR: Cepust yHuBepCaNbHBIX YCTPOMCTB peNEHHOM 32U ThI, IPOU3BOICTBA
GE Multilin;

- URI (Universal Resource ldentifier): YaudunupoBanuslii uacHTUHUKATOP
pecypca;

- URS (UR-series relay setting file): ¢daiin HacTpoek ycTpoHCTB peieiiHOM
3amuThl cepun UR;

- XML (Extensible Markup Language): pacimmpsieMblii SI3bIK pa3METKH
UCIOJIb3YIOTCS Takke caenyromue SCL BapraHThL;

- ICD (IED Capability Description): Omnmcanne Bo3mMoxkHocTelr IED-
YCTPOMCTB ;

- CID (Configured IED Description): Omnucanue Bo3moxkHocTeit IED-
YCTPOWCTB;

- SSD (System Specification Description): Omnwucanue crenupuKanuu
CUCTEMBI;

- SCD (Substation Configuration Description): Onucanue
KOH(UTYpUPOBaHUS MOJCTaHIINU.

B mnponeaypax yHIOMHHAKOTCS CIEAYIOIIME HWHCTPYMEHTBI, CBSI3AHHBIE C
nporokoiiom MOK, koTopbie omucwiBaloT mporecc KoHdpurypuposanus I[ED-
yCcTporcTB JiIst mpoTokoia MOK 61850 [33]:

Cucmemuniii  KOHQuU2ypamop Ui KOH@Gueypamop noocmaryuu:. ITO
WHCTPYMEHT HE3aBHCUMOTO YpOBHS cUCTEMBI IED-yCTpOWCTB, KOTOpPBIA MOXKET
UMIIOPTHPOBATh WIJIM HKCIOPTHPOBATh (haiiabl KOH(UIypalHuH, ONpeaeIeHHbIC
nporokoiiom IEC 61850-6. OH MoxeT uMMIOpTHPOBaTh (aiiabl KOH(Urypauu
(ICD) u3 neckonbkux IED-ycTpoMCTB /Uil MHXUHUPHUHIA CHUCTEMHOI'O YPOBHS U
IpPUMEHSIETCSA JJIA TOro, 4TOoObI 100aBUTh MH(POPMALIMIO, KOTOPO OOMEHHBAIOTCA
IED-yctpoiictBa. CucteMHbIil KOHPUTYpATOp T€HEPUPYET COOTBETCTBYIOIIUN (paiin
koH(purypupoBanus noactaniuu (SCD-daitin), koTopslil Bo3BpariaeTcsi oOpaTHO B
koH(puryparop [ED-ycTpoiictBa 151 KOHQUTYPHUPOBAaHUS CBA3AaHHBIX C CUCTEMOM
IED- yctpotictB. CuctemHblii KOHQUTypaTop MOJDKEH TakKe CUYUTHIBATH (ailn
orcanus cnenudukanuu cucteMsl (SSD), KOTOpbIN UCTIONB3YETCs] KaK OCHOBA IS
Hayayia (MHULUUPOBAHUS) WHXUHUPUHTA CHUCTEMbl WJIM JUISI CPAaBHEHHS €ro ¢
3aKa3HOH (CKOH(pHUTYPUPOBAHHOM) CUCTEMOM JIs TOM ke moacTaniuu [33].

Kongueypamop IED-ycmpoticmes: 910 cienn@uiecKkuit ”HCTPYMEHT (PUpMBbI-
MOCTABIINKA, KOTOPBIA HEMOCPEJICTBEHHO (Uepe3 MaHelb) WU OMNOCPEIOBAHHO
(uepes I10) cozanet aitn onucanus Bo3moxkHocte IED-ycrpoiicts (ICD- ¢aiin) ¢
IED-ycrpoiict (Hanpumep, u3 ¢aiina HacTpoek). OH MOXKET TakKe UMIIOPTUPOBATH
cucteMubli SCL-¢aiin (SCD) anga HacTpoiiku mapameTpoB KOH(UTypaluu CBSI3U
(t.e. HeoOxonumbIx aapecoB, GOOSE 6a3 nanubix npuema, ID Bxomsuux GOOSE
HaOopa JaHHbIX U T.1.) i1 [ED-ycrpoiicts [33].
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3.3 Hacrpoiiku koHpurypuposanusi nporoxosa MIK 61850

Ilepen tem kak co3nath ICD-daiin, monp3oBatenbh JOJDKEH YIYUIIUTh
Tpedyembie HacTpoitku MOK 61850 [33].

K npumepy, wums IED-yctpoiictBa u sx3emiuiip  (peanusaims,
peaIn30BaHHOE) JIOTUYECKOr0 YCTPOMCTBA MOXKHO yKa3aTh TakuM oOpazoM, 4TO
oHM OyAyT HeoauHakoBO uAeHTU(uUUKpoBaTh [ED-ycTpolicTBO Ha MOACTAHIIMH.
Nnu GOOSE Habop naHHBIX THepeaayd MOKHO CO3/1aTh TakUM OOpa3oM, 4TO
KOH(QUTypaTOp CHUCTEMBI MOXXET CKOH(MUTYpHpOBaTh cross-communication links
(mymmekcHyto cBsi3b) Aist ornpaBku GOOSE-coobmennii ¢ IED-yctpoiictBa. [locie
koHurypaunu Hactpoek MOK 61850, nponecc coznanus ICD-daiina pacrno3naet
9TH u3MeHeHus: u reHepupyeT (co3maer) ICD-¢aiin, koTopslii Oymer HMETh
OOHOBJIEHHBIE HACTPOMKHU.

K npumepy, MoxxHO Ha3HauuThb HOBbIM [P-anpec, noGaBuUTh WK yHanuTh
aneMmeHThl cTpok B GOOSE HabGope naHHBIX NEpenayd Wi U3MEHUTh MPEePUKCHI
Kakux-HUOyAb  Jormyeckux  y37moB. Iloka Bce  HOBBIE  KOH(pUTrypamuu
pacnpenenstorest (mpeodpas3oBbiBatoTcs) B (ailn HacTpoek ycrporictBa UR mpu
ummoptupoBannu SCD-daiina, Bce HEM3MEHsSIEMble HACTPOUKHU COXPAHSIOT TE Ke
3HAYCHHUS B HOBOM (paiine HacTpoek [33].

OTU HACTpPOMKH MOXKHO CKOH(UIypuUpOBaTh WM HENOCPEACTBEHHO 4Yepes
MaHejlb peje, WIM uepe3 nporpaMMmHoe oOecrieueHue. [lomHbIii  crimcok
cootBeTcTBYOIMX MOK 61850 HacTpoek npuBOAUTCS HUKE:

- koHurypamus cetu: [P-anpec, IP-macka noxaceru u IP-aapec numo3a mo
YMOJIYaHHUIO.

- KoHuryparop ceppepa: umsi IED-yctpoiicTBa u sk3eMIuisip (peaiun3anus,
peanr30BaHHOE) JJOTUYECKOTO YCTPOICTRA.

- IpeUKCHI JIOTUYECKUX Y3JIOB, BKIIOUYasi MPEPHUKCHI IS BCEX JIOTHUECKUX
y3110B, kpome LLNO.

-  MMXU  30HBI HEUYBCTBUTEIBHOCTH, KOTOpPbIE HMEIOT  30HBI
HEUYBCTBUTEIBHOCTH I BeeX umerommxcss MMXU.

Yucino MMXU cootBerctByeT konmdectBy moxayieir TT/TH B ycrpoiicTBe
peneitHon 3ammThl. s kaxxaoro moayis TT/TH mpenocrasnstorcss 1sBa MMXU.
Hampumep, ecnu ycTpoiicTBO peneiiHon 3ammuThl umeeT asa moxyns TT/TH, To
peaocTaBiAOTC yeTeipe MMXU.

- koHurypanus cocrossaust GGIO1, koTopas UMeeT psii TOYEK COCTOSTHUS B
GGIO1, Tak xe kak mpeanojaraeéMble BHYTPEHHUE MPeoOpa30BaHus AJIs KaXI0Tro
GGIO1 nokazarens. Opnako B mporecce cozaanusi ICD-daiina Oyxpet
UCIIOJIb30BATHCS TOJIBKO YUCIIO TOYEK COCTOSHUSA.

- GGIO2 ynpaBnenue koHpurypanueir, kotopas wumeer ctlModels
(ynpasstromue Mozenu) st Becex SPCSO, sxomstmux B GGIO2 [33].

- koH(purypupyemass mnepenaya GOOSE-cooOmienuii  uMeeT BOCEMb
KOH(HUTypUpyeMbIX 0a3 JTaHHBIX, KOTOPbIE MOTYT HCIIOIB30BATHCA NJIsl Mepeaadu
GOOSE-cooOmenunit. g kaxaoro Habopa naHHeIX MoxHO yka3zatb GOOSE 1D
(oH gomxeH ObITh YHUKAIBHBIM Kak B (1) [ED-ycTpoiicTBa, Tak u Ha (1y1s1) BCei
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nojactaHuuu), a tTakke MAC-anpec HazHaueHusi, VLAN (BupTyasibHas JOKanbHAs
cets) npuoputetr, VLAN ID, ETYPE APPID (unentuduxanronnoe umsa ETYPE
MPWIOKEHUSI) W dJIeMEHThl Habopa JaHHBIX. BBIOOp snemeHTa Habopa JaHHBIX
orpannumBaeTcsi Bepcuenn 6azosoro I10. [Ins Bepcun 5.2X KOPPEKTHBIM BHIOOPOM
spisitorcs Tojbko GGIO1.ST.Indx.stVal u GGIO1.ST.Indx.q (rae x HaxoauTcs B
nuamazoHe 1 ... N, a N ompeaenserca uuciom GGIO1 Touek cocTosHUA).
HecMotpst Ha TO, uto KoHurypupyemyto nepenauyy GOOSE-cooOiieHuid Taxxe
MOXET CO3/1JaTh U HM3MEHHUTh MNpOorpamMMa-KOH(GUTYypaTop CTOPOHHEW MOJICTAHIIUU
(TpeTbell  CTOPOHBI, JOCTYMHOM  dYepe3  LUIK03  CETH), PEKOMEHIyeTCs
ckoH(purypupoBath mnepenaawy GOOSE- yBemomnenuss mns  [ED-ycrpoticTs
npousBojcTBa GE Multilin 1o Toro, kak co3mxaBats ICD-daiin [33].

- koH(purypupyembrii npueM GOOSE-cooOmieHuii  uUMEeT  BOCEMb
KoH(HUrypupyemMpix 0a3 JaHHBIX, KOTOPBIE MOTYT HCIIOJB30BATHCA I TIpHEMa
GOOSE-coo0bmennit. OgHako, B OTJIMYKME OT HAOOPOB JAHHBIX JJIsS Tepeayw,
HAOOpBI TaHHBIX JIJISl TIPUEMa COJIep>KaT TOJIBKO 3JIEMEHTHl Habopa JaHHBIX, U OHU
OOBIYHO CO3/IAIOTCS AaBTOMATHYECKU B XOJie Ipoiiecca umnopTtupoBanus SCD-
daiina.

- I Kakaoro Habopa JaHHbIX MoXkHO yka3zath GOOSE ID (oH momkeH ObITh
yHUKanbHbIM Kak B (i) IED-yctpoiicTBa, Tak ¥ Ha ([J1s) BCel MOJACTAHIIMM), a
takke MAC-anpec HazHauenus, VLAN (BupTyasibHasl JIOKaJbHAsI CETh) IPUOPUTET,
VLAN ID, ETYPE APPID (unentudukaunonnoe mms ETYPE npunoxenus) u
3JIEMEHTHI Habopa JaHHbIX [33].

Br10op snemeHTOB HabOpa JAaHHBIX OrpaHUYHMBaeTcs Bepcuer 6a3zooro I10.
Jlnst Bepcuu 5.2X KOppeKTHBIM BbIOOpOM siBIsit0TCs ToJIbko GGIO1.ST.Indx.stVal u
GGIO1.ST.Indx.q (rme x Haxomutcs B auamazoHe 1 ... N, a N ompenensiercs
yucioM GGIO1 Ttouek cocrosinus). HecmMoTps Ha TO, 4TO KOHQUTYPUPYEMYIO
nepenaay GOOSE-cooOmieHuii Takke MOXKET CO3/1aTh U W3MEHUThH Iporpamma-
KOH(UTYypaTop CTOPOHHEH MOACTAHIINH (TPETHEH CTOPOHBI, JOCTYITHOM Uepes3 MUTI03
CEeTH), pekoMeHayeTcsi ckoHpurypupoBaTh nepenauyy GOOSE- yBemomieHust s
IED-ycrpoiicts mpousBoactea GE Multilin 1o Toro, kak co3aaBats ICD-daiin [33]:

- KOHQUTypaIrus yJajieHHbIX YCTPOIMCTB, B KOTOPYIO BxonuT ID ynaneHHOTO
ycrporictBa (GOOSE ID unu GolD Bxonsmeit nepegauun GOOSE nabopa gaHHbBIX),
ETYPE APPID (upentudukammronnoe umsa ETYPE npunoxenus) (6moxa GSE
ces3u Bxondawen nepegaun GOOSE), u HABOPA JIAHHBIX (xoTopslii siBisieTcs
umeHeM cootBercTByromero GOOSE Habopa gaHHBIX mpueMa). ITH HACTPOMKHU
OOBIYHO  CO3/1alOTCs  (BBICTABISIIOTCSI) aBTOMATHYECKM B XOJIe  Mpoliecca
umnoptupoBanus SCD-daiina.

- KoH(Urypamusi yAaJICHHBIX BXOJOB, B KOTOPYIO BXOJAT MapameTpbl
yctpoiictBa (ID ypaneHHOTO yCTpoWCTBAa) M MapaMeTpbl 3JeMEHTa (KOTOphIE
SBJITFOTCSL DJIEMEHTOM Habopa naHHbix B cootBeTcTByromeM GOOSE nabope
JAHHBIX TIepenayu 1jsi npeoOpazoBaHuii. [IpeoOpa3oBHIBATHCS JOJDKHBI TOJBKO
SIIEMEHTHI C TIEPEKPECTHOM CBsA3BI0, co3mannbie B SCD-daitne [33].
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3.4 O6 ICD-¢aiinax

SA3pik SCL ocHoBad Ha XML, u onucanue cuHTakcuca onpeaeneHo kak W3C
XML Cxema. ICD-@aitn - 310 onun u3 tunoB SCL-(daiina (B KOTOpbI BXOAST
takke SSD, CID u SCD daiins). ICD-daitn nokaspiBaer Bo3MoxkHocTU [ED-
YCTPOMCTBA U COCTOUT M3 YETHIPEX TJIaBHBIX cekiuit [33]:

- 3aroJIOBOK

- CBs13b

- IED-yctpoiicTBa

- [IIa610HBI TUTIOB TAHHBIX.

Crpykrypa kopHeBoro ICD-¢aiina npeacraBieHa HIKe:

SCL

p—p{  30r0ON0BOK (1D, BEPCUA, IC YCTPOWCTBO, UMA CTPYXTYPBI

3| Cea3b

pepl  YCTPOWCTBO (MR, TUN, NPON3BOANTEND, BEPCUR KOHPUIYpOU W)

ey LLIGBAOHS! TUNOR AOHHBIX

Pucynoxk 3.5 — Ctpykrypa |ICD-daiina, SCL (kopHeBoii ) y3en

V3en 3aronoBok pacno3HaeT |CD-¢aiin u ero Bepcuio, U onpeaensieT Oniuu
IS TpaHChOpMaIMK UMEH B CUTHaITBI[33].

V3en CBs3b ONUCBHIBAET BO3MOXXHOCTb COEAMHEHMUS NPSAMOW CBA3U MEXIY
JIOTUYECKHMHM y3J1aMH IIOCPEICTBOM JIOTMYECKUX IIMH (TOJACeTel) W IMOPTOB
noctyna k IED-ycrpoiictBam. Cekiuto CBs3b ClIeIyeT MOCTPOUTH TAKUM 00pa30M:
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Pucynok 3.6 — Ctpykrypa ICD-daiina, yzen "Css3p"

Jlormyeckuii y3eil MoJACeTH UMEET BCE TOUKH J0CTyNa, KOTOPhIE MOTYT UMETh
(Jloruyeckyro) CBA3b C IPOTOKOJIOM TOACETH M 03 MPOMEKYTOYHOIrO
mapiipytu3aropa. Jlorumueckuit yzen ConnectedAP (Touka mocTyma coeauHEHH)
ONMCBhIBaeT TOUYKY pgoctyna IED-ycTpoucTB, MOACOCAMHEHHBIX K 3TOM IOJCETH.
Jlornyeckuii y3en Anpec MMEET MapaMeTpsl aapeca TOYKH JocTyma. Jlormdeckui
y3en GSE obecneunBaeT siemMeHT aapeca sl ompeneneHus: (CocTosiHus) Ooka
yIpaBJICHUs, COOTBETCTBYIOIIErO mapamerpaMm anpeca, rtae IdInst - »3t0
UIECHTU(PUKAIIMOHHOE  UMS  DJK3eMIUsipa  (peaiu3aluu,  Peaju30BaHHOTO)
agoruyeckoro yctporcta B IED-yctpoiicTBe, B (Ha) KOTOpPOM pacIOJIOKEH
yrpasistionuii 070k, a CbName - 3to ums yrpasisroriero 010ka. JIoruaeckuii y3ei
IED onmceiBaeT Touky npe-(koHndpurypanuio) IED-ycTpoiicTBa: ero Touku A0cTymna,
JIOTUYECKHUE YCTPOMCTBA W JIOTMYECKHUE Y3JIbl, peaju30BaHHbIE B (Ha) HeM. bonee
TOr0, OH Olpenenser BO3MOXKHOCTH IED-ycTpoiictBa € TOYKHM  3peHUSA
MIPEIOKEHHBIX CEPBUCOB CBSI3M M, YUUThIBasi ero LN-Tum (Tum gorudeckoro ysJa),
peanu3oBanHble AaHHBIX (DO - 00BEKT JaHHBIX) U MAapaMeTPbl KOHPHUTypaIKi I
napameTpsl o ymondanuio. B ICD-daiine gomkHa ObITh TOJIBKO ofiHa cekius [ED-
yCTPOMCTBA, MOCKOJIBKY OHA OMHUCKIBAET TONIBKO 0/1HO IED-ycTpoiicTro [33].
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Pucynok 3.7 — Ctpykrypa ICD-daiina, noruueckuii yzen IED-yctpoiicTB

Jlornuecknit y3en [ITa0noHBI THUIIA JTaHHBIX OIpeeIIsieT
MpeAyCMaTPUBAIOIIUE PEATU3AIMI0 TUIbI JOTUYECKUX Y3J0B. THIT JIOTUYECKOTO
y3J1a - 3TO NpeAyCMaTPUBAIOIINM peaan3aluio MabloH JaHHBIX JOTHYECKOro y3ia.
Tun nor. Y3na onpexaensercst Kaxaplid pa3, koraa s [ED-ycrpoiictBa TpeGyercs
3TOT MIpeaycMaTpuBaronuil peanuzanuio tum. [[labGnoH THma JOrMYecKoro ysnia
ctpoutcs u3 aneMeHToB aHHbIX DATA (DO - 00BbeKT 1aHHBIX), KOTOPBIE OTSTh Ke
uMeroT TN 00bekToB AaHHBIX (DO), mpowsBoaHBIN OT KiaccoB maHHBIX DATA
(CDC). OOwektbl panubix (DO) coctoar u3 arpubyroB paHHbix (DA) wnm
AIIEMEHTOB YK€ OIpeAeNeHHbIX TUMOB 00bekTOB AaHHbIX (DO) (SDO). ATpubyt
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naHueiX (DA) mMeer (pyHKIIMOHAIBHBIN JTUMHUT U MOXXET WJIM UMETh HA4YaJIbHBIN
(oOmuii) Tum, OBITH NEpPEYUCICHUEM, WIH HMETh CTPYKTYpy THIIAa aTpUOYTOB
naHueiX (DA). Tun arpubytroB nannbix (DA) ctpoutrcs u3z BDA snemeHTOB,
OTIPENICISAIONIUX 3JIEMEHThl CTPYKTYphI, KOTOpbIE OMSTh ke MOoryTt Obitb BDA
9JIEMEHTAMH WJIM UMETh 0a3HMCHBIN (00IInii) Tu, Kak arpuOyThl qaHHbIX (DA) [33].

LLOGAOHM TIN0S A0MHMX
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Pucynok 3.8 — Ctpykrypa ICD-daiina, nornueckuit y3en "l11abmons! THIIOB

JNaHHBIX"
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3.5 O SCD-paiinax

CucremHas koH(pUrypanus oOECreYrBaeTCs B CUCTEMHOM KOH(UTypaTope.
MHorue KOMMOaHWM- TMPOU3BOJUTENN pa3padaThIBAIOT CBOM  COOCTBEHHBIC
WHCTPYMEHTBI CUCTEMHOM KOH(UTypaluu, XOTs Ha PhIHKE UMEIOTCS U HEKOTOPbIC
JIpyTrHe CUCTEMHBIEC KOH(pHUryparopsi[33].

XOTsi HMHCTPYMEHThl  KOH(MUTypallud  pa3iHyaloTcs Yy  Pa3IMyHBIX
IPOM3BOJUTENEH, MPOLIeIypa MPAKTUUECKN aHAIOTUYHA.

Bo-niepBbix, TpeOyeTcss co3daTh NPOEKT MOACTAHIMU WM Kak ITyCTOM
mabjaoH, WIM € KakoW-1M0O0 CHCTEeMHON wuH(OpMalue, uMIopTupys ¢aii
cuctemuoit cnemudukanmuu (SSD). 3arem k moacranimu goOaBisroTes [ED-
YCTPOMCTBA. [Tockosbky KaXJ10€ IED-ycTponcTBO IIPEACTABIICHO
cootBeTcTBytomuM  [CD-¢aiinom, ICD-¢aiinel uMmopTUpyrOTCST B MPOEKT
MOJICTAHIIMM, @ CUCTEMHBIH KOH(pUTYpaTop mpoBepsieT noctoBepHOcTh ICD-(aiinon
BO Bpemsi 1poiecca umnoptupoBanus. Ecnu  ICD-¢aitner  ycnemrHo
UMIIOPTUPOBAHBI B MPOEKT MOJACTAHIUU, BO3MOXKHO, MOTPEOYETCs TOMOIHUTEIBHO
BBHITIOJIHUTh HEKOTOpBIE HEOoJbIue NeidcTBUs (onepaiuu), 4To0sl qo0aButh [ED-
YCTPOMCTBA K MOJICTAHIUH.

Kak Ttompko Bce IED-ycrpoiicTBa BBOISATCS B MOJCTAaHIHIO, MOYXHO
IPOAOKUTH KOH(UTYPALMIO CIEAYIOLUM 00pa3oM:

- HA3HAYUTH aJIpeca CeTH MHAUBHUAyanbHbIM [ED-ycTpolicTBam;

- Ha3HAUYUTh B COOTBETCTBUM C TpPEOOBaHUSIMH 3aKa3uWka TMPedUKCH
jgornyeckux y3i0B Co3pmate mnepekpecTHyro cBsa3b (kKoHpurypupys GOOSE-
YBEJOMIICHHS JIJIsl UX nepeaun oT ogHoro IED-ycTpoiicTBa K Apyrum).

[To 3aBepiieHWH CHUCTEMHBIX KOH(MUTYpaluii, pe3ylbTaThl COXPAHSIOTCA B
SCD-(aiine, B KOTOPOM COAEPKHUTCS HE TOJIBKO KOHPHUTypanus ais kaxaoro [ED-
YCTPOMCTBA Ha TOJCTAHIIMMU, HO TaKXE€ M CHUCTEMHas KOHQUTypalus IJs BCeH
noacranimu. Hakonen, SCD-¢aiin Bo3Bparmaercsi oopatHo B IED-konpuryparop
(cnenduyeckuii MHCTPYMEHT KOMIAHWUW- TMPOU3BOJIUTENS) JUIsl OOHOBIICHUS
HOBoro KoH(puryparopa B IED-yctpoiictBo[33].

SCD-aiin, kak MUHUMYM, COCTOUT U3 MATA OCHOBHBIX CEKITHA:

- 3aroJIoBOK

- Ilogcranuus

- CBs13b

- IED-cexnus (ogHa uinu 6omee)

- [ITaG10HBI THIIA TAaHHBIX
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CrtpykTypa kopHeBoro (aiina SCD-daiina npeactaBieHa HIDKE:

SCL
P 3oroncsck {id, Beporr, d YCTPORCTEO, ums CTpyxTypsil
=
Naacrosmpts
> Canas
> Cexipm ycrponcra (Merponctso 1)
Cexusa ycrponcra (YerpoicTeo 2)
1
1
!
' N e - -
petuane Hpyrne cexum yCrpomcrs
5 LLOBACHN THNOS AOHMbIX

Pucynox 3.9 — Ctpykrypa SCD-paiina, (kopaeBoit) SCL-daiin

[Togo6uo ICD-daiinam, norudeckuit y3en 3aroioBok uaeHtudunupyer SCD-
(daiin uiM ero BepCuIo U ONpeJeNseT oMUY Uil MpeoOpa3oBaHusl JIaHHBIX UMEH B
curHanbi[33].

Jlornueckuii y3en [locTanimst OonuChIBaeT MapaMeTpbl MOACTAHIIUN:

MoacraHuma
|—> Pecypc 3Hepretieckol CUCTeMsl
» OBopyaoeaHue - Cunoeon Tparchopmarop
I—) OcHosHoe obopyaoBsaHue
|—> OBopyaoeaHme
P Ypoeess HANPAXEHWA > Auenka
L Hanprkexne
|—) Pecypc sHepreTie ckol CUCTeMe
> DyYHKLIAN > BenoMorarensHan dyHkuna
I—D OcHoeHoe oBopyaoBaHNE

Pucynok 3.10 — Ctpykrypa SCD-daiina, noruueckuit y3en «lloacranims»
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Jlormyeckuii y3en CBsi3b OINMKCHIBAET BO3MOXKHOCTH MPSMOTO COCTUHEHUS
MEXTy JIOTHUECKUMHU y3JIaMH TIOCPEICTBOM (depe3) JTOruuecKrue MUHBI (TTOJICETH) U
IED-niopth! moctyna. Cexiust CBs3b UMEET ClIeayHONy0 CTpyKTYpy[33]:

[ o= ]

\—r{ MioaceTs (sl |

—h-i Ty Aecricrse A TOARND 00 Y eTpoac Ta o 1) |
_E

—>| GSE(IdINST, WA B00eD 0 DOANe A |

EE—

—:Il-| GEE [IINSt, A GRos Y DOane ) |

- il"'| ApyTue GEE-30e e

—-—- —i‘-| DpA e MO Riiaonee e Tiow & 8 X000 |

Pucynoxk 3.11 — Ctpykrypa SCD-(aiina, norudeckuit yzen «CBsizb»

Jlormueckuii y3en Iloacers COmEpKUT BCE TOYKU JOCTYNa, KOTOPBIE MOTYT
(;rormueckn) 00pa3oBaTh CBSI3b C MPOTOKOJOM IMOACETH W 0€3 MPOMEXYTOYHOTO
Mapupytuszaropa. Jlormueckuit y3en Touka nocTyrna COEIMHEHHS TOUKY AOCTYyIIA
noacoenunenus I[ED-yctpoiicTBa k 3TOoM mnoxacetu. Jlormueckuil y3en Agnpec
COJICPIKUT TMapaMeTphl ajipeca Touku goctynal[33].

Jlornueckuii yzen GSE obOecrieunBaeT 2JIEMEHT ajpeca sl OMpeaesICHHs
COCTOSIHUS YTIPABJIAIONIETO OJIOKa C COOTBETCTBYIOIIMMU IMapaMeTpaMu ajpeca, Il
IdInst - 3T0 MACHTUDUKAITMOHHOE UMSI SK3EMILISApa (PeaTu3alliy, Peali30BaHHOTO)
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noruueckoro ycrpoiictBa B IED-yctpolictBe, B (HA) KOTOPOM PAaCHOJIOKEH
yrpasjstionuii 010k, a ¢ b Name - ato ums ympagssroriero 010ka.

Jlormueckuii y3en Cekuusi IED-ycTpoiictBa oncsiBaeT kKoHpurypanuto [ED-
ycrpoiicta[33].

Pucynox 3.12 — Ctpykrypa SCD-(aitna, noruueckuit yzen «|lED-ycTpoiicT»
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4 HcciaenoBaHue nmnepeaayd CUTHAJOB 10 CTAHIMOHHOW IIHMHE 10
nporokoay M3IK 61850 08-1 GOOSE MEXKAY HHTEVIEKTYaJbHO —
3JIEKTPOHHBIMHU YycTpoiicTBamu P3A B pacnpeneaureabnbix cetax 10-35 kB B
komnanum ueiinep Jiekrpuk

4.1 Metoanka sxcnepumenTa nepeaaun GOOSE curnajion

PaboTa mo nccnenoBanuio mepeaadnd CUTHAIOB 1o mpoTokory MOK 61850-8-1
(GOOSE) mpoBoawmace Mexay ycrpoiictBamu P3A Sepam-80 T87 m Sepam-80
T87 (repmunansl auddepeHInaNbHON 3alUThl TPaHC(HOPMATOPOB) C TOPTAMHU JIJIsSt
ONITHYECKOTO TpHcoenuHeHus, Mmoxayiab cBs3u Schneider Electric ACE850FO,
kommyTarop kommanuu SIEMENS OSM TP62 mo Tomomorun — «KOJBIOY.
HccnenoBanus mpoBOAWIIMCH Ha 0aze paspaboTaHHBIX CcTeHA0B Kadempoiu OIIIT
(onekTpocHaOXkeHUEe NPOMBINUICHHbIX —mnpennpuatuil) HAO  «AnMaTuHCKUi
YHuBepcurer OHepreTuku u CBs3uw» B J1abopaTopuu peneiiHon 3amuthl. [locie
npuoOpeTeHus M MOHTaka OOOpyAOBaHHSA Ha paHee pa3padOTaHHOM CTEH]E,
NOSIBWJIACh BO3MOXKHOCTh ~ peajM30BaThb MHOTHE MPEUMYILIECTBA LUPPOBOIL
MOJICTAHIINH, 3aMEHsIsI BCE ME/IHbIE KaOeln Ha 3HAYUTEJIbHO MEHbIIEE KOJIUYECTBO
ONTOBOJIOKOHHBIX KaOenled Jig HCCIENOBaHUS IMepelladydl CHUTHAJIOB  MEXIY
TEpMHUHAJIAMU 110 IIMHE IpOoLecca U CTAHIIMOHHOM IIUHE.

3amaya WCCIENOBaHMS, OMPEACTUTh BO3MOXHO JIM Tepefada CHUTHAIOB IO
CTaHIIMOHHOW muHe 1o TmpoTtokony MOK 61850 08-1 GOOSE wmexmy
MHTEIJUIEKTYAJIbHO — DJIEKTPOHHBIMH ycTporcTBamu P3A.

COMPUTER

onmirdeckini kabems | ormmeckani kabem

Switch OSM TP62

~| ACES50FO =1 | ACE850FO
Ethemnet
Sepam-80 T87 Sepam-80 T37
GOOSE

Pucynok 4.1 — YciioBHOE COeTMHEHNE MEXKY YCTPOHCTBAMU
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Pucynox 4.2 - JlabopaTtopHbIid cTeH «DIEMEHTHI ITU(POBON MOACTAHITUN
Mex Iy TepMuHanamu Sepam Series 80» kommanuu Schneider Electric.

4.2 AHAJIN3 ceTeBOM TOMOJIOr UM

CymiecTByIOT JIBE CaMbIX PACIPOCTPAHCHHBIX CETEBBIX  TOIOJOTHI:
TOIOJIOTHS «3Be37a» U «KoJIbIo». Cpean HabOpa CETEBBIX TOIOJIOTHH, KOTOPHIC
TaK)K€ BKJIIOYAT B Ce€O0S TOMOJIOTHIO «IIWHAY», IPEBOBUIHYIO CTPYKTYpY WU
CMEIIaHHYIO CeTh, 3TH JIBAa BUJAa BOIUIOTUJIM B ce0€ €IMHCTBEHHOE PEIICHUE HAIIIUX
IPaKTHYECKHUX BOmpocoB [38].
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Pucynok 4.3 - Tononorust 38e3/1a

B cersix Ethernet uHTemIeKTyalnbHBII KOMMYTaTOp MpEACTaBISIET COOOM
pacrpenenuTenb JaHHBIX, U B PE3YJIbTAaTE BBITECHUII CTapblii HEMHTEIJIEKTYaJIbHbIN
KOHIIeHTparop. Hekoropele ycTponcTBa, € APYroM CTOPOHBI, JTOJKHBI HMETh
HEIMOCPEJICTBEHHOE (DPU3UUECKOE COCTUHEHUE. Y CTPONCTBA, MOTYT OBITh HE TOJIBKO
KOMITbIOTEpPAMH, HO U YCTPOWCTBAMH 3aIlUThI U aBToMatu3anuu. B cetu Ethernet B
coorBercTBUM ¢ MOK 61850 nmaxke mapmpyTu3aTopbl U CEpBEPHI BPEMEHH MOTYT
CTaTh y4acTHUKaMH oOMeHa JaHHbIMH [38].

Tononorus «3Be3na» 00y1alaeT BBICOKOW CKOPOCTBIO TEpeaauu, SICHOW M
MOHSATHOM CTPYKTYPOH, KOTOPYIO MOKHO JIETKO PACIIMPUTh, XOTS MOHTaX KaOesst
MOXET OBbITh TPyAHBIM. HeucrnpaBHOCTH OJHOTO YCTPOMCTBA HE TMOBJIUSET Ha
paboTy BCEH CUCTEMBI.

C npyroil CcTOpPOHBI, HEHCTIPABHBIA paCHpeeTUTENh HAPYIIUT PadboTy BceH
cetu. B cTpykType Koiblia Kaxjaoe Nepu(epHitHOE YCTPOMCTBO MOAKIIOYEHO
HAIpPSAMYIO K JIBYM JPYTHM YCTPOMCTBAM, B PE3YJIbTATE YEro 00pa3yercs 3aMKHYyTas
KOJIbLIEBAsI CUCTEMA.

B nanHOM ciydae, njaHHbIE NEPENAIOTCA OT YCTPOWCTBA K YCTPOWCTBY, IOKa
HE JIOCTUTHYT MecTa Ha3HaueHus. Panbiie 310 ObUTO ObI MpoOJIEMOH, eciiu Obl B
KOJIbIIE TTOSIBUJICS pa3phiB. Cero/iHg 3TOT apryMEHT OOJIbIIE HE ACHCTBUTEICH: ECIH
KOJIBIIO MOBPEXKAEHO B OJJTHOM W3 YYaCTKOB, TO CHCTEMa aBTOMATHYECKU MU3MEHUT
CBOM peXuM pabOThl Ha JIMHEWHYIO TOIOJOTHI0; OOMEH JIaHHBIMH MOYKHO
MPOJIOIKATh MPaKTHYECKU 0e3 ocTaHOBKHU. Kak Mbl MOXEM BHUJETh, KOMMYTATOPHI
TaK)Ke UTParOT B 3TOM BakKHYIO pojib [38].

67



Pucynok 4.4 — Tonosiorust KoJibLio

CxeMa MOJKITIOUEHHUS «3BE3/1a» celdac ABISIETCS HauOoJiee HCIOJIb3yeMOM
JUIs  HEOOJbIIMX ceTeld. OTO SBISETCS CIEACTBHEM HECIOXHOW (B IJIaHe
anmapaTHOW YacTH) MPOKIJIAJKH, YTO TMO3BOJSET OBICTPO BBIMOJHUTH YCTAHOBKY,
ocoOeHHO Juisi HeOosblMX cereid. Heckonpko kabenelt W pacnpenenuTesnb
(KOMMYTaTOp WJIM KOHLIEHTPATOp) — OJTOr0 JOCTAaTOYHO, €clid TpeOOBaHHUS
HAJICKHOCTH HE UMEIOT 3HadYeHus [38].

Pucynok 4.5 mpencraBiseT caMyro IPOCTYIO B MUPE CXEMY IOAKIIOYEHUS
«3B€3/12», YMEHBIIICHHYIO 10 OCHOBHON MOJIEIIN.

Pucynok 4.5 — CxeMa MoaKIIF0YeHUST TEPMUHAIIOB «3BE3/1a)

OcHoBa Tomnonorun «3Be3aa»: IIpocras cTpykrypa, HO IPU ITOM OTCYTCTBHE
M30BITOYHOTO PE3EPBUPOBAHUSI.

B Tomonorum Takoro BHJAa MHUHUMYM, 4YTO HEOOXOJMMO - 3TO Tak
Ha3bIBAEMbI KOMMYTATOpP, KOTOPBIM COEHUHSET OTAEIBHBIE YCTPOMCTBA APYT C
npyroMm. Ha namewm pucynke ux toapko Tpu (2 x Sepam 80, 1 x I1K). Uto BaxHo,
HECKOJIbKO YCTPOICTB MOTYT OBITh NOJKIIOUYEHBI K OAHOMY KOMMYTaTOpYy.

Hackonbk0 MHOrO 3aBHCUT OT TOTO, CKOJIBKO IOPTOB MMEET KOMMYTAaTop.
Ecnu ogHOro KoMMyTaTopa HEIOCTaTOUHO ISl BCEX YCTPOWCTB MIIM 3TOTO TpeOyeT
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JIOKaJIbHAsl CUTYyallUsl, TO TaK)KE€ MOKHO MCHOJIb30BAaTh U HECKOJIBKO KOMMYTAaTOPOB.
3aTeM OHU COEQUHSIOTCS BMecTe. B TakoM ciydae, MOXKHO peanin3oBaTh U Oojiee
CIIO’KHBIC CHCTEMBI. [38].

Uro kacaercs COEIUWHEHHUS B KOJIbLIO, TO CIEAYeT OTIaTh MPEANOoYTEHHUE
ONTOBOJOKOHHBIM KaOensiM. Eciu koMMyTaTopel pabOTaloT Kak yCHJIMTEIH, TO
JIETKO MO>HO YCTAaHOBUTH CBSI3b HA PACCTOSIHUHM HECKOJIBKUX KHJIOMETPOB. 3aT€EM
Tak)Ke, TOJIKIIIOYAETCs OTHAENbHbIE YCTPOWCTBA K KOMMYTaTopaM C IOMOIIbIO
ONTOBOJIOKOHHBIX KaOeNel WM, €CM pacCTOsHUE HEOONbIIOe, TO MOXKHO TaKXKe
UCIIONIb30BAaTh AIIEKTPUUECKHE Kabemu.

4.3 Hacrpoiika kondurypauun moayJs cssazu ACE850
st nactporiku moaynst cBsazu ACE850 B mporpamme SFT2841 oTkpbiBaeM

okHO Sepam configuration (Koudurypamus pene 3ammrel Sepam Series 80) (cwm.
puc. 4.6);

EE g 7

YWelcome to SFT2341,

your Sepam configuration software.

Do pau want to...

Connection...

o 2

— Sepam — E azergy Sepam

Series 20 Series 40 Series 50 Sefies &l
Applications 20 Applications 40 and 50 Applications 50 Applications 80

g= sl | 8w

Comparizon...

| EstsFroas |

Pucynox 4.6 — HauansHoe okHO niporpammbl SFT2841
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B nauanmeHOM okHe mporpammbl SFT2841 cnemyer BIOpaTh MOPT CBSI3U C
Ethernet W HakaThb Ha COOTBETCTBYIOINYIO KHOMKY B okHe Communication
configuration (Kondurypanus cBs3u);

SFT2841 v 16.0 - Easergy Sepam senes 80 - [Conmection window] 9 [= .5 )
[ rie £3t Cpeaton Sepam Aot Cotons Wndow 7 =18] x|
s DSHSRY @Lal PLYyEAYy <m0
Sepam huds lﬁmd-‘ i |CT¥Fm[CTMSW|PMamnI|&rhdbgh]Logth)slGOGSE]

Hardware setup T87 Sepan bibed om0l [ o |

Modst IMm: based UM| 'l

| of 7

¥ EthesmatFO 192168171
[ coM2

I~ CoM1
™ METIAEN T B teromiataes

= vt

EE fiEte e | E s

[T MSATAT 11 anwog outut madube)

[~ MCS025 SHynchro-chack modubel

| r: Fz2: F1
MES120
@ 10 Comecied [Tranatormear T67 [Sapom oo [Dperaton [Remmote controls nhbded  (1ARER01T 0RE: -

Pucynox 4.7 — sxpan HacTpoiiku koHpurypamuu P3 Sepam cepun 80

Jlanee HactpanBaem KoHpuryparuu cetu Ethernet:

x
oK I Cancel |
Communication interface IACE 850F0 j
r— Ethernet
Medium type —Frame type
Port P1 1008 ageF (Full Dn > & Ethemet Il

" |EEE 8023

Part P2 |1DDB azeFx [Full Tn 'l  Auto

—IP parameters
IP address 182 188 . 1 . 10
IP subnet mazk 285 . 255 . 285 . O

IP default gateway

CID override IF settings

TCP keep alive

0 i}
r
FTP session idle time |3D %
|3D

Advanced parameters 33> |

Pucynok 4.8 — Hactpoiika kondurypanuu cetu Ethernet
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4.4 Hacrtpoiika xoHurypanuu mnporokosa MIK 61850 ¢ momombro
nporpaMmsl HacTpoiiku koHurypauuu CET850

ITporpamma CET850 mo3BojisieT co3aaTh, U3MEHATh M OTOOpakaTh (ailyibl
koHpurypamnu MIK 61850 B popmate SCL (Substation Configuration Language,

SCL — sa3pIk omucaHus KOH(PUTYpalluM TOJACTaHIMK). B dacTHocTH, OHa
UCIIOJIB3YETCs ISl CO3J]aHus U PEIaKTUPOBAHUS CIIEAYIOMIMNX (DaiiioB:

- ICD — OmnwucaHue XapaKTEPUCTHUK HHTEUIEKTYaIbHOTO 3JIEKTPOHHOTO
yctpoiictBa (IED);

- [ID — Onpenenennoe onucanue 1ED;

- CID — Onucanue ckondurypupoansoro IED;

- SCD — Onucanne KOH(MUTYpAIMH MTOACTAHIIUH.

[Iporpamma CET850 mo3Bomser pemaktupoBath CID- u SCD-daiinbi,
co3ganHbie porpammoit SFT2841, u Takum 00pa3oM HacTpauBaTh KOH(PUTYpAIUIO
Sepam MOK 61850 B cOOTBETCTBUU ¢ MOTPEOHOCTSAMH CUCTEMBI. JTa Mporpamma
MPEIOCTaBIISIET OOJBIIE BO3MOKHOCTH, YeM Iporpamma SFT2841.

% 1EC 61850.50d - CETSS0 - IECA1850 Edition 2

Me Edt Vem Add FIP Tooth reb

1o}

Y | ) Scheld
De W R pelder
S | Properties

Header
R Hstory = ‘
i e Communicaton s xad
+ W moo1 _—
+ 1 1002 e
revmon
verson
«| | »
SCL e &
SCL mearns Substsson Confgeraton cescrphion Langunge (SCL) The i the XNL.beaad langyape detned by €C $1050-£ s2andard to descrite he
configuratien of slectncal subatatons and relatod EC “|
20, Fle

Pucynox 4.9 — Co3nanue HoBoM cTaHuu Ha 6ase mporpammbl CET850

Hanee no6asnenne u koHpurypuposanue |[ED-yctpoiictBa B cuctemy MOK
61850:

VYerpoiicteo IED MOK 61850 npumMensieT st cBA3U TOUKY aoctyna (Access
Point, AP). TloakitoueHre 3TOH TOYKH JOCTyMa IOJKHA OBITh MPOM3BEACHA K
noaceru. Koadurypamuto IED-ycrpoiicts, omuceiBaercs B ICD-, CID- unu SCD-
daiine, MOXKHO U3MEHSTh, pEIAKTUPYs MPOGUIH CBSI3HU U TapaMETPhl YCTPOWCTBA B
COOTBETCTBUHU € MOTpeOHOCTIMU cucTeMbl. C momotisto nporpammel CET850 si:

- co3JaJ] ¥ U3MEHSI HAaOOp JaHHBIX;
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co3aJt OJI0K YIIpaBJIEHUS OTYECTOM;
peryJupoBall 30Hy HEUyBCTBUTEILHOCTH;
co3zian u u3MeHs ynpassstomuil 610k GOOSE- yBenomiienus,
- noanucaincsa Ha GOOSE- ysenomiienus u HazHauni GOOSE-Bxo/ibl B
yCTpOMCTBE Sepam.
Mowu pa6oTs! Ha iporpamme CET850 nmokazansl Ha pucynkax 4.10 —4.13:
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Pucynok 4.10 — Jlo6aBnenne Habopa TaHHBIX
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| NamPit
+ Lo

LN OLG_RDRES LPL  LpUIND_E2Senam204030
LN RSl SRS Sps E2Sepam204080

s Uegen hode WD CopenVode Zers
LMD s specific Logical Hode hat represents e Lopoal Device

Lle

LN PTRC1
1M AdS Smey =

AdS 2 new Report Contral Block itee... T T T "&

Pucynok 4.11 — JIo6aBneHue 0J0ka yrpaBieHUs
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%4 1EC 61850 scd - CETES0 - ICE1AS0 Ediban 2

fie Bdt Wew AdS FIF Yook Meb
DR\ =Ry S
=235t Goose Recalve
R et [ EoAD | 500eE convasack  Dataset | acem | conties
% ~ IEDO1
= Commurscation
+- i SFTBS0=fmrsubnet 0o QRTL BagkGeeDs 0000 %
=W 1ED01 =/ TEDo2
) we @n BamcGembls 0000 1
LD 0o
= & o2
5 G5eRecwve
# LD oo
Goosa Input Detaits |
GSE Receive Private Side Producer Side
= W =01 - 2 DS Baskisels -
= LD L0 = [®] {5T) LD0.C5WI L, Pos
= GC QrT ® st
= bs ®
= (@] [5T] LDO.CSWILPos X t
® stval @ 1G] {sT]woFTRCLTY
®q #-1C {57 LDOPTRC LBKING Y
Xt # ¢} {57] Lo TRC Lekind2
# P [STILD0FTRCLTY :_' ¥ lo! {5TILDOLLNO LEDRS -
GOOSE Racews Sechun (Sapem spechc) B
The Gozea Receve secton contans ha defotien of the GDOSE mexsages Mal Sepam Aas 10 and o the sani otthe
recelved data to Sepam GOOSE nputs. -
501 FieVEDO 1\GSE Recehve [ | Gt | A

Pucynok 4.12 — Dnement GOOSE Receive.

GOOSE Subscription - Receiver TED :TEDO1

| Subscnption Agsign GOOSE Inputs

Asgzign GOOSE Inputs

IEC Mame [a11ED j
IED Name DA Description | G401 | G402 | G403 | G404 | G405 | G406 | G407 | G408 | G409 | G410 | G411 | 6412 | G413 | G414
IEDO1 OR Quality
IEDO1 oD Quality Dataset
IEDO1 | [ST] LDO.CSWIL.Pos.stval X
IEDO1 [ST] LDO.CSWI1.Pos.q
IEDDZ QR Quality
IEDO2 oD Quality Dataset
IEDO2 [ST] LDO.CSWI1.Pos.stval X
IEDDZ [ST] LDO.CSWI1.Pos.g

1 4

Apply |

Cancel |

Pucynok 4.13 — Okno naznauenust BxoqoB GOOSE- yBenomieHnuii B Sepam
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4.5 Ilpouenypa nacrpoiiku ooMena GOOSE- yBenomijieHussMu

£ IEC 61850.5cd - CETESD - TEC61850 Editon 2 M|
Fle ESt Vew AdS FTP Tede Hebp
D@ | L= Sciigidar
= LD w00 =] [ Properses
# W — i
L L .
LN C= E=D...
N EQ L357s Pt
LN 58 Al A
(TPTE it o mrms it A6 et 0_\003
LN 58 WL —_——————————
NS P
LN ME- PR
(VR0 0o 0 au—
LN M120_GGI03 5
LN G5E_GGIOL wAS Aliths
LN Mean
LN MR L
LN MMTRZ
A fonai1 Logieal Node Defalis
LN M2 i
LN NSQIL
LN M5TAL
LN REAFL
LN ADRE 1
LN CTY_ROREZ
LM OUG_RORES

>

Gereral LLND | 52 _LIND_E2Secen®0 V00D
ENC  MocOn_EZSepam204080
ENS  BehOn _E25epam204030
Health BNS  Health E2Sepam204280
Poaritt U LpRAND_E2Sepen 204080
LN RSN loc F5 o £Xepam0080

t:i_’;‘l Topea Niode LLND Legical e Zem =
LND & & specitie Logicsl Nade thal regressnts the Lagiesl Device.
LN FTRCL o |

LRt

Add # e GSE Cantral flodk item,,. = = ’

EEE

Pucynox 4.14 - Jlo6asnenue ynpasstomero 6ioka GOOSE.

GOOSE Subscription - Receiver IED :-TEDO1

Subscription |Assign GOOSE Inputs

ls

Available GOOSE Messages Subscribed D ata

Name | Description_= Mame | Deseription

- LF:, Communication - IEDO1
- SFTa500efaultSubnet [ST] LDO.CSWI1.Pos.stval
- EDOL [5T] LDO.CSWIL.Pos.q
-/LD Do -| IEDD2
-1GC QRT1 [5T] LDO.CSWIL.Pos.styal
- DS BasicGseDs [5T] LDO.CSWI1.Pos.q
~/[#] [ST] LDO.CSWI1.Pos
& stval
® q |
Xt
-I[Z] [ST] LDO.PTRCL.Tr
O general
g
Xt
-I[2] [5T] LDO.PTRC1.BlkInd1
O stval
O
Xt
-I[2] [ST] LDO.PTRC1.BlkInd2
O stval
O

Xt
1 3
- /[ [ST] LDO.LLNO.LEDRS . | i
J - | _’I_I Apply I Cancel |

A [V

Pucynoxk 4.15 — Ilonnucka Ha GOOSE- yBenoMieHuit
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GOOSE Subscription - Receiver IED -TEDO1 2

| Subzcriptian Agzign GOOSE [nputs
Azzigh GOOSE Inputs

IEC' Name [ 1ED j
IED Name DA Description | G401 | G402 | G403 | G404 | G405 | G406 | G407 | G408 | G409 | G410 | 6411 | G412 | G413 | G414

IEDO1 OR Quality
IEDO1 QD Quality Dataset
IEDO1 | [ST]LD0.CSWIL.Pos.stval X
IEDO1 [ST1 LDO.CSWI1.Pos.q
IEDO2 QR Quality
IECO2 oD Quality Dataset
IED02 | [ST] LDD.CSWI1.Pos.stval kS
IEDO2 [ST] LDO.CSWI1.Pos.q

Apply I Cancel

Pucynox 4.16 — Haznauenue BxogoB GOOSE- yBegomienuit

| SFT2841 v 16.0 - Easergy Sepam series 80 - [Connection window] i [m] 4
ﬂ File Edit Operation Sepam Application Options Window ? - |5 |5|

= DSEHSRS(EL RO LALHLAY <D

Outputs | LED: | Eventsl

Pratection

01[02] 03|04 05]0101 01020103 0104|0105 0106|0201 | 0202 [ 0203|0204 |1~
Logic G40 [Blacking reception 1] (%

5402 (Blocking receptan) N Y N |
N Y I |

G403 [External trip 2]
G404 [Inhibit closing)
G405 [Other uze]
Equationz G40 [Other uze]
GA07 [Other uze]
G408 [Other use]
G409 [Other uze]
G410 [Other uze]
G417 [Other use]
G412 [Other usze]
G173 [Other use]
G414 [Other uze]
G415 [Other use]
Gﬂi'l B [Other use

L]

Inputs

Ak

GOOSE

I Scelection enable (function not activated] Apply | Cancel I
[ 2lready used by SEPSM function
[ Selection enable

[ &lready used by Logipam

Pucynok 4.17 — [Iporpamma SFT2841: Ucnons3oBanue BxoqoB GOOSE-
YBEAOMJICHUM B MAaTpHIIE YIPaBICHUS
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4.6 Ucnoan3oBanue nporpammbl GOOSE Inspector Log

Bce Bxomet GOOSE-yBenomnenuii P3 Sepam MOXKHO HCHOJIB30BaTh B
nporpamme GOOSE Inspector Log kak BXOAHBIE JBOMYHBIE IEPEMECHHBIC
nporpamMmmbl GOOSE Inspector Log, KOTpble COCTaBISAIOTCS Ha SA3BIKE PEICHHBIX
cxeM (ladder language). Bxoast GOOSE- yBenomniennit ¢ G401 mo G416 u ¢ G501
no G515 obGpabaThiBaroTCs Tak k€, KAK MOHTa)KHBIE JIOTHYECKHEe BXOJ bl [1xx, [2xx
u [3xx 3 moayneit MES120 P3 Sepam.

¥ s Viewer 10 x|

IED View
‘ED | Goose Input |Report | idName |

=3 IEDOILDO/LLNO/ExtRef (0) [parameter |onfig file
=/ TEDOILDO/LLNO/QRT1 WRcference(name) £styal[ST]
. =-[ 1 IEDO1LDO/CSWI18PosS[ST] Reference(description) -
C[=] stval[sT] = o
..... EI q[ST] dd'1g frue
e El t[sT] =
=/ IEDOILDO/LLNO/gchBasicGse dupd
--EI[]S_IE-IED[JlLDD,.'CS\'\u'IISPoss[S'I'] Reference(name) <tal[ST]
(- 35- [EDOILDO/LLNO/ExtRef (1) el
-5+ IEDOILDO/LLND /ExtRef (2) tEnE stval
-2 [EDOILDO/LLNO/ExtRef (3) source Address
[#-352- [EDOZLDO/LLNO/ExtRef (0) btype Dbpos
(-3 [EDO2LDO/LLNO/ExtRef (1) Type
Count
kind of Value
possible Values
1} intermediate
1 off
2 on
3 bad
full reference IEDO1LDO/CSWI15PosS[ST] Sstval [ST]

Pucynox 4.18 — Bxoast GOOSE- yBenomenuii B nporpamme GOOSE Inspector
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Pucynox 4.19 — OxHo nepeMeHHbIX ([lucTaHITMOHHAS WHIUKAITUS )
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~l01x]
H File Mode Wiew Settings Filter Help | J - HI_H_H @909
Online View, logical, all packets
23:20:15,509 Listening: Kealtek PLle GEE Family Lontroller
23:20:15,509 Version 1.4.1.0
23:20:17,121 $00:80:F4:D05:28:14 = 501:80:C2:00:80:00 Packet x
23:20:17,130 d=0,009s 192.168.1.5:61068 = 239.255.255.250:1900 UDP Packet
23:20:19,122 d=1,992s5 SEO:80:F4:D3:28:14 = $01:80:C2:00:00:80 Packet x
23:20:19,387 d=0,2655 3D2:D3:85:30:92:48 = $01:80:C2:00:00:8E Packet x
23:20:20,130 d=0,743s 192.168.1.5:61068 = 239.255.255.250:1980 UDP Packet
23:20:21,121 d=0,991s 500:80:F4:D5:28:14 = 5$01:80:C2:80:808:88 Packet x

C =~ O N W R

|Online | Online View | In/Outputiilter. Off Off |GOOSE: Ok | conf.file loaded (0% matching) Y

Pucynok 4.20 — Ilepenaua GOOSE- yBenomnenuit B mporpamme GOOSE Inspector
Log

Pucynok 4.21 — KoneuHslii pe3ynbTaT cpabaThbiBaHUE CUTHANIA HA OMHAPHOM
BBIXOJIe ycTpoiicTBa Sepam Series 80
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3ak/IoueHue

JlaHHOU MarucTepckoil AuMccepTaldd MPOBEICHO HCCIENIOBAHME IMepeaaue
CUTHAJIOB TI0 CTaHUMOHHOW mmmHe 1o mnpotokony MOK 61850 GOOSE
YBEJOMIICHUM MEXIy HWHTEUIEKTYallbHO — JJIEKTPOHHBIMHU ycTpoicTBamu P3A
npousBoauTens Schneider Electric.

B pamkax nanHO# paGoThl OBLIO MPOU3BEICHBI TaKKMe PaOOTHI, KaK:

- HacTpoiika Moy cBsi3u ACE850 B mporpamme SFT2841;

- HacTpoiika koHurypauuu cetu Ethernet;

- koH(uryparuu nporokona MIK 61850 ¢ momombsio nporpammsr CET850;

- peanu3oBaHo uHTerpuposanue |ED-ycrpoiictBa B cucremy MOK 61850.

C momomrpto ucnonb3zoBanusi nporpammbl GOOSE Inspector Log, Obuta
JTOCTUTHYTa mpoueaypa Hactpoiku obOMeHa GOOSE- yBenOMICHUAMH MEXIY
UHTEJUICKTYaJIbHO — 3JIGKTpOHHbIMK ycTpoiictBamu P3A  Schneider Electric.
[IpoBeneHHBIH aHANU3 TOKAa3bIBAa€T, 4YTO CYIIECTBYIOIIME IPOTOKOJBI CBSA3H
JIOCTaTOYHO YCHEIIHO TIO3BOJISIIOT PEAM30BbIBATh 3aJaud  JIUCHETYEPCKOTO
YIPaBJIEHUS U UHTETPALIMKU JaHHBIX B cucTeMbl ynpasieHusa. Ctanaapt MOK 61850
IPEJOCTABIAET BO3MOXXHOCTh LHU(PPOBOro oOMeHa HHPoOpMaUel MexIy
U3MEPUTETLHBIMU MPE0OPa30BATEISIMU U TEPMUHATIAMU 3aIIUTHI.

[IpoBenénnas paboTa JEMOHCTPUPYET MNPUHIUIHAIBHYIO BO3MOKHOCTb
peanm3anuy Tepemnadyd CUTHaIoB 1o mportokonry MOK 61850 GOOSE. U3
UCCJEIOBAHMUS BHUAHO, 4YTO INIE€pPEelaye CUTHAJIOB IO CTAHIMOHHOM IIHMHE 10
npotokonry MOK 61850 GOOSE wmexny HWHTEIJIEKTYyadbHO — 3JIEKTPOHHBIMH
ycrpoiictBamu  P3A  Schneider Electric (Sepam Series 80) Bo3MokHa, U
coOJII0JaeTCsl BCEM CTaHIapTaMm.

PesynbTaThl gaHHON pabOTHl JAIOT MPEANOCBUIKK JUIS  JajdbHEUIINUX
MCCIIEOBAaHUM Tlepeadyu MaKeTa CUTHAJIOB MEXAY pa3HbIMH ycTporictBamMu P3A
Schneider Electric mo nmpotoxony MOK 61850 GOOSE.
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IlepedyeHns cokpameHni

ACKYD — aBTomMaTH3uMpOBaHHasi CUCTEMA KOMMEPUYECKOTO yUeTa JIEKTPOIHEPTUU

APM — aBTOMAaTU3UPOBAHHOE pabouee MeCTo

MO3K — MEXKIYHAPOIHBIN IEKTPOTEXHUYECKUN KOMUTET

I1C — MOJACTaHIIUA

HIIC — 1udpoBasi OICTAHIIUS

HIIC — HEHTPAIBHOU MPUEMOTIEPEIAIOIIEH CTAaHIINEN

ACY TII — aBTOMaTH3MpOBaHHAsI CUCTEMA YIIPABIICHUS TEXHOJIOTHYECKUM
IIPOLIECCOM

YCO — YCTPOUCTBO COMPSKEHUSI ONTHYECKOE

noy — U3MEPUTEIBHOE 00bEIUHSIONIEE YCTPOMCTBO

noy — MHTEJUIEKTYaJIbHO-JIEKTPOHHBIE YCTPOMCTBA

YCITIA — YCTPOUCTBO cOOpa U nepeaavn JTaHHBIX

MU — merging unit (yCTpOHCTBO CONPS>KEHUE)

PB — process buss (1IMHA mporecca)

TT — TpancopMaTop Toka

TH — TpaHcGopMaTop HaNPSIKEHUS

TT20 — TpancopMaTop TOKa ANEKTPOHHBIN ONITUYECKUIA

GOOSE  — generic object oriented substation event (00BEKTHO-
OPUEHTUPOBAHHOE COOBITHE HA MOJICTAHIINH)

MMS — manufacturing message specification (cnenudukarus
MIPOU3BOJICTBEHHBIX COOOIICHUI)

SV — sampled values (MrHOBEeHHbBIC 3HAUCHUS )

[TA — IIPOTUBOABAPUIHAS ABTOMATHKA

[IK — IIEPCOHAIBHBIN KOMITBIOTEP

I10 — IIporpaMMHOE 00ecCIIeueHHE

P3uA — penerHas 3a1mMTa 1 aBTOMaTuKa

ACY — aBTOMAaTU3UPOBAHHBIE CUCTEMBI YIIPABICHUS

™ — TeJIEMEXaHHUKa

KK3 — KOHTPOJIb KA4€CTBA JIEKTPOIHEPTUU

K3 — KOPOTKOE 3aMbIKaHHE

KPY — KOMIUIEKTHOE PaCIpeIeINTEIBHOE YCTPOHUCTBO

OPY — OTKPBITOE pACOPEACTUTENBHOE YCTPOUCTBO

oy — 00BEANHSIONIEE YCTPOIMCTBO

OMII —ONPEACIICHUE MECT TOBPEKICHUN

P3 — penerHas 3anmra

P3A — penerHas 3aluTa U aBTOMAaTHKA

PAC — pErucTpaIisi aBapUNHBIX COOBITHIA

CM — CHCTeMa MOHUTOPHUHTA

CMITP — CUCTEMA MOHUTOPUHIA IEPEXOAHBIX PEKUMOB

CCIITU  — cuctema cOopa U nepeaadn TEXHOJIOTUYECKOU nH(popmaIuu.
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